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v'On demand self-service
v'Broad network access
v'Resource pooling
v'Rapid Elasticity
v"Measured service

v Multitenancy
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ZiEAE-Z T EM-Cloud Service Customer

® Cloud User
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® Cloud Service administrator
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® Cloud Service integrator
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ZiEAE-Z S ERE-Cloud Service Provider

® Cloud Service operation manager
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® Cloud Service development manager
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® Cloud Service Manager
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® Cloud Service Business Manager
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® Customer Service \
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® Inter-cloud provider
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® Cloud Service Security and Risk Manager
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® Network Provider
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® Cloud Service Developer
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o Cloud~ Auditor
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® Cloud Service Broker .
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[aaS-Infrastructure as a Service
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PaaS-Platform as a Service
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SaaS-Software as a Service
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Public Cloud Private Cloud Community Cloud Hybrid Cloud

SR E . B8 Ffr /5 12wl 4 Mz BTN BE EAPrivate s KEBRAYMREEEZRE
@ﬁ > BN CIoud ® %, ¥ Fpublic / Private
RECFEZEHENTE > PEHIE R B ER AR - EREREAZEGIENZ cloudZ &%

&R - A8 0 wA 0 UL PR E — &2 52 vV REZRRAGKRE
( EEmIfE L £ AS]IsA TEEZE A0S
PR ) vV REEREFEMRN
zmE&Epublic
cloud

v EXEEERT L)
i



BRI Y E R BB



= I M Bd 2 el

« A iRERIERIF RSB —IEEZRE, FNmE a2 @Ry |



£ Z AT ~ IR B B B2 fa |




1A
S
N
|
o
L

B4 o B 2 4 e P

FE B C b

- IRIZEHE « BERRUEES « Guest breakout
« EfEN... - lRFBEHEEN...  Snapshots and image
e Sprawl

Elnts A ZEE EREE FEImSAE Z B
- EETARZ - BE/E R CRIR
- HERR . HRREEE . R
. WS . $EPIE . R B
. ERMES... - MR AR - BERR(RHRM

&)...



D

7
ed ~ AL

J Fd

%ﬁ zél:l

(



" BRES K
e ol A

AERE
hR 7S 122
il




HaEtE

- ZAMEERAREUEESELBEM(UEBEYE I RALFHERE ) HAZTRREBPHE
« SR 1EPublic cloud#i2 % Private Cloud(sR Z 714 )

- IRISIR S RS B
> BIBEIR 3| 2 S e private cloud BB RRFSIR 447
> Bt 2R E



EE, O] A1 o] SEtE

« MEEXKERES U
- EREmARSS MEE/IAME UM EEARPNER-NRBZ SR B HM#ERIRE

EinA B NIESNS |



R

- BRZERMEE I LURER/EERVE AR EIn AR H5 1 15 2 B 2 15



Al #5 7K £E-SLA

o fOIEBARFSKEE ?

- Bl FARRNEIRVIER BB, P>, T AsE A ol Bt UK Z 2 EHIfa e Z &R
« USREa N PREZENE D

- RABEAE

Alh (22 B
l%/un}‘,bé I



IREREK

Blan:

» HIPAA/HITECH
> PCIDSS

> SOX

BEELRER
FHERRERER ?
REMRROEFER BB ? BRI ?



- BZE-RER

- BESHNEESEENA

- BEAREZE ~{B2cloud service providerolgEE2E2 AR | (FF~FHUE2EFHY)
- MEEMBREZEL T ~ RERBERZ ? IRNBZE2IWEZ ? IRBEENTEZIE ?



- B "Eln" SEZFACELIRRA (EER "ZEEE" IRZE

III'

T2 AR —(E

=
£S5

]]
E=TITS

- BREmiRFIREE, ASE

> BV EERNNEEEHELR (baseline)-ZBZEHE/RiEHNEA
> e ftReport( SCO1-2-3)- B E =77
> fefitTailored security services

« 5%&cloud user :
> KB B S AR EE R AR IR ERESFRFIHE EE N

£ =

s



= Th i

- BRAERM R EEBNEA EBEESREREE

* X %

SRh—EEREEABMZEISTE?



alE

« BPEAERAFEAERRS MRITZE/0BENEESRIRFIRED

- BE7QualifiedVEImARFF IR EB TR EFFZEEMRER RABEEES =

R

- BiyEER "HEn" BE SEIEERRG R EER, AR ME R R HRRTEmapping
s DR R Z BT FT R EN BT BRI EE 22 EE



At R B AR AN AZE

« EXFlaaSLL K PaaShs, ##t sk e I TV B #h B K 4E7& T 22 service provider 2 Cloud
user 2 &, 48 B 7 /EAE R O] A4

« FIMNEZE I RAZEG T LU RTE A Pin gl AR R Z EARELR



B AR F5 Rl HY (O

- HRAEIRRBREBERGERSEZRESRRNERRERMRZ.. REEEM ? KTE?



EintHEA 2 Z 28 =

. fEzes
. R

. EREREEET IR
. PEEEE

. EFHEZ2

. HREE



NEZ 2R E R iE Rl 7 B HEER |

MRE RS . {EHMZHVPN
Data in

use



7 BZE]

« Al

=J] =IX
® phAE

. 5

- B8



M2 E

« M EEZRIREEED

NERIE S

A B & f




ERtZ=E

 Hypervisor : FBLEI - WEIE - M7 ERENEA
« VM (Virtual Machine):3%38 HypervisorgliE 12k « 25K BRIEREE -
« GuestiBTEEEIE FIFE AR EEEIZT



HypervisoriyE 24

- —EWRIIFASM-IEE LR B "NEREESSSREERNENERZ B



kH
M%*;H

=i '

- BRSNS
- EIREEATY/ A2
- ALEWNERARZEIN T EEREEIT
. f%%Zl:%Z%%%‘
- BEMNRILAE
. A PTAK
O Tk
- ElnREERMERA
- DOSIE
HANEE



BRINE

- BEHEEEREEAELYEXER FTHER
« MAEE ?
« B II5?



EIRIEE A0/ A B2 R IRIR AT

« AR BARED 7 ~ BIRESERHVNARZIREZH |
« REREAREENNARLZREEBCHNENHR |

« U EMBRE—RERTIT !

« AERKBN—EEIRRTS, EER B E B (RENE

- HERBEZINEECHEES ?
o BEALHMABDRRR T ?
- MENERRT Z2%E ~ERWKRNNBERNBEERS ?

- WEEE ?



AZEZWEAENTH

« AEXRRMEERRS ZRAERBEAFTZR T ERE T RIEER IR IR IFHEK
- HIREREIN T HEEZIXAEENZEIEH I EGIREFREZ S



ENGIESE

s AE2ENEIRTE B ISR
- —UEMZENEASRE :
> 555 0 TRYE @2 (Patching Procedure)
> M58 Z 4 Y B 122
> & HA 4% ¥ B 1 55
> PR AR & 2 =



BRINEBAE

- BERIASRER
BRI S EIRER
- MIIRE ? IREEREE ?



BiRER

. EERIEE ?
. ERIELEERERATER ?

N
EEN

i Eith i |




AT |

« URTEHEEZERMWEZE [ |
« REMIBBERZSIE !
o fTEE? RMEBMWMS ? ZWTES?

vESBBHNEFEER EE R SATEREET
vVERAIREHEFM

ViEZIER

VZEEKL

v R

vV B KRR PR T /K

VIO R RS .



O

pul]] o
/

== I AR 755 78 FR B2

/1

- WEEIE%SRIZETE Service Provider!
- IbEIB % RAiklaaSLL A PaaS
- ARKETFR/XEEY 7~ EEERMEER |



DOS/DDOS- B &= 2l 73 5 = FH keff Az #5 K 28

- #E A laas/PaaS/SaaS
« ¥TB\Service ProviderfiFT I\ —3EANT



[aaS/PaaS/SaaS7 & £ &8




l[aaS7 & F %R

Multitenancy-ZX A8 ( 8iF9 ) HEARZAHET NEEHESE

Co-Location-FFZ E#it% "FE "Eietk -, —BHypervisordiikin, EEimage#l B e K E
Hypervisor Security-[E % &

Network Security-Ein iR 7 R HEEEE A T RER AR B EE L Ao E

VM Security-#f i S EF % BEBRENEZZZEE— 5N, BRRARE "FE—iE" ..
Virtual Switch Attack-FiEE T AKE BN BT EEE Aolpeied, — B34 ..
DOS-PHERARFS N EE



PaaS Y % £ %

« System Isolation-

AXROBERFFE P oI E R AR RNER 22

KEMEwED - - - FIEE

- ERERER
HERERE 2 RIEFEBEZ2E TR

- EREFI
v RIE PR B \EIR
v ST E HYEREE BRI

VEBREI-KELZENES |

o] A, BB i 2 LA

T8I0 22 = 1A



SaaSZ %

:I:Illl'

- HERERENZE

. ElZE



Eln-Z IR ELEGHEEK



Elin-Z T IRAEH

ISO27001:2013
NIST-800-53
PCIDSS
SOC1,50C2,S0C3
Common Criteria
FIPS 140-2
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