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e Hello
o ¥fhelots ATk mlip/dnfiin &
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e Client
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e Sender
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Postfix+amayvis

e master.cf

o smtp-amavis unix - - n - 10 Imtp
m -0 soft_bounce=yes

o 0.0.0.0:10025 inet n - n - - smtpd
m -0 mynetworks=127.0.0.0/8
-0 content_filter=
-0 local_recipient_maps=
-0 relay_recipient_maps=
-0 smtpd_restriction_classes=
-0 smtpd_client_restrictions=
-0 smtpd_helo_restrictions=
-0 smtpd_sender_restrictions=
-0 smtpd_recipient_restrictions=permit_mynetworks,reject
-0 strict_rfc821 _envelopes=yes
-0 smtpd_error_sleep time=0
-0 receive_override_options=no_unknown_recipient_checks,
no_header_body checks
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e main.cf

o content_filter = smtp-amavis:[127.0.0.1]:
10024
n NEAEE S Eframavisie 1
m SmtpfEiXE|localhostiport 10024
m Port 10024 FHamavisBf Bt
o smtpd_recipient_restrictions =
check_recipient_access pcre:<pathfile>
m 7Erecipientia & 55V E /2 iR fhamavisi 11



Postfix+amayvis

e pcre file sample
o [spam@cc.nctu.edu.tw/ OK

o /notspam@cc.nctu.edu.tw/ OK
o /@cc.nctu.edu.tw/ FILTER smtp-amavis:[127.0.0.1]:10024

o/./ REJECT
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e amavisd.conf
o $max_servers = 10;
o $sa_tag level deflt = 2.0;
m # add spam info headers if at, or above that level
o $sa_tag2 level deflt = 6.2;
m # add 'spam detected' headers at that level
o $sa_Kkill level deflt=7;
m # triggers spam evasive actions (e.g. blocks mail)
o $sa_dsn_cutoff level = 40;
m # spam level beyond which a DSN is not sent
o $sa_crediblefrom_dsn_cutoff level = 38;
m # likewise, but for a likely valid From
o $final_spam_destiny = D_DISCARD;
m iAK% D BOUNCE;
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o ClamAYV, Kaspersky, Avira AntiVir, Symantec
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e filsendmail it

o mc file (hostname.mc)
m define(LOCAL_MAILER_PATH', “/usr/local/bin/dspam’')

m define( LOCAL_MAILER ARGS', ‘dspam "--
deliver=innocent" --user $u -d %u ")

o dspam.conf

m TrustedDeliveryAgent "/usr/local/bin/maildrop”
m 2% “/usr/libexec/mail.local“ # Fmbox#& =

o maildrop.rc
m DEFAULT="$HOME/Maildir*

o f# Fimaildrop/E 2 MDARIEE, 58 ol i3 i e iF 2L A0 A
m TRUSTED USERS="root mail www”
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e EilsendmailiE i
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o aliasesix iE

m spam: "|/usr/local/bin/dspam --user root --
class=spam --source=error"

m notspam: "|/usr/local/bin/dspam --user root --
class=innocent --source=error"

00 (25

pipe 00 MDA
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o Hilpostfixid ik
o master.cf
m dspam unix - n n - 10 pipe
m -0 soft_bounce=yes

m flags=Ru eol=\n user=dspam argv=/usr/local/bin/dspam --deliver=innocent --user $user -d
Suser

®m Spam unix - n n - - pipe
m flags=Ru user=dspam argv=/usr/local/bin/dspam --class=spam --source=error --user dspam

m notspam unix - n n - - pipe
m flags=Ru user=dspam argv=/usr/local/bin/dspam --class=innocent --source=error --user
dspam
m 0.0.0.0:10025 inet n - n - - smtpd
-0 mynetworks=127.0.0.0/8
-0 content _filter=
-0 local_recipient_maps=
-0 relay_recipient_maps=
-0 smtpd_restriction_classes=
-0 smtpd_client_restrictions=
-0 smtpd_helo_restrictions=
-0 smtpd_sender_restrictions=
-0 smtpd_recipient_restrictions=permit_mynetworks,reject
-0 strict_rfc821_envelopes=yes
-0 smtpd_error_sleep time=0
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o main.cf
m 53(—: content_filter=dspam:

| jffﬁ: smtpd_recipient_restrictions = check_recipient_access pcre:
<pcre file>

o <pcre file>
m /spam@cc.nctu.edu.tw/ OK

m /notspam@cc.nctu.edu.tw/ OK
m /@cc.nctu.edu.tw/ FILTER dspam:

m/./REJECT



o filpostfixiH i
o dspam.conf
m DeliveryHost 127.0.0.
m DeliveryPort 10025 i
m Deliveryldent localhost I
m DeliveryProto SMTP
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o SN ifpostfix+amavis A8 ik
e master.cf
o HEiN—{Edspami&[ElskAport
m 0.0.0.0:10026 inet n - n - - smtpd

m -0 mynetworks=127.0.0.0/8
m -0 content_filter=

o {&tkamavisiE[rl 3k Bportik &
m 0.0.0.0:10025 inet n - n - - smtpd
m -0 mynetworks=127.0.0.0/8
m -0 content_filter=dspam:

o H#iNdspam s & 40 /il H 31 -1
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e dspam.conf
o DeliveryHost 127.0.0.1
o DeliveryPort 10026
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o [l i D RERA HA
e hitp://mail.nctu.edu.tw/dspam.html
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dspamiJWebUI

e 7 pwauth
e 7% mod_authnz_external
e hitpd.conf, & ANLL &5 & #ifsil
o AddExternalAuth pwauth /usr/local/bin/pwauth

o SetExternalAuthMethod pwauth pipe

o <Directory "/usr/local/www/apache22/cgi-bin/dspam”
> —

o AuthName "DSPAM admin” R
O Authype Basic wREew

o AuthBasicProvider external
o AuthExternal pwauth

o Require valid-user

o </Directory>

hE: |
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o I A LA TRICEX EHrules
o LR PRI F- B < #yfactor(s)
o LA PRARHY T B i HUhashisk < “token(s)
o ‘& B}E RELE M token R #H & TERH
o --deliver=innocent FE% 24 1E & {2 HO{H.
o --deliver=spam FHix 4 & 515 11E




From*u@mail.nctu.edu.tw>, 0.00414,

Date*00+0800, 0.01000,

Date*Tue, 0.14553,

is+a, 0.15627,

This+is, 0.15702,

MIME, 0.16252,

Received*Tue, 0.16330,

Received*Tue, 0.16330,

message, 0.16923,

is, 0.17303,

This, 0.17411,

a, 0.18613,
Received*(dspam.cc.nctu.edu.tw+[140.113.2.71]), 0.795086,
Received*dspam.cc.nctu.edu.tw+(dspam.cc.nctu.edu.tw, 0.79506,
message+in, 0.21247,
parttmessage, 0.21281,

a+multi, 0.21281,

multi+part, 0.21377,

part, 0.21438,

multi, 0.21480,

format, 0.21542,

in+MIME, 0.21679,

MIME+format, 0.21713,
Content-Type*charset="big5", 0.22757,
From*mail.nctu.edu.tw>, 0.23795,
Received*(localhost, 0.24205,
Received*(localhost, 0.24205

X-DSPAM-Confidence: 0.7595

X-DSPAM-Probability: 0.0000



DSPAM should train:

v new message scanned by the Filker

when the filter makes a mistake

SPAM messages Good messages

8840 caught
95.341% caught

Total processed by filter 665 misse 329 missex

9235 caught 42999 delivered

From corpus 955 fed 3 fed




(signature appears in message body)

s (signature appears in message headers)

X-DSPAM-Signature: 2842,49f6c001539039982617038
¥ % UID, dspam mail id

when a SPAM message is identified:

« Quarantine the message
C Tag the Subject header with
Cr

eliver the message normally with a X-DSPAM-Result header
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X-DSPAM-Signature: 2842,49f6c001539039982617038
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X-DSPAM-Signature: 2842,49f6c001539039982617038




