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Multi-Chassis Link Aggregation Group
(MC-LAG)

Virtual Port-channel
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MC-LAG Peer 1 MC-LAG Peer 2

MC-LAG Client
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.
console

sy
graphs

!huﬁ—\ monitor)

Conzale

Logged in as yee (Logout)

Mew Graphs

Graph Managemant
Graph Trees

Data Sources
Davices.

Threshalds

?
E

Data Queries
Data Input Mathods.

Graph Templates
Host Templates
Data Templates
Threshold Templates
Import/Export

Import Tamplatss

Export Templates
Configuration
Settings

Plugin Management

|

System Utilities
User Managemant

Logout User

o

gra

Consols -> Devices

You are now logged into Cacti. You can follow these basic steps to get started.

e Create devices for network
» Create graphs for your new devices
« View your new graphs

Version 0.8.7d

Logged in as yec (Logout)

Mew Graphs Rovs
Type: | Any | Status: [Enabled ] Search: | per  [30
Paga:
Graph
Graph Trees o =
i S ID Graphs DataSources Status EventCount Hostname
Devices
Aatcr 114 2 2 w o 183.22.9.231 7.3t
Thresholds
AA1DT 113 2 2 [T 163.22.9.230 7.15
Dot Queries AAZAT 15 2 2 up o 10.10.62.235 2.4
Data Input Mathods | |AAZBI 116 2 2 [ 10.10.62.236 2.43
Anzmo wra 2 soo 11082232 28
Graph Templates AAZAT 133 2 2 up o 10.10.62.230 2.4
Host Tamplates AazeI 122 2 2 w o 10.10.62.234 2.36
Data Templates AA3CT 120 1 1 Up o 163.22.9.234 50.24
ihec=chokihio mpts o AA3DI 118 2 2 up [ 163.22.9.232 4.2
Import/Export
AAzM 1212 2 [ 10.10.62.233 2.34
Import Templates
e AAzMI 19 1 1 [T 163.22.9.233 86.13
AAaMI 124 2 2 up o 163.22.9.235 5.45
= caiar 55 2 2 w o 10.10.8.221 2334
Plugin Management | |CA1BE 56 2 2 [T 163.22.8.237 5.8
- | |cnic: »e @ w oincEs 9
System Utilities. CA2AT 98 2 2 up 0 10.10.8.223 7.67
Uzz (EnEgEmEm CA2DI 99 2 2 up o 10.10.8.224 7.97
Logoutits= cAzAT 100 2 2 up o 10.10.8.225 7.28
casor 101 2 2 w o 10.10.8.226  7.43
casoI 102 2 2 [T 10.10.8.228 7.32
cASAT 103 2 2 up o 10.10.8.229  10.56
casor 108 2 2 w o 10.10.8.230 24.43
ce1Az 105 2 2 [T 0.108231 775
cs1cr 108 2 2 w o 183.22.8.238 6.5
ca2ar 107 2 2 w o 10.10.8.232  7.85
cB281 108 2 2 [T 10.10.8.233 7.3t
8201 109 2 2 up o 10.10.8.234 274
caaar 110 2 2 w o 10.108.235 7.38
ceaco 12 2 [T 10.108.236 252
caaar 112 2 2 w o 10.10.8.237 7.8
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W Outbound  Current 111.86 k Average: 646.69 k Maximum: 2.38 M
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E 20w :
i i
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0.0 - .
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SEIEIS

1. SDN-based security supporting
infrastructure(l)
Network and Service bypass

2. SDN-based security supporting
Infrastructure(2)
Netflow generation



Region Network Center

Previous Topolo

< > >

Pitfalls

=

* Devices out of service

&

* Mini-gbic failure

13

. . . Cable / Fiber failure
Single point of failure

l(—)
| <>

* Failed configuring

I

T

Single point of failure é':
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New Topology

Region Network Center TANET 100G

< >

Security Supporting Mechanism:
- Bypass switch
- Proprietary SDN device( L2-L7 support )

IDS-1 == IDS-3
IDS-2 [tk SDN device _ 4 ps.4
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Region Network Center

TANET 100G

>

< >

Bypass Switch
In-Line Mode

IDS-1

. e
IDS-2 =

Network packets pass
through

the Bypass Switch, SDN
device, and IPS

IDS-3

=2 |DS-4
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Region Network Center

TANET 100G

>

<

Bypass Switch

Ape

Health Check

>

Bypass Switch should provide
health check in case any
element (including itself, SDN
device, IPS) malfunctions.
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Region Network Center

<+ >

TAP MODE

Bypass Switch

!

Health Check

TANET 100G

>

When some troubles happen...

Health Check packets are lost
or delayed a lot(high latency)
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Region Network Center

!

TANET 100G

>

When IPS can not sustain for the
network throughputs....

However, let’s consider 1080P/4K
YouTube video streaming:

* High bandwidth

 Lowrisk

[Service Bypass]

The SDN device directs YouTube
packets not to pass through
IPS/IDS...but loop back directly

You([T)




Region Network Center TANET 100G Yﬂll

Yol . . YD
(11 Tube! (1 Tube

The SDN device helps
to reduce IPS loading.

We could extend the period of
use for IPS
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Region Network Center TANET 100G

> >

Load balance function
could direct traffic to a
few of IDS simultaneously
according to IP address /
subnet/5-tuple hash

. oy
e

IPS
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Region Network Center TANET 100G

<

We could control
different application
traffic to different IDS.
This eases new
services testing.

[ Rod
e

. oy
e

s=mms | TEST LAB

IPS




Region Network Center TANET 100G

< >

>

SDN Function

Bypass Switch ( IDS + IPS )
IDS-1 === | IDS-3
Flexible I Redundant
IDS-2 == | IDS-4

\ —
emms | TEST LAB
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AECEEIS

1. SDN-based security supporting
infrastructure(l)
Network and Service bypass

2. SDN-based security supporting
infrastructure(2)
Netflow generation
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Region Network Center

< >

Bypass Switch

TANET 100G

>

Flow Report
Server

Router does not support 1:1
non-sampling Netflow v9,
If traffic grows up day by day,
Router will always busy.
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Region Network Center é TANET 100G
< > . ’ < >

gl

In-Line Mode

Flow Report
Server

The SDN device analyzes
traffic and then generate 1:1
Netflow v9 for Flow Report
Server.

This helps to reduce Router
CPU usage.
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Traditional NetFlow generation
architecture

Region Network

TANET 100G
Center
< > < >
NetFlow ]
(Sampling
64:1)

Netflow Analyzer

New NetFlow generation
architecture

Region Network

TANET 100G
Center g
< > | >
Port
Mirror
] [ .
——« L2-L7 filtering

* (remove low-risk traffic)

NetFlow
Gen

L\

* NetFlow V5/V9 generation
 Sampling rate 1:1

* Active Timeout 60 sec

* Passive Timeout 60 sec

Netflow Analyzer

88
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Region Network Center é TANET 100G
> > . ’ > >

gl

TAP Mode

Flow Report
Server

If IPS is out of service so that
Bypass Switch state is changed
to TAP mode, we still could log
1:1 traffic flow
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SYSLOG-NG Server



A. Install EPEL Repositories:
01. Login to your server as root (or su root)

02, Type: cd /root
03. Type (Current link as of this post):

wget http://dl.fedoraproject.org/pub/epel/eServer/1386/epel-reles

wget http://dl.fedoraproject.org/pub/epel/6Server/i386/epel-release-6-8.noarch.rpm
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04. Type: rpm -Uvh /root/epel-release-6-8.noarch.rpm
05. To verify the software repository was installed type: yum repolist
You should see something like:

[rootl@myserver ~]1# yum repolist
Loaded plugins: fastestmirror
Loading mirror speeds from cached hostfile
* bhase: mirror.clsp.com
* gpel: mirror.metrocast.net
* extras: mirror.symnds.com
* ypdates: mirrors.easynews.com

repo 1id repo name

basze Centos-6 - Base

epel Extra Packages Ffoxr Entexprise Linux &
extras Centos-6 - Extras

updates CentOs-6 - Updates

repolist: 13,225
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B. Install Syslog-NG:
01. Run an update check: yum check-update
To see if this will impact any other software on your system.
02, Check the availability of Syslog-NG by typing: yum list *syslog-ng*

[root@myserver ~]# wyum list *syslog-ng*
Loaded pluginsz: fastestmirror
Loading mirror speeds from cached hostfile
* base: mirror.clisp.com
* epel: fedora.westmancom. Ccom
* extras: mirror.synnds.com

e

updates: mirrors.easynews.com
Ivailable FPackages

syslog-ng.1686 3.
syvalog-ng-devel.1686 3.
syslog-ng-libdbi.1686 3.

o-3.elk
0-3.elb

[ I W]
L]
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03. Install both syslog-ng and syslog-ng-libdbi (to avoid an error message) by
typing: yum install syslog-ng syslog-ng-libdbi
(Of course, you could install everything,... if you want to...)

[root@myserver ~]# yum install syslog-ng syslog-ng-libdbi

Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile

* base: mirror.cisp.com

* gpel: archive.linux.duke.edu

* extras: mirror.symnds.com

* ypdates: mirrors.easynews.com

Setting up Install Process
Fesolving Dependenciles
-—> Running transaction check
-—-» Package syslog-ng.1686 0:3.2.5-3.el6 will be installed
-—>» Processing Dependency: libnet.so.l for package: syslog-ng-3.2
-—> Processing Dependency: libevtlog.so.0 for package: syslog-ng-
-—->» Package syslog-ng-libdbi.ie86 0:3.2.5-3.el6 will be installe
-—> Processing Dependency: libdbi.so.0 for package: syslog-ng-1ik
-—> Running transaction check
-—-» Package eventlog.i686 0:0.2.12-1.el6 will be 1nstalled
-—->» Package libdbi.ig8e 0:0.8.3-4.el6 will be installed
-—-» Package libnet.ie86 0:1.1.5-1.el6 will be installed
——>» Finished Dependency Resolution
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Dependencies Resolved

Package Arch Version
Installing:

syslog-ng 1686 3.2.5-3.el6
svslog-ng-libdbi 1686 3.2.5-3.el6
Tnstalling for dependencies:

eventlog 1686 0.2.12-1.el6
libdbi 1686 0.8.3-4.elb
libnet 1686 1.1.5-1.elk

Transaction Summary

Install 5 Package (s)
Total download size: 583 k

Installed size: 1.7 M
Is this ok [v/N]: v
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If prompted to to import a GPG key... type: y

warning: rpmts HdrFromFdno: Header V3 RSA/SHRZL6 Signature, key I
Fetrieving key from file:///etc/pki/rpm-gpg/RPM-GFG-KEY-EFEL-6
Importing GPG key 0x0608E85S5:

Userid : EPEL (&)

Package: epel-release-6-8.noarch {installed)

From : Jetc/pki/rpm-gpg/ REM-GEG-KEY-EFEL-6
Iz this ok [y/N]: v
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C. Configure CentOS Services, Stop Rsyslog, and Start Syslog-NG:

01. Disable rsyslog: chkeonfig rsyslog off
02. Confirm rsyslog is disabled:

[root@myserver ~]# chkconfig --1list rsyslog
rsyvslog O:off l:off Zioff J:off d:0ff S5:o0ff £

03. Enable syslog-ng: chkeonfig syslog-ng on
04. Confirm syslog-ng is enabled:

[root@myserver ~]# chkconfig --list syslog-ng
syslog-ng O:off l:off Z2ion Jion d:on &
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05. Stop Rsyslog:

[rootl@myserver ~]# service rsyslog stop
shutting down system logger: [ OE

06. Start Syslog-NG:

[rootlmyserver ~]1# service syslog-ng start
Starting syslog-ng: [ OK
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D. Example Configuration for Syslog-NG:
01. Add the following to the END of fetc/syslog-ng/syslog-ng.conf:

# My Switches

source 5_Clsco {
udp(ip(0.0.0.0) port{514));
tep(ip(0.0.0.0) port(514d);):

br
destination d cisco {
file{
"/var/log/clsco/ SHOST-5YEARSMONTHSDAY . log”

permicdd)
create dirs(yes)

}r

log { source(s cisco); destination(d cisco); };
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#mEE IPv4 Bh XS
vi /etc/sysconfig/iptables

MA LU m1T
-A INPUT -m state --state NEW -m tcp -p tcp --dport 514 -j ACCEPT
-A INPUT -m state --state NEW -m udp -p udp --dport 514 -j ACCEPT

ﬁ Firewall configuration written by system-config-firewall
# Manual customization of thiz file iz not recommended.
*filter

: INFUT ACCEPT [0:0]
: FORWAR EPT [0:0]

TOUTPUT A FPT [0O:0]

L INFUT -m state --state ESTAELISHED,RELATED -j ACCEPT

b IMNPUT -np

b INPUT -i

L TNPUT -m state . Locp -p top —-dport 22 -3

L TNPUT -n MNEW -m top —-p top —-dport 514 -]

A TWPUT -m : = WEW - udp -p udp —--dport 514 -3 ACCEPT
L INFUT -] icmp-host-prohibited

L FORWARD -3 REJECT —--reject-with icmp-host-prohibited

COMMIT

ERIAR TS
/etc/init.d/iptables restart

[toot@ip2 12 home]# Jetc/init.d/iptab

rules:
Tnloading modules:

s: Applying firewall rules:



#mEE IPv6 Fh XilE
vi /etc/sysconfig/ip6tables

MA LU m1T
-A INPUT -m state --state NEW -m tcp -p tcp --dport 514 -j ACCEPT
-A INPUT -m state --state NEW -m udp -p udp --dport 514 -j ACCEPT

# Firewall configuration written by em-config-firewall
# Manual customization of this file is not recommended.
#*filter
:INFUT ACCEFT [0:0]
FT [0:0]
(OUTRUT & T [0:0]
L INPUT - e ——=tate EZTABLISHED,RELATED -3 ACCEPT
L INPUT -p vh—icmp -3 LCCEPT
L INFPUT -i 1o -3 ALCCEPRT
L TWNPUT stat te WEW -m udp -p udp --dport 546 -d fedl::/ /64 -j ACCEFT
L INPUT - te WEW -m top -p top ——-dport 514 -3 EFT
L INFUT -m gtate WNEW -m udp -p 1_1|:1E -—dport 514 -3j ACCEFRT
L TNPUT -3 REJECT --reject-with icmpé-adm-prohibhited
A FORWARD -3 REJECT —--reject-with icwpé-adw-prohibited
COMMIT

ERIAR TS
/etc/init.d/ip6tables restart

[rootlip212 homwel # fetc/initc.dfipatakb
Jetting chains to polic
Flushing firewall rules:

ing modules:
Lpplying firewall rules:
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802.11ax

802.11ac
R 5 GHz 2.4 GHz B 5 GHz
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g SR
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6933 Mbps (160 MHz - 8 SS)
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OFDM / OFDMA

Source . Wi-Fi Alliance

OFDM w— m . ig%

= ._,-\

§
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ﬁ

OFDMA airtime efficiency Qﬂﬁ(&ﬂﬂﬁﬂ\ =

\C )‘ (C )

user1 ® user2 7 user3
(video) (voice) (data)

Figure 1. OFDMA in Wi-Fi 6 allows multiple users with different traffic profiles to transmit simultaneously over the same channel

OFDM Orthogonal Frequency Division Multiplexing

OFDMA Orthogonal Frequency Division Multiple Access



OFDM / OFDMA

Source : Qorvo / Qualcomm

Resource Unit
802.11ac vs. 802.11ax: Fixed Overhead vs. Efficient Payload Delivery

OFDM OFDMA
WLAN Packet

Subcarriers

_Channel
Width

g User 0 (Web Page) [ - it

- User 1
m m User 1 (Streaming) - ml m 1 User2

Source: Qualcomm
Qorvo m User 2 (WeChat/Instagram) | ©2017 Gorvo, Inc.
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Cisco 350 802.11b

Cisco 1100 802.11 a/b/g

D-Link 2590 802.11 a/b/g/n 2.4GHz or 5GHz

Controller Aruba Controller Gateway mode

Ruckus 7363 802.11g/n&n/a 2.4/5GHz 2x2:2 14%ZK#R

Ruckus 7372 802.11g/n&n/a 2.4/5GHz 2x2:2 12ZK#&

Ruckus 7982 802.11g/n&n/a 2.4/5GHz 3x3:3 21%ZXK#R

Controller Ruckus vSCG Controller

Ruckus R500 802.11 g/n n/a ac 2.4/5GHz 2x2:2 127 K%

Ruckus R600 802.11 g/n n/a ac 2.4/5GHz 3x3:3 127K

Ruckus R700 802.11 g/n n/a ac 2.4/5GHz 3x3:3 21ZK#R

Ruckus R710 802.11 g/n n/a ac 2.4/5GHz 4x4:4 247 X%
wave2

Ruckus T300 802.11g/n n/a ac 2.4/5GHz 2x2:2
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08:30 09:30 10:30 11:30 12:30 13:30 14:30 15:30
AP Client Count
Statistics Period: & Hours
500
250
0 | I i i i i i i
08:30 09:30 10:30 11:30 12:30 13:30 14:30 15:30

Ruckus R500

== Max
== in

== Max
= N
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= N
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24 Port

PoE License
Switch

K3k 605 6015 38 6078

BEE 208 20 1A 204
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A REI38EER - it =

IFf8 5GHz BY{ERA & R ZEIE NN
%38 Dual band B9A XX 2t 2.4GHz & 5GHzAY Client
—&E5EEHH Ruckus AP EMEEH

Access Point: 2C:5D:93:08:38:B0

Fadio 802.1Tg/n Fadio 802.11a/m

Current Channel 11 Current Channel 143
Channelization 20MHz  Channelization 40MHz
WiLAR Group default  WLAMN Group default
Backaround Scan Disabled Backaround Scan Enahled
T Powvver Full  Tx Power Full

# of Autharized Clients F # of Autharized Clients 45



2019/05/31 - 5GHz B4 5k 2.4GHz

Radio (2.4 Gtz Client Count
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0815 08/ (5[ 58 1518 5530 051
Radio (5 GHz) Client Count
Sttt et 7D 5 G H y 4
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; 100 o Nt
[ 1l
0 i

0525 5% 5 (528 0529 05/30 531

180



Mo pki=saE

- FSETENEREN
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EEZRXLAE (Smart Antenna)

EEZAIX4 (Smart Antenna ) HNEEERBREEMEXE
PE51 ( Adaptive Antenna Array )

I@ANK4#R1Z%s ( Antenna Gain) Tm?"nﬂﬁlﬁ,?ﬁ sIEE ( SNR ;
Siganl to Noise Ratio ) - AFIR A AVEER

i HRREZIRIERE ( multlpath fading ) B 05 & 4E 3B S
B ( time delay spread ) D] 75'2 im Jijl E"f Bf 30 =R
( transmission efficiency ) B SRiHZEEEE




W SRR LR ( BeamForming )

WARRBGES® A « RELIKERESIET]
A HE S B HRIFAIER - IEEE802.11ac - E
2818 BeamformingtE #1kE




256 QAMR = 1 ig

1E A i sl 22 1 filg By o 2
(QAM ; Quadrature Amplitude Modulation)

|IEEE 802.11ntREHKAHIZE64 QAM

IEEE 802.11acHViREP S & IEHIRE256
QAM

E—EHETURENERNESE
BN B2 ERIER




2 5 A B L MIMO
( Multi-input Multi-output )

TxR:S
BRRARBE XEFEWRFEE . ZEIRE

3x3 : 3FRIAMNZE
= EFREEA=SZFEWKRERIRBE=EZER

4x4 : 3 RRE—AHAXRRZ RIS



802.11ac
802.11ax (Wi-Fi6)

802.11ac 802.11ax

BANDS 5 GHz 2.4 GHz and 5 GHz

CHANNEL 20 MHz, 40 MHz, 80 MHz, = 20 MHz, 40 MHz, 80 MHz,

BANDWIDTH 80+80 MHz & 160 MHz 80+80 MHz & 160 MHz

FFT SIZES 64, 128, 256, 512 - 256, 512, 1024, 2048

SUBCARRIER = 312.5 kHz . 78.125 kHz

SPACING

OFDM ~ 3.2us +0.8/0.4 us CP ' 128us +0.8/1.6/3.2usCP

SYMBOL

DURATION

HIGHEST 256-QAM . 1024-QAM

MODULATION

DATA RATES 433 Mbps (80 MHz, 1SS) = 600.4 Mbps (80 MHz, 1 SS)
6933 Mbps (160 MHz, 8 9607.8 Mbps (160 MHz, 8
SS) SS)

BRI http://technews.tw/2017/09/20/qualcomm-802-11ax-wi-fi/
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B8 Tunnel - Single Point of Failure
tXZ New Topology

#{E Trunk - Native Vlan
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New Topology

FHAIRZ

— £/ Tunnel mode ZIEE - EEIFA
RYE RS AR i L

New Topology ZR&EIE

PEEERA

LRI ERRASEE  AIS 7 EREER - BRA

Mlizsﬁﬁtaﬂﬁﬁﬂ“ Tzsfﬂ —SRATRYAR (4R 48 B2 AR

%’a‘t

=5

- EEER - BRNEFET - BREKHR

= EA

- EBEE - EBNBPEERZ L - AR
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Trunk — Native Vlan

— Router
interfaces {

9e-0/0/0 { trunk
unit O {
family ethernet-switching { ! Switch 10.103.1.0/16
port-mode trunk;
vlian { / trunk
members v105;
}
native-vlan-id v103; £J AP10.103.3.0/16
} /7 1\
} / 1 N
} /7 5\

:# management Edata% £ RE Vlan SSID NCNU
B EIE EEREIE FARRE 10.105.0.0/16
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R REENS?

2015
https://news.tvbs.com.tw/life/615399

2018
https://news.tvbs.com.tw/world/892678
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2% 18 2.4G/5G Dual band - #£51317&
RIEFEAEBANNARREZEENTEK - MEARFRAIAP

802.11ac wave?2
R710 178&

802.11ac wavel
T300 1&
R700 2&
R600 2&
R310 12&

802.11n
R500 99&
R7982 8&
R7372 10358
R7363 738
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NCNU - Activity Center
NCNU - Restaurant
NCNU - Sports
NCNU-CC
NCNU-EMBA

NCNU - HK
NCNU-President

TANetRoaming (iTaiwan)

eduroam

iy SSID
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/ K BUEREEEAS-EE x \ = S X

c |® 22 | 163.22.3.15:9997/SubscriberPortal/?nbilP=163.22.12.125& client_mac=ENChc22268ef4c0446ab%a2fa79cdbec3bf7a8dbb9754dde0ab&sip=scg.ruckuswirel... {}‘ @ ® 0

RER NBBRE EATRIMR

TH (N X
O EHERER
| EEERSEEEnEE

@ National Chi Nan University

2 ERERLCERSEERE Wireless Authentication Portal

3 EEEEEERETRE -
Type | TANet v/

4 EREEEEENEEEERRE -

User Name | &3 A% |
ki Password | =@/ =% |
6. BIEEE | SEAME:30~PM24:00 -
v EEmscssrcsse

INFTEENEEIS 77365795 » 77365796

-~ IV
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ol PEEE T EF11:20 @ 14%[ ) W PEBEF T EF11:20 @ 4%

= Em|
@ 163.22.3.15:9997/Subsc... 2] 3 @ 163.22.3.15:9997/Subsc.... [2] *AZ} 1,E

ol PEBE T EF11:20 @ 14%[ ) o PEBE T EF1:22 @ 13%[ )

@ 163.22.3.15:9997/Subsc.. [2) % & 163.22.3.15:9997/Subscrib..  [2] %

o WER BERSE SASRE
National Chi Nan University & &8 Ministry of Education

National Chi Nan Unlversity Wireless Authentication Portal

Wireless Authentication Portal

Type TaNet

O EAEEBE  Name )
pobimint— e Type | TANet
1 EREBYEEBMER -
2. BRERILEREHAR - Jser Name (@A )
3. L BUBRATEAL 2 (956 - Password (7 /&6 ] = "
o BER NBBRE BALXERRK

4. {EREROEREMBRERRIE -

5. FEME"RARE EALRE -

A X National Chi Nan University
6. BRF5HFM - 8 HAM6:30~PM24:00

Wireless Authentication Portal

L% =

[l HNERR RhIEWD 772RRT7OR « T72AL

User ycc is logged in.

TANet

iTaiwan

gin successful, please do not close this browser until logout
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FiE= 802.1x:R:E

ZAIME E R AH
1. ApplefTEiEE
2. Android 178138
3. Windows 10 {EZ£ %%
4. Windows 7 1E¥£ &4
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— NCNU - CC

- HEHIBEZEHBER NCNU

ELEISEE
- RAZEM
- MIMNEIE : oliSM@ER4E/) - IRIEEESEE - RARBmE



RY A /3 3 —
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— NCNU (Web Loging) * Native 103 .
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- Native 106
« NCNU (Web Loging) 107
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« Native 130
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« NCNU (802.1x) 135
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#atIRE
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s 4 ET (WPA2-AES - None)
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Radius Server A
MAC 358
Ai@iE
Radius Server BB A
Web Portal i3:& =
BisEEREA
%38 Web Portalz3:s
S 3 R IhiE 489 MAC address it 42
@i INA Radius Server i €152 k
OB EHAMEMNAE
2% AEEREERERBABRE WIFI
BREEA REILUR IR

MREBERISEMACIEIRIEE A
Bl Controller # 17
iE REHFIHERadius Server L EEEZCADT]




IEFE AR LOG SR

Sun Aug 19 00:50:43 2018 : Auth: Login OK:
[ycc/password] (from client MAC-LOGIN port O cli E4-
70-B8-33-2F-EA)

Sun Aug 19 00:51:41 2018 : Auth: Login OK:
[80656DABCDEF/80656DABCDEF] (from client MAC-
LOGIN port 0 cli 80-65-6D-AB-CD-EF)
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