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eI RO —: PIEBIEZIRERZBNR

PR Pt R R

[FEEf%RSE  |ASOC-INT-201811-0xxx il il 2018-11-07 08:16:45

s S EaplNEe [ B3 TR 2018-11-07 06:30:32

e S [XXXX A B2 ]xxx xxx.xxx.xxx General Interest: Monero.Cryptocurrency.Miner,

E ASOC # 8 & BN (XXXX KBTS xoox xxx. xxx.xxx SELEYNETT General.Interest: Monero.Cryptocurrency. Miner, T #

Monero(XMR)2:—{EAIEE T 2014 48 4 FFAN NS + © 71 BA7E Windows + Mac + Linux f{l FreeBSD _FH{T - % B EEL%f
TP NETIEEBORITE o FIF Monero ISR E BN TIRIEIT S  Monero 1SR FF @S2 E BN CPU MERES » HTT
IR BB AT -

EHEEN  LREVIECH | BENHED AR EIERE - 27 TERNTCPview - procexp) A 1
22 RNTSH TR, - IR R T AR - L BRGERELT A - MR B TR Tl AR

e 3y B AAESRRITESESNFEZ T T TERIE A EEERT - 4T ZEEmMIERN H &4 - 50084
FEAHRE 2 & R4E05 © https://fortiguard.com/appcontrol/44016 https:/github.com/fireice-uk/xmr-stak-cpu

https://en.wikipedia.org/wiki/Monero_(cryptocurrency)

HEoUBAEZEMNZIRLRK
a. FER = P45 5 E(C2 Domain)
b. FEEEMIL(URL B &)
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REIRA—: PIEBEZRERZAR BREEEFMNVEN BEMCEMERE

Y

FileAnalysis ~ NetworkSessions ~ Coverage Indicators v Domain

WildFire AV Signature "4 0 0 0 indatr

Signature Name ! 113

Virus/Win32WGeneric.mvmtt ! 209

C2 Domain Signatures ! 2k

Domain Signature Name

xmr.crypto-pool fr genericxmr.crypto-pool.fr v Mutex

URLS
o 4 0 0 0 indiator

URL Category

1 3 0 42ZhhaaBgtVLswaNNd94PaEddkpBGdjBLcUxFaxidspRFHAKLh2BpFAYAZtWERR3a2cwLyiQpFUij4KxukMF3yeh73Zwagx

time.windows.com Computer and Intemet Info

a3-129.akadns.net Content Delivery Networks v Connection Activity

a5-130.akadns.org Content Delivery Networks - ® @ ©® ParentProcess —_m

akadns.net Content Delivery Networks - 2 5 0 sampleexe connect, 212.129.44.156:80,, 2, FR
xmr.crypto-pool.fr Insufficient Content > 67M 13M 0.5M unknown udp, w’us

v 546M 93M 5M  unknown udp, 224.0.0.252:5355,, -
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2WRENELERR, oI UERAPING I IEERENEN EFEIHEERE L

SRR N EE REIREFRE 2018-11-07 06:30:32
SHEE IR [XXXX A B xxx. xxx.xxx.xxx General.Interest: Monero.Cryptocurrency.Miner,

St ASOC IR & BEAI(XXXXAKE)PTE xxx.xxx.xxx.xxx &t LI 9 EFT General.Interest: Monero.Cryptocurrency.Miner, 2

xmr.crypto-pool.fr, crypto-pool.fr, dns200.anycast.me

crypto-pool.fr, xmr.crypto-pool.fr

212.129.44.157:80, 13.65.245.138:123
€a579b7d0cc1106cdb285a41bc031205240b93f438c000a7aee30cd80dc72d52
0902181d1b9433b5616763646a089b1bdf428262

23a2278fae626df2e134b9d141dc59dc
427hhaaBgtVLswaNNd94PaEddkpBGdjBLcUxFaxj9spRFHAk1h2BpF4Y4ztwERR3a2cwlyiQpFUij4KxukMF3yeh73Zw6qgx

Monero(XMR)ZE—fE_IZK2014F4BFARIME S - ©olLIFZEWindows » Mac ~ Linux#FreeBSD LE1T - EE USRI INETIFARELT

EH
% - NAMoneroZ iR B REESETRIRTS - MoneroZIREFBlzIE R EWRNCPUBEREY] - EMBERIERBLMER -

HFEEEN . 1LBEMXELHE EENNESEERMERNERE - 2FATERZI(W:TCPview * procexp) iR ARFEFHERE - L BBRH
TEFENED  BRZEAEZERERER - 3BERUIFRITH - AR oEEEEARRER - 2N AAREREMERENIRE
ZEH  UFERAZSEAREREANT - ARELXEEHENLEENRL4K - 5. NEZBRHESEZERE
https://fortiguard.com/appcontrol/44016 https://github.com/fireice-uk/xmr-stak-cpu https://en.wikipedia.org/wiki/Monero_(cryptocurrency)

Hmiaht



https://urldefense.proofpoint.com/v2/url?u=https-3A__fortiguard.com_appcontrol_44016&d=DwMFaQ&c=V9IgWpI5PvzTw83UyHGVSoW3Uc1MFWe5J8PTfkrzVSo&r=Zsa__j1IFq-h_ofGHN4cR1EfYO8_Th0OK475ktQoJxs&m=PktnIXExJpTUEYTaFrHbveIJRLlHWL_6JZQWJ19-zv4&s=JcStuNZuCtGnVJ_uHcN0vcImM2I2rTpbjPBebMn4EtM&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__github.com_fireice-2Duk_xmr-2Dstak-2Dcpu&d=DwMFaQ&c=V9IgWpI5PvzTw83UyHGVSoW3Uc1MFWe5J8PTfkrzVSo&r=Zsa__j1IFq-h_ofGHN4cR1EfYO8_Th0OK475ktQoJxs&m=PktnIXExJpTUEYTaFrHbveIJRLlHWL_6JZQWJ19-zv4&s=2noLeRbePdqOzpI7b5vCHAK-IXslRWWmCly9fXCs1E8&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__en.wikipedia.org_wiki_Monero-5F-28cryptocurrency-29&d=DwMFaQ&c=V9IgWpI5PvzTw83UyHGVSoW3Uc1MFWe5J8PTfkrzVSo&r=Zsa__j1IFq-h_ofGHN4cR1EfYO8_Th0OK475ktQoJxs&m=PktnIXExJpTUEYTaFrHbveIJRLlHWL_6JZQWJ19-zv4&s=nNJnremZ9_CdTBjoAjLZj7TWwqdq619CmsuMfvopY7M&e=

BRat Al —: SMBHEERBEH

SMB 2 & 728 H

‘ B4

‘ASOC-INT—ZOISI 1-0xxx ' BT l2018-1 1-16 08:10:06

‘ ]

’wwm ’ BB }2018-1 1-15 14:53:19

‘ HEEE

’iﬁﬁ:[ XXXX AEE] XXX XXX XXX.XXX MS.SMB.Server.Trans.Peekins.Data.Information.Disclosure

S

ASOC #F5 7 B (XXXX KE) AT xxx.xxx.xxx.xxx SELEYNETT MS.SMB.Server. Trans.Peeking.Data.Information.Disclosure
g

FIEWHA

P EALSEOUEMETTIEEIEE » Microsoft Server Message Block 1.0 (SMBv1) JHRE E SR A 17 2 P E A SRR RS - st
FIFH LSRR E TR & B B AL BUE IR F R - AURTRE X B B BEITR B 2] Windows SMBv1
(ARSI R TTAE & sl TIZ = - @S ¢ Microsoft Windows 7 Microsoft Windows 8.1 Microsoft
Windows RT 8.1 Microsoft Windows 10 Microsoft Windows Vista Microsoft Windows Server 2016 Microsoft Windows Server 2012

R2 (Server Core) Microsoft Windows Server 2008 R2 Microsoft Windows Server 2008 Microsoft Windows Server 2012 Microsoft
Windows Server 2012 R2

aiite

EEHEEA . LREVDKECH:  EENEES AR EIEENS o 28H TR TCPview ~ procexp) A E 14
% il EERTEGEIE > HEZEART AERER o 3EEGIEHIITS - ARERTECEEAEERN
AT AR BURPTERRE IR 1% - LT IeNEEAEEREAT - 4 T ERRAG A HMESTIRES - SRER
RO T8 2580 2 B0 - WS 40 538 2 i iU A https:/technet. microsoft.com/zh-tw/library/security/ms17-010.aspx 6.7 %%,
TiAHEN 275 & RH4E0S ¢ http:/fortiguard.com/encyclopedia/ips/43799 http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-

2017-0147
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PRETEEHI —: o] UERESMRLE IR B X i (5 FHSMB = (MR X

‘ CoinMiner Enabled 14,902 DNS Activity is in the list
www.multipool.us
Owner Palo Alto Networks Unit42 www.bravo-mining.com
#Samples 2,283,422 nanopool.org
LastHit 3 days ago on 11/20/2018 6:37:43am moneroexplorer.com
TagClass Malware Family coinhive.com
Source Unit42 www.antpool.com
Created 01/01/2016 12:00:00am www.f2pool.com
Updated 11/07/2018 9:01:45am slushpool.com
Votes (1

www.viabtc.com
Aliases NeksMiner NsMiner bixin.com

Groups | W CryptoMiner bitfury.com

bcmonster.com

Description:

This threat uses your PC to generate Cryptocurrencies. It installs software that can make your PC run slower than usual. www.bw.com
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RAEAI_: SMBREERER EEEE & U
e

A 0 11 0 amashosting.com
A 0 10 0 ftp.almashosting.com
- o e
PrOCQSS ACtIVIty ! 2k 03M 1k checkip.dyndns.org
1?\ O @® © ParentProcess Action Parameters
[i\ A 0 240 0 sample.exe CreateProcessinternalW <null>, \\smb.com\bvb.exe :M
v 4% @ @ O indiator
~ | 234 : ! ; k : :
[7\ A 0 3 0 sample.exe \\smb.com\bvb.exe \\smb.com\bvb.exe ! 034 3 06M Global\netcirnetworking
% Local\c:lusers!loktzalappdatalroaming!microsoft!windows!cookies!
e A Local\c:lusers!loktzalappdata!local!microsoft!windows!temporary internet files!content.ie5!
xmr.f2pool.co s Computer and Internet Info
P ISLEURLSE i Local\c:lusers!loktzalappdatallocal!microsoftiwindows!history!history.ie5!
f2pool.com N oE =5 Computer and Internet Info + URL
peZ=El)$=
vip6.alidns.com = Computer and Internet Info
Flcﬁ LE E/\] Y?FHQ v] & [ (] @ Indicator
vip5.alidns.com Computer and Internet Info
A 0 2 0 S5yyw.cn/long.exe
teredo.ipv6.microsoft.com Computer and Internet Info A o 1 0  91.218.115.133/64.exe
im.gg.com Internet Communications and Telephony A 0 1 0  91.218.115.133/32.exe
cgi.im.qg.com Internet Communications and Telephony
dns10.hichina.com Web Hosting ¥ Domain
dns9.hichina.com Web Hosting [~ < @ - @ Indicator
Syyw.cn Insufficient Content a o] 53 0 5yyw.cn
ns-tell.qgg.com Internet Portals f 428 10k 1k vip5.alidns.com
ns-osl.qq.com Internet Portals H 432 10k 1k vip6.alidns.com
ns-cmnl.gq.com Internet Portals
- |IPv4
ns-cncl.qg.com Internet Portals
[~ & ® @ @ Indicator @ pa[()al
: to
14 | © 2015, Palo Alto Networks. Confidential and Proprietary. 91.218.115.133 Mo,




SWRENELZ BRI TTLERAPINA I IEHEANE M E MBI ERE L

SHEE EEpyae IR 2018-11-15 14:53:19
EHES BIR [ XXXXAKER] xxx.xxx.xxx.xxx MS.SMB.Server.Trans.Peeking.Data.Information.Disclosure
— LSl ASOCEE IR & BB I (XXXXAKRER) FTE xxx.xxx.xxx.xxx SELI¥9h T MS.SMB.Server.Trans.Peeking.Data.Information.Disclosure %

_xmr.prooI.com, f2pool.com, 5yyw.cn

_5yyw.cn, f2pool.com, xmr.f2pool.com

_91.218.115.133

_e4c8535975d 1cad358e53f5e22873a000a59b712c09d5d7e78faaaeaae0196a9
_a6ab1b4e75cf20639d 12fe63d0cdb64b6cf872a5
_a1045c302ba3d321e8ebfad64dbe6fd7

Mutex

Local\c:!users!cldwjrlappdatalroaming!microsoft!windows!cookies!

E e EEMSE LI SMNETIFERE - Microsoft Server Message Block 1.0 (SMBv1) BB EEZRM AN P FEEF RS - HANBISHNRNEE TGS ERRFIE - BItE
HERRBENERE - IR EEHEESEFEMAESE] Windows SMBv1 Bk - HEENFHIESATERIGNTEIN - SEEEmM © Microsoft Windows 7 Microsoft
Windows 8.1 Microsoft Windows RT 8.1 Microsoft Windows 10 Microsoft Windows Vista Microsoft Windows Server 2016 Microsoft Windows Server 2012 R2 (Server Core)
Microsoft Windows Server 2008 R2 Microsoft Windows Server 2008 Microsoft Windows Server 2012 Microsoft Windows Server 2012 R2

EIREE BEREEEN . LBEMXELHE  EENHEESARMEENERRE - 2 /A TEZI(W:TCPview - procexp) AR FHEIZR - HHERRTERWERN  BRZEAEERE
BRI - IHERUIFFARTA  AZRKREIHOEEEBARERER - EEANAATHEMSEREXFHEZ IR  TFHRIESAERENNT - 4 AZMBRIE AR
MERE - SRBARNTELARZLEBE WK RRENEHEINARAK hitps://technet. microsoft.com/zh-tw/library/security/ms17-010.aspx 6. KX E ZEHBASE L NI
http://fortiguard.com/encyclopedia/ips/43799 http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0147



https://urldefense.proofpoint.com/v2/url?u=https-3A__technet.microsoft.com_zh-2Dtw_library_security_ms17-2D010.aspx&d=DwMFaQ&c=V9IgWpI5PvzTw83UyHGVSoW3Uc1MFWe5J8PTfkrzVSo&r=Zsa__j1IFq-h_ofGHN4cR1EfYO8_Th0OK475ktQoJxs&m=PktnIXExJpTUEYTaFrHbveIJRLlHWL_6JZQWJ19-zv4&s=o4R6SG10RQwyUSknq53Ymqf0lrQV817dk-u6keQDHUQ&e=
https://urldefense.proofpoint.com/v2/url?u=http-3A__fortiguard.com_encyclopedia_ips_43799&d=DwMFaQ&c=V9IgWpI5PvzTw83UyHGVSoW3Uc1MFWe5J8PTfkrzVSo&r=Zsa__j1IFq-h_ofGHN4cR1EfYO8_Th0OK475ktQoJxs&m=PktnIXExJpTUEYTaFrHbveIJRLlHWL_6JZQWJ19-zv4&s=b4mOLzjPVawmBhBe_IFSgZoqYGfL7wcX_NqKE5Cn2ac&e=
https://urldefense.proofpoint.com/v2/url?u=http-3A__www.cve.mitre.org_cgi-2Dbin_cvename.cgi-3Fname-3DCVE-2D2017-2D0147&d=DwMFaQ&c=V9IgWpI5PvzTw83UyHGVSoW3Uc1MFWe5J8PTfkrzVSo&r=Zsa__j1IFq-h_ofGHN4cR1EfYO8_Th0OK475ktQoJxs&m=PktnIXExJpTUEYTaFrHbveIJRLlHWL_6JZQWJ19-zv4&s=9fdTyMSCK-Sccbr96TBVm5K9vZ7HjSTgO9tdhFt1W7A&e=

RetRb=BhEEARNE ZELZHER

Zfligs  |ASOC-INT-201811-0xxx Bl 2018-11-06 08:10:28

BIEN BN gl 2018-11-05 21:09:47

HBEFE ] XXXX AZ] xxooxxoxxxxxx MS RDP.Connection Brute Force

B |ASOC S5 B fir(XXXX A7) xaxxxx xxx.xxx GE{L) ¥4 MEFT MS.RDP.Connection Brute.Force M %

T | BESELEOMETIREABTR - BIAEEE Microsoft RDP(Remote Desktop Protocol E{ TR JIHV RSN E » 184
7 10 PHPIHETT 200 REVEAFK » WRIMIRE AT AB ARG BN 240  E(TIRARFH -

S EEREL LREVDGECH | EENTRCAMBAR AL ERE (BT SAIMNHREIAT P 2

SR o LASH RIS - BN P RPDKGENLE - 3 Bt B B A E AR R R E R 5
FERHELAYTAE - WRAPAA RV - 4RI ES R -




v

BRI = 1EREEARHREZEZR
2 X IR, (EFARDPEMIEAL

¥ Process Activity

W2

I N I S

8

[ ]
368

38

38

10

10

@
0

Parent Process
<null>

plugin-container.exe
<null>

sample.exe
sample.exe
plugin-container.exe
<null>
Elusin-container.exe
plugin-container.exe
plugin-container.exe

<null>

17 | © 2015, Palo Alto Networks. Confidential and Proprietary.

Action
WaitForSingleObject

created

CreateProcessinternalW

created

CreateProcessInternalW

created

CreateProcessinternalW

created

created

created

CreateProcessinternalW
e

A EEBEFMNEN, T LURET AL

Parameters
000002e8 , 0000000a(original:0000000a , actual:000000cb)

Windows\System32\schtasks.exe , "C:\Windows\System32\schtasks.exe" /CREATE /F /SC MINUTE /MO 22 /TN "Broadcom Wireless Manager UI" /TR
"\"C:\Program Files\WindowsPowerShell\Modules\PackageManagement\1.0.0.1\bcmntray.exe\""

C:\Windows\System32\schtasks.exe , "C:\Windows\System32\schtasks.exe" /CREATE /F /SC MINUTE /MO 22 /TN "Broadcom Wireless Manager UI" /
TR "\"C:\Program Files\WindowsPowerShell\Modules\PackageManagement\1.0.0.1\bcmntray.exe\""

Windows\System32\schtasks.exe , "C:\Windows\System32\schtasks.exe" /CREATE /F /SC MINUTE /MO 22 /TN "Broadcom Wireless Manager UI" /TR
"\"C:\Program Files\WindowsPowerShell\Modules\PackageManagement\1.0.0.1\bcmntray.exe\""

C:\Windows\System32\schtasks.exe , "C:\Windows\System32\schtasks.exe" /CREATE /F /SC MINUTE /MO 22 /TN "Broadcom Wireless Manager UI" /
TR "\"C:\Program Files\WindowsPowerShell\Modules\PackageManagement\1.0.0.1\bcmntray.exe\""

Windows\System32\schtasks.exe , "C:\Windows\System32\schtasks.exe" /CREATE /F /SC ONLOGON /TN "Steam Client Bootstrapper" /TR "\"C:\Pro
gram Files\Java\jdk1.8.0_92\lib\visualvm\profiler\Steam.exe\""

C:\Windows\System32\schtasks.exe , "C:\Windows\System32\schtasks.exe" /CREATE /F /SC ONLOGON /TN "Steam Client Bootstrapper" /TR
"\"C:\Program Files\Java\jdk1.8.0_92\lib\visualvm\profiler\Steam.exe\""

Windows\System32\schtasks.exe , "C:\Windows\System32\schtasks.exe" /CREATE /F /SC MINUTE /MO 10 /TN "RDP Clip Monitor" /TR "\"C:\Progra
m Files\Common Files\System\Ole DB\en-US\rdeclie.exe e

Windows\System32\schtasks.exe , "C:\Windows\System32\schtasks.exe" /CREATE /F /SC MINUTE /MO 26 /TN "ATISmart" /TR "\"C:\Program Files\J
ava\jdk1.8.0_92\lib\missioncontrol\features\org.eclipse.equinox.p2.core.feature_1.3.0.v20140523-0116\META-INF\ati2s9ag.exe\""

Windows\System32\schtasks.exe , "C:\Windows\System32\schtasks.exe" /CREATE /F /SC MINUTE /MO 34 /TN "COMODO" /TR "\"C:\Program Files\J
ava\jdk1.8.0_92\lib\missioncontrol\features\org.eclipse.ecf.core.feature_1.1.0.v20140827-1444\META-INF\CLPSLA.exe\""

C:\Windows\System32\schtasks.exe , "C:\Windows\System32\schtasks.exe" /CREATE /F /SC MINUTE /MO 10 /TN "RDP Clip Monitor" /TR "\"C:\Progr
am Files\Common Files\System\Ole DB\en-US\rdpclip.exe\""




BRI = 1EREEARHREZEZR
WE X%, ERRDPEMIERL

URL

edgednsm.nfo
WildFire DNS History

Request Response

traficmanager.net tm1.edgedns-tminfo
Passive DNS History

Request Response
tml.edgedns-tminfo 1310724710

tmt edgedns-tminfo 1310725210

tmt edgedns-tminfo 27919541

tmt edgedns-tminfo nong

traficmanager.net tmL edgedns-tmnfo

ZiEW EEAEFAEM, T LURETARLE

(ategory

Unknown

Count
118212041
9218607
240825263

138643

8150850

# jhProtominer

Owner Palo Alto Networks Unit42
#Samples 465,666
LastHit 11daysago on 11/11/2018 9:05:01pm

TagClass Malware Family
Source Unit42

Created 10/04/2018 6:30:20am
Updated 10/04/2018 6:30:20am
Votes 30

Groups | CryptoMiner

Description:

jhProtominer is a high performance miner for Protoshares. It uses a different algorithm to allow arbitary memory usage per thread at the cost of mining speed.

Status Hits Last Hit Definition

Enabled 33679 Match all of the following conditions:
Mutex Activity contains AutoProto_11
Other API Activity contains Elugin-container.exe ,IsDebuggerPresent

18 | © 2015, Palo Alto Networks. Confidential and Proprietary. :



=2NBEQEZBIREG, A UEAAPIRI A I, IEHEIN B B FH E A8 L

SHEE EpIEs 2235 A5 RS 2018-11-05 21:09:47

= LESE S =B R [ XXXXRER] xxx. xxx.xxx.xxx MS.RDP.Connection.Brute.Force

5 {443 ASOCE IR & B I (XXXXAKER)ER B xxx.Xxx.XxX.xxx &t {LI¥f 9T MS.RDP.Connection.Brute.Force £
tm1.edgedns-tm.info, trafficmanager.net

edgedns-tm.info

13.107.247.10, 13.107.252.10, 204.79.195.41
12334a1dal1113899¢210e1a2744d8c3c88ed0241a78d2c134aeef5f8dd0aad29
8b137f36b447ecb0ce0c6122ec74b07ee0961af8

85b8723471456f0f5fdf3e29b56772bb

Global\SyncRootManager

FIERFH BEBEMRLEINETIFERETS - Bih K EE ¥Microsoft RDP(Remote Desktop Protocol)#ETR NN B IBRIKE - WEEFEI0MWNET200R\E ABK - Wk I AT
PUEA RIS 248 - ETIDENER -

EIREs HEEEN . 1LEEMXECHE  SENEEARMETUARLTUINERER  TEATHEEAIREEEUNRIPZERER - 2MBRERIERENER - EZEBRIPR
BoKiEEEE « 3. ZRmE H WM BNEHMTFRBEEHARRBRERGHEFETNIF - LHEAARENRE - 4RMERNENEHERS -
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RSN HEFEEE FERBZEZER

AR TACERT-EWA-20180920-xexs ﬁ?ﬂ%ﬁﬁfﬁﬁ 2018-09-20 14:31:17
ZHEN A s 018-09:20 142835
v TACERT SN B R E XXXX v o] RS R IR T Arbirary File Download)
i
HENRERA G RIEE T4 Aitrary File Download) G » LR SHERARHEANG  BARASAE
BfHEL  HRORR  DIDEERIN -
712\ b phmed ack e i Govalosd il downpy lenae=peyoad
FEA  (BHAEARR e ARETER AR R

B ED AWAFRIREETNBE Z —




BRI R A EREFHEZERBNR

[FEAIESE  \TWCERTCC-INT-201807-2980 et il 2018-08-02 12:45:30

BN EISF A -(Spam) [ TR 2018-07-09 07:42:00
EHEE HEWHEE NG IP: " xxxxxxxxx.xxx | BFEDEINERERTE H(SPAM Mail Y& 5 41

TWCERT/CC {41 H #EfE IS CERT #@% » #38 eB U EARGMTE 2018/7/9 HiRISEOIS AR - Sk B R RERTI A A A
A -

FIEHH BB (Spam)

E JeS

LIREPHEIATR It B P SRS RZERR - 2B SR ECEAR  ERENERERAS
ERIR WERERHFEHES > TRETALAERNEAMTS - cURERETL  ERFERE—FENAR - 3. 450%
R ERAN > WEBRHEAREEN - 4B R AR E T -

5 2810 /A Spam MailBIINEE
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XXPEHBRENANG—ER BRABZRUEHERES FH M,
BIEEREREEN G BEABREREIN, Barc MMHEENEE 2

1.E8FHE: "lgagl@cec[.]Jgov[.]tw .

2. BEEHEE:

(1) "107FEaPERNE

(2) "107FEEMERNE

(3) "107FEBEET - BmEEEREREF NS .doc[__ZEH__].exe,
BRMMEEE: "T107FEET - MMEEEREREE A5 .doc.exe,

4 BEPHEIL: "www(.]account_mentgooggl[.]serveuser[.Jcom




EREEREEXRERE—H

ERZEMH BEABEREE

2 MEEIRE

Receive Time  Type Name fEzEE Count L To Zone  Source address Ll
Time Zone address

B § 11/2007:27:34 spyware WireLurker.Gen Command 11/20 1 L3-TAP L3-TAP
4 and Control Traffic 07:27:34
B § 11/2007:27:33 spyware Suspicious HTTP Evasion | 11/20 1 L3-TAP L3-TAP
o B Found 07:27:33
B § 11/2007:05:36 spyware ZeroAccess.Gen 11/20 1 L3-TAP L3-TAP
4 Command and Control 07:05:36

Traffic
B § 11/2007:01:40 spyware ZeroAccess.Gen 11/20 1 L3-TAP L3-TAP
3 Command and Control 07:01:40

Traffic
B § 11/2007:01:17 spyware Suspicious HTTP Evasion  11/20 1 L3-TAP L3-TAP
- Found 07:01:17
B § 11/2007:01:16 spyware WireLurker.Gen Command = 11/20 1 L3-TAP L3-TAP
2 and Control Traffic 07:01:16
B & 11/2007:01:16 spyware Suspicious HTTP Evasion ~ 11/20 1 L3-TAP L3-TAP
il ks o Found 07:01:16
B § 11/2006:34:58 spyware WireLurker.Gen Command | 11/20 1 L3-TAP L3-TAP
2 and Control Traffic 06:34:58
B § 11/2006:14:30 spyware ZeroAccess.Gen 11/20 1 L3-TAP L3-TAP
o g Command and Control 06:14:30

Traffic
B § 11/2006:09:04 spyware ZeroAccess.Gen /2 1 L3-TAP L3-TAP
- Command and Control 6:09:04

Traffic
B § 11/2006:08:41 spyware WireLurker.Gen Command 11/20 1 L3-TAP L3-TAP
4 and Control Traffic 06:08:41
B § 11/2006:08:40 spyware Suspicious HTTP Evasion = 11/20 1 L3-TAP L3-TAP
o ; Found 06:08:40

To

Part Application Action  Severity File Name URL

80 web-browsing alert www.comeinb...

80 web-browsing alert www.comeinb...
16464 unknown-udp drop

16464 unknown-udp drop critical

80 web-browsing alert networksecurit...
80 web-browsing  alert www.comeinb...

80 web-browsing alert www.comeinb...
80 web-browsing alert www.comeinb...

16471 unknown-udp drop

16464 unknown-udp drop

80 web-browsing alert www.comeinb...

80 web-browsing alert www.comeinb...




¥ AR AT A0 8%

Session ID 234952 Source User Destination User
Action alert Source D&sﬂnation_
&Elica’don web-bmwsing Country Country
Rule CorObj6004 Port 30843 Port 80
Virtual System Zone L3-TAP Zone L3-TAP
Device SN Interface ethernet1/2 Interface ethernet1/2
1P Protocol E
e e
Generated Time 2018/11/20 06:08:41
Receive Time 2018/11/20 06:08:41 Threat Type spyware
Tunnel Type N/A Threat Name WireLurker.Gen Command am QM Traffic

ID 13748 (View in Threat Vault)

ntent n 5142
Content Version AppThreat-8090-514:

Seven_tz’ critical Captive Portal
Re&t Count 1 Proxy Transaction
File Name www.mmeinbalzz.mn_\[mw.ghg Decrypted
URL Packet Capture ./
Pcap ID  1204467493952715488 Client to Server ./
Source UUID Server to Client
Destination UUID Tunnel Inspected
Sender Address
Subject

2018/11/20 06:08:47 end web-browsing allow CorObj6004 1666 18 malware
2018/11/20 06:08:46 url web-browsing alert CorObj6004 informational WWW.C il om/mac/getsoft.php
4 2018/11/20 06:08:41 spyware web-browsing alert CorObj6004 critical malware www.comeinbaby.com/mac/getsoft....
—_—
$ 2018/11/20 06:08:40 spyware web-browsing alert CorObj6004 informational WWW.C i 'mac/getsoft.php
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BRFRKFRIPHERER(EDNS EERMEH V) SERE =B FTHESR)

B

@

B

: Generate From Destination To T . .
Receive Time  Type Name Time Count Zone ToZone  Source address i Port Application Action  Severity File Name URL
H 11/20 07:27:34 spyware WireLurker.Gen Command 11/20 1 L3-TAP 80 web-browsing alert critical www.comeinb...
and Control Traffic 07:27:34
§ | 11/2007:27:33 spyware rS:uspiddous HTTP Evasion = 11/20 L3-TAP L3-TAP 80 web-browsing alert www.comeinb...
oun -
16464 unknown-udp drop
AutoFocus Intelligence Summary - 192.168.5.210 (Read Only) ®
Search Autofocus for 192.168.5.210 16464 unknown-udp drop
Passive DNS
e e e |EC | 80 web-browsing  alert networksecurit...
A 192.11 246 2015-10-26T12:
f 1‘1 :5 zfji'“'fl”mz 80 web-browsing | alert critical www.comeinb...
A e : iAo 80 web-browsing alert www.comeinb...
d A 152,11 4 2015-11-08T23:54:35  2016-01-02T03:31:02
VEGT 80  web-browsing  alert www.comeinb...
AFT-Watch
16471 unknown-udp drop
Sessions Wildfire Verdicts
10 500 16464 unknown-udp drop
351
E 250 - -
3 80 web-browsing alert critical www.comeinb...
T | |"| I o ! o . .
2014-12-09 2015-01-10 2015-02-11 2015-03-15 2015-04-18 Benign Malware GCrayware 80 web-browsmg alert www.comeinb...
M Sessions Global I Private
Recent WildFire Results
File Type Creats Update Date Verdict
PE 2015-04-24T20: 1 Malware
JAVAJAR 2014-11-23T02:46:04 Benign
_

and Proprietary.



cryptodef.xz (Read Only)

L : - 3 Generate - From Sessions Samples
Receive Time  Type Name Time Count Z ToZ
@ § 11/2007:27:34 spyware WireLurker.Gen Command 11/20 i ! L3-TAP L3-TA
and Control Traffic 07:27:34
@ § 11/2007:27:33 ' spyware Suspicious HTTP Evasion 11_20_ 1 L3-TAP L3-TA '] P DR I NN T
Found 07:27:33 Wi, Ve, Wi, P, e, —_ i— =
B § 11/2007:05:36 spyware ZeroAccess.Gen 11/20 1 L3-TAP A feman Malware S
Command and Control 07:05:36 Il sessions Global Ml Organization
Traffic
& 11/2007:01:40 @ spyware ZeroAccess.Gen 11/20 3| L3-TAP L3-TA
@ % / s %or%mand and Control 07:01:40 P:::Ez =
raric DisableSystemRestore
B § 11/20 07:01:17 spyware I%szﬁgjws HTTP Evasion (1)1'(2)(1).17 1 AP L3-TA Unit42 Tags |4 processHollowing | [ 4 Readh
g fo ]
B § 112007:01:16 spyware WireLurker.Gen Command | 11/20 1 3TAP | L3TAf|  rermeens TR [ masn
and Control Traffic 07:01:16
@ 5 11/20 07:01:16 spyware ?gs%:ious HTTP Evasion (l)l (2)(1) " 1 L3-TAP (KR! | AutoFocus Intelligence Summary - Trojan-Ransom/Win32.cryptodef.xz (Read Only)
7 01+
B § 11/2006:34:58 spyware WireLurker Gen Command | 11/20 1 L3TAP | LaTAl S T S
3) § 11/20 06:14:30 spyware ZeroAccess.Gel 11/20 1 L3-TAP L3-TA
%orfrﬁmand and Control 06:14450 Crente Date. | Updats Date | Verdict
raffic
§ 11/2006:09:04 spyware ZeroAccess.Gen /20 1 L3-TAP L3-TAJ | | 95¢7c999807052db16b264fbe7fb02889b7c8511871efb2ed6cbebacd94fasbd PE  2016-01-
IR < Command and Control 06:09:04 04710:48:45
Traffic [Freeatname T sinthetir | Tromn Rz coptodeoa X |
3) H 11/20 06:08:41 spyware WireLurker.Gen Commyfnd  11/20 1 L3-TAP L3-TA
and Control Traﬂ"c 06:08:41 Qsearch @ RemoteSearch = D ® » I h
—
I§D H 11/20 06:08:40 spyware Susplc:ousHTTPEvasmn 11/20 1 L3-TAP L3-TA
nd 40 Samples Sessions Statistics Indicators Domain, URL & IP Address Information

HHBEHBED BNRPERARE |~

A
First Seen Verdict SHA256 FileSize (Bytes)  Type Tags

*E raqx g8 ; H—; MREALUELR LIAP) gy | == =5 - T

01/06/2016 11:05:00pm  Malware 5c457d1066£565016£d977£4£5e b49ad6a24e3abad27b0ar£42500 366,592 PE [ & Cryptowall| [ Atominjection | [ DeleteVolumeSnapshots |

I / — o n i — & ReadMozillaCredentials | % WindowlessiE | (3 DisableSystemRestore
1j- E —y E n n 01/06/2016 11:04:56pm  Malware 24233400b£45c6ddTc6£3408563 fo6e3£4£716db874£2387deacdd 356,352 PE | CryptoWall \'R‘Ammln;ectmn J (3 DeletwolumeSnapshots\

(¥ ReadManllaENdenlllls‘ & WindowlesslE | ,Dtsabie lemRestore.

= A I 01/04/2016 10:48:45am 7052db1 187 311,810 PE [ Cryptowall| [ % Atominjection | % DeleteVolumeSnapshats |
33 . '.I' HI-' )

(3¢ DisableSystemRestore

01/04/2016 8:49:58am 3623578 * PE | % RenameOnReboot | | % VirtualMachineDetection || = Matsnu
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RoERFAYE &, oI A eR 45 EL fth i s iUk RR £ AR

06:08:41.000000 Oa:35:ea:12:ac:57 > Oa:ll:cl:ab:fe:b4, ethertype IPv4 (0x080

" Generate
Receive Time  Type Name Time
B § 11/2007:27:34 spyware WireLurker.Gen Command 11/20
4] and Control Traffic 07:27:34
B & 11/2007:27:33 spyware Suspicious HTTP Evasion 11/20
il 1. Found 07:27:33
B E 11/2007:05:36 spyware ZeroAccess.Gen 11/20
a8 Command and Control 07:05:36
Traffic
B § | 11/2007:01:40  spyware ZeroAccess.Gen 11/20
3 Command and Control 07:01:40
Traffic
B § 11/2007:01:17 spyware Suspicious HTTP Evasion ~ 11/20
il |z Found 07:01:17
B & 11/2007:01:16 spyware WireLurker.Gen Command 11/20
il 1B and Control Traffic 07:01:16
B 3§ 11/20 07:01:16 spyware fszgsgxdcwous HTTP Evasion rlé/(z’gm
B & 11/20 06:34:58  spyware WireLurker.Gen Commar|
R A i and Control Traffic Packet Capture
B & 11/2006:14:30 spyware ZeroAccess.Gen
Ll IR e Command and Control 0x00003
Traffic 0x0010:
B §  11/2006:09:04 ZeroAccess.G Sevnin:
B & :09: spyware eroAccess.Gen 0x0030:
e Command and Control oioom:
Traffic 00050
B § 11/2006:08:41 spyware WireLurker.Gen Commar] 0x0060:
] 8 il and Control Traffic 0x0070:
B § 11/20 06758+Q, spyware égagié:ious HTTP Evasior| g:gggg:
0x00a0:
0x00b0:
0x00c0:
0x00d0:
0x00e0:
0x00£0:
0x0100:
0x0110:
0x0120:
0x0130:
0x0140:
0x0150:
0x0160:
0x0170:
0x0180:
0x0190:

ial and Proprietary.

Count

1

1

O0all
0183
0408
b3334
6574
312e
6£6d
7365
6c75
2076
6£72
2£31
2028
4331
7561
2c20
2c20
206e
2070
2d48
732¢c
612c
6f2c
0doa
6570
Oa

From
Zone

L3-TAP

L3-TAP

L3-TAP

L3-TAP

L3-TAP

L3-TAP

L3-TAP

claé
885b
787b
aede
736£
310d
6569
7224
7064
6572
6b2f
322e
4d61
2904
6765
6465
7074
622c
6c2c
616e
2068
2068
2073
436fF
2d61

feb4
4000
0050
0000
6674
0a48
6e62
4167
6174
7369
3539
352e
6342
0a4l
3a20
2c20
2d50
2064
207a
742¢c
752¢c
722¢
6b2c
6ebe
6c69

To Zone

L3-TAP

L3-TAP

L3-TAP

L3-TAP

L3-TAP

L3-TAP

L3-TAP

0a35
8006
4cd3
4745
2e70
6£73
6162
656e
6520
6f6e
362e
3020
6£6£
6363
656e
6573
542c
612c
682d
206b
2074
2065
2075
6563
7665

eal2
4e3d
168b
5420
6870
743a
792e
743a
2875
2920
3520
2878
6b50
6570
2c20
2c20
206e
2066
4861
6f2c
722c
6c2c
6b2c
7469
0doa

Source address

ac57
Oa%a
61be
2f6d
2048
2077
636f
2067
6e6b
4346
4461
3836
726fF
742d
6a61
6974
6c2c
692c
6e73
2061
2074
2068
2065
6f6e
3064

0800
Oa3a
cle?
6163
5454
7777
6d0d
6c6f
6e6f
4e65
7277
5£36
3130
4c61
2c20
2c20
2073
2072
2c20
722¢
682c
652¢c
6e2d
3a20
2030

4500
0a0l
5018
2£67
502f
2e63
0a55
6261
776e
7477
696e
3429
2532
6e67
6672
7074
762c
752¢
7a68
2063
2063
2072
7573
6b65
610d

Destination
address

To

16464

16464

eoX{.PL.:cB¢..Pe
...... GET./mac/g
etsoft.php.HTTP/
1.1..Host:.www.c
omeinbaby.com. .U
ser-Agent: .globa
lupdate. (unknown
.version).CFNetw
ork/596.5.Darwin
/12.5.0.(x86_64)
. (MacBookProl0%2
Cl)..Accept-Lang
uage:.en,.ja,.fr
,.de,.es,.it,.pt
; +pt-PT,.nl,.sv,
-nb, .da,.fi,.7u,
.pl, .zh-Hans,.zh
-Hant, .ko, .ar,.c
8,.hu,.tr,.th,.c
a,.hr,.el,.he,.r
o, .sk, .uk, .en-us
..Connection:.ke
ep-alive..0d.0a.

Application Action  Severity File Name URL
web-browsing alert critical www.comeinb...

web-browsing alert www.comeinb...
unknown-udp drop

unknown-udp drop

web-browsing alert networksecurit...
web-browsing  alert www.comeinb...

web-browsing alert www.comeinb...
web-browsing  alert www.comeinb...

unknown-udp drop critical

unknown-udp drop

web-browsing alert | www.comeinb...

web-browsing alert www.comeinb...
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WEHE
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HEBRAR/NESOCHF S

B i TAINET E#SoCER

% Threat Intelligence Cloud
1L BRERETUEIENET v - - i
BERHNHBEZSH ..I* Signature Signature Signature

2. E&ASoCH&a L, oJPIHZ=H
WENER, ZEEBNEEE
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DIHI

HEL - - ERERANEBRE

k. . EEMSoCER
Threat Intelligence Cloud

Malware C&C/DNS URL
Signature Signature Signature

%E&T proofpoint> @R - Recorded Future S TI]
ALLIANCE
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( &
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F::RTINET DS
& soLTra @ unit<2 SR AR
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ERRAHMEZHER TR EBITE

RRER
proofpoint® “ y = .
4 RA R 1BEAPTIEFS
SOTRA &2 2 SEARE
i# Recorded Future — 1. 81”‘ 1@ *_Kz'ggﬁ
ANOMALI BXRIEMIZSEHEEEERE
o"qv
FHECLE TR 0] WA ER t%ﬁﬁ tiﬁﬁ
EEEMERIRE R HIE EEIHY L HEET L — i
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BHEMER DT EREEh D EEMHE

EV @
- apaMHAUS
 Recorded Future ANOMALI

THREATO f™
BRE o o Qg

AutoFocus

: Bambenek 3rd Party Intelligence Correlation and
Z@ i{:AVSCERT *ransomware tracker Consulting Aggregation

a total 8 Homeland
= & Security

bad1Ps] t

High-Fidelity 10C’s

WildFire

Domain

Automated Protection #1 N
5 min updates

WEF-AV, C2, DNS, URL Q ’ 1

230K protections daily =) And More..

‘l | Next-Generation Fire I
2/ E) 31d Party Solutions

Automated Protection #2 EDR | SIEM | IR Systems | 0365

dl DY

*JSON
*JSON-SEQ
*STIXITAXII

5min updates
IP, URL, Domain

API/External Dynamic List

Automated Protection #3 ]-/
White List OR Black List




XXPLRUBRE LB ZAMHRTIERE

EZFHBEXX@ test.edu.tw

AutoFocus Intelligence Summary - 206.110.122.5 (Read Only)

Search Autofocus for 206.110.122.5

Analysis Information | Passive DNS Matching Hashes ‘

Sessions

5k

2.5k

o I"lll“ll”||I||I|||.._-...|..--

ey, Vg 2016\12 e 2018\04

Values

I Sessions

Private Tags
Public Tags

Unit42 Tags [“." ModinyindowsFirewalIl

Informational Tags NetworkScanning Yoohoo

Samples

Benign Malware Grayware

Global [ Organization
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AutoFocus Intelligence Summary - 206.110.122.5 (Read Only)

Search Autofocus for 206.110.122.5

Analysis Information = Passive DNS ~ Matching Hashes

Request Type Response Count First Seen Last Seen

exchange.emeryusd.k12.caus A ' 206.110.122.5 13779 2014-01-09T18:41:58  2018-07-18T20:00:24
mail.emeryusd.k12.ca.us A 206.110.122.5 13259 2013-12-21T00:13:16 2018-07-18T16:03:28
mail.emeryusd.org A 206.110.122.5 13425 2014-01-12T19:14:02 2018-09-08T14:23:00

AutoFocus Intelligence Summary - 206.110.122.5 (Read Only)

Search Autofocus for 206.110.122.5

Analysis Information = PassiveDNS = Matching Hashes

SHA256 %‘::e Create Date | Update Date | Verdict
ed605512437865342c7b735d32c08667c90dc53cd417940effbb3eb9f6c83ca5 PDF 52‘}"{-70%_6 56 Benign
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