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* DNS 1E{F[RIE
- ZFIDNS TH
« DNS E’J"E A0 5%
» DNSSEC :EF[RIE
* DNS over TLS

* DNS over https




* Ubuntu H
- apt-get install dnsutils
* Centos 7 H

- yum install bind-utils




e LR -dig

|=I]I

« Windows A

- TEEEE, it http://www.isc.org/downloads
- f#F8 BIND9.12.2-P2.x64.zip

- (FAEEEEEMITEERA BINDInstaller.exe ,

- 3EEE " tools only 4 BYEIE,

- 1B "REIVFTTE H i 0 BIARGEEI PATH HR,

nlif
I+I¢
e

2:5(EM Unix-like B dig 8758,




LZHREFE T E -nslookup

e Ubuntu 2z Centos H « Windows
- [ dig &5 - NE

(1T




Dig HIEGZ{EH

e dig -h
 dig
 dig [@server] [-b address] [-c class] [-f

filename] [-k filename] [ -n ][-p port#] [-t type]
[-x addr] [-y name:key] [name] [type] [class]

[queryopt...]



http://www.kh.edu.tw/

DNS ?

. ﬁﬂi'k%if“‘ﬂl?(?“lﬁ’]“ﬁ%, HF¥ = iﬂlzs?'_ B R
220948152 %8 (Domain name) Ed [P address

E’J;ﬂ:Fn'ﬂEEo I’fit telnet . WWW
browser . ftp F&F .__-,-<E’\JEZISHE¢?%O

« Domain name o IP &[0 = ¥




== > N

HB=

; <<>>DiG 9.8.1-P1 <<>> www.kh.edu.tw

[ ] P ol +
° d I F.3 N \ We b ;1 global options: +cmd
; X .+ Got answer:
i ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 35214

S e rve r ;» flags: qr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 4, ADDITIONAL: 8

;» QUESTION SECTION:
;www.kh.edu.tw. INA

o yIJ ;» ANSWER SECTION:
www.kh.edu.tw. 7200 INA 163.32.250.5

;» AUTHORITY SECTION:

—_ d ig WWW. kh . e d u .tW kh.edutw. 7200 INNS dns2.kh.edu.tw.

kh.edu.tw. 7200 INNS dns.kh.edu.tw.
kh.edu.tw. 7200 INNS dns1.kh.edu.tw.
- dig +short
g ;» ADDITIONAL SECTION:
kh d dnskh.edutw. 7200 INA 163.28.136.14
WWW. .e u.tW dns.kh.edu.tw. 7200 INAAAA 2001:288:8201:1:14

kh.edu.tw. 7200 INNS kpprcdns.kh.edu.tw.
dns1.kh.edu.tw. 7200 INA 163.28.136.2
dns1.kh.edu.tw. 7200 INAAAA 2001:288:8201:1::2
dns2.kh.edu.tw. 7200 INA 163.28.136.10
dns2.kh.edu.tw. 7200 INAAAA 2001:288:8201:1::10
kpprcdns.kh.edu.tw. 7200 INA 140.117.11.1
kpprcdns.kh.edu.tw. 7200 INA 140.117.11.11

;7 Query time: 1 msec

;7 SERVER: 163.28.136.10#53(163.28.136.10)
;7 WHEN: Tue Apr 9 13:44:56 2013
i MSG SIZE rcvd: 290
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DNS ZFRFEIEFZ (Header Flags)

Flag Description Reference
QR Query/Response 0:Query
1:Response

AA Authoritative Answer RFC1035
TC Truncated Response RFC1035
RD Recursion Desired RFC1035
RA Recursion Allowed RFC1035
AD Authentic Data RFC4035

CD Checking Disabled RFC4035




{S5FH DNS

®

13 ROOT SERVERS
REQUEST COMES IN FOR
"WWW.ABC.COM”

Emp User PC l
WEeEB BROWSER
TLD MAME SERVERS

RECURSIVE
MAME SERVER

@

192.168.31
"Www.ABC.comM”




Hostname
a.root-servers.net

b.root-servers.net
c.root-servers.net
d.root-servers.net
e.root-servers.net
f.root-servers.net
g.root-servers.net
h.root-servers.net
i.root-servers.net
j.root-servers.net
k.root-servers.net
|.root-servers.net

m.root-servers.net

13 Root Servers

IP Addresses
198.41.0.4, 2001:503:ba3e::2:30

192.228.79.201, 2001:500:84::b
192.33.4.12, 2001:500:2::c
199.7.91.13, 2001:500:2d::d
192.203.230.10, 2001:500:a8::e
192.5.5.241, 2001:500:2f::f
192.112.36.4

198.97.190.53, 2001:500:1::53
192.36.148.17, 2001:7fe::53
192.58.128.30, 2001:503:c27::2:30
193.0.14.129, 2001:7fd::1
199.7.83.42, 2001:500:9f::42
202.12.27.33, 2001:dc3::35

Manager
VeriSign, Inc.

University of Southern California (I1SI)
Cogent Communications

University of Maryland
NASA (Ames Research Center)

Internet Systems Consortium, Inc.
US Department of Defense (NIC)
US Army (Research Lab)

Netnod

VeriSign, Inc.

RIPE NCC

ICANN

WIDE Project




Root Servers Map
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e Leaflet | Map data © OpenStreetMap contributors

HYZE : http://www.root-servers.org/




Domain Name ?

» 43152 %8 (Domain Name)
- BTN XOOXXXX..... XXXX
- {540

 ftp.kh.edu.tw

 mail.kh.edu.tw
* FQDN (Fully Qualified Domain Name)

- 1ET\FEff. °]J7E Internet LR A&t AZE:HHY Domain

Name,




DNS RIARZR 45

Root
I
hk tw cn A
I I I I I I I
org net com SOV edu mil idv
seed twnic tf nctu ncku
WWW WWW msfip cs (SubZone)

WWW hostl host2




DNS Byt iR SR 1S

» DNS UAEHAZERE, A—2KMNSRNERE, W~ .7 S

iR, SEIEBA “." FHRE

- 530

- www.kh.edu.tw {E2—(BIELEIFY4E1 2, G1BEIE,
“tw” ARHREEENSE LE (TLD) , MAIEER
2 “www' BITEERHAEBIERE T E,

- #{@E FQDN ¥} DNS 4t 2KR:%, B R2BWIYEIE—RY, EBE
[Ei5E m{EtE R BEFE,




FQDN BYZ5—& (TLD) &1

* Generic top-level * Country code top-level
domains domains
- BRANE—EGRE - two-letter country-code
- (KERAEER{EAEMAYYF - tw,.US, cn
/\7k
1, R85 » Internationalized
- .com, .org, .net country code top-level
« USA top-level domains domains
- .edu, .gov, .mil - VB, hE, . #nig

£ 2% http://en.wikipedia.org/wiki/ List_of_Internet_top-level_lcli__pff- ,_-ef -




ZME (Delegation)

« FJEHY domain _ILX%I—:Aﬁj\tJE’JE”ﬁ sub
domain BJ domain name £ IP mapping 32

H— R EIE, L=1E;!7J1’E?JZ1F1$"TZEH 1E
(Delegation),

edu 010 mil
hY

T — mkl:mu
4 slanford h
|- :
. ‘."\-_

managed by Stanford Universify




1IE#% (Forward)

* Domain name o IP

& 5% & by M iE AN B HY T AR

>

* Domain name - IP, ¥4 forward mapping.,

i
- - 163.32.250.5

- KETEEE kh.edu.tw 1Ef@ domain BY#33 L, JBAEZ
H mapping table EH—F428%=F www > 163.32.250.5,
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[ % (Reverse)

« IP > domain name #%4 reverse mapping,

- EiEEmBEZET, FrERY IP 22K —1{ERU{/E
» arpa.in-addr Y top domain, ABBAXIP EE 5 ...,

i
- 163.32.250.6 -

- KFREEE 250.32.163.in-addr.arpa (;EBERRIBRE, &
% top domain E7E51&H ) 1E1E sub domain ¢gs L, A]
UEZIE mapping table L E—£48kE 6 >
www.kh.edu.tw
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¥

o
[ % (Reverse)
ROOT DN (.)
com | org
in-addr ip6.arpa
| |
RIR 123 e.0.1.00.2 RIR/23
| |
ISP 45 8c ISP /32
| |
CUSTOMER 67 8.004  CUSTOMER /48
| |
NETWORK HOST 89 0.0.0.0  NETWORK HOST /64
!
0fed.cba9876543

T

NETWORK DEVICES /128




=5 33

=N

i

I A ya) ; <<>>DiG 9.8.1-P1 <<>>1.250.32.163.in-addr.arpa. -t ptr
E — ny ; global options: +cmd

JT ;; Got answer:
;1 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 5840
. ;; flags: qr aa rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 3, ADDITIONAL: 6
- dig -X 163.XX.XX.XX
;1 QUESTION SECTION:
;1.250.32.163.in-addr.arpa. INPTR

L] L]
- dig XX.XX.XX.163.IN-  ,cmecccnon
1.250.32.163.in-addr.arpa. 300 INPTR wwwedu.kh.edu.tw.

a d d r. a r pa o -t pt r 1.250.32.163.in-addr.arpa. 300 INPTR boe.kh.edu.tw.

;i AUTHORITY SECTION:

250.32.163.in-addr.arpa. 300 INNS  dns2.kh.edu.tw.
250.32.163.in-addr.arpa. 300 INNS  dns.kh.edu.tw.
250.32.163.in-addr.arpa. 300 INNS  dns1.kh.edu.tw.

;» ADDITIONAL SECTION:

dns.kh.edu.tw. 7200 INA 163.28.136.14
dns.kh.edu.tw. 7200 INAAAA 2001:288:8201:1::14
dns1.kh.edu.tw. 7200 INA 163.28.136.2
dns1.kh.edu.tw. 7200 INAAAA 2001:288:8201:1::2
dns2.kh.edu.tw. 7200 INA 163.28.136.10
dns2.kh.edu.tw. 7200 INAAAA 2001:288:8201:1::10

;1 Query time: 1 msec
;; SERVER: 163.28.136.10#53(163.28.136.10) .wti’




Z18{5]Bk3as (DNS server)

B & 40#% forward/reverse mapping FIH4zE S
#MIT—IEA name server RUEREE, FEiBS{EER
fal:::]
S
A=

H

0| fER B HE#2EE domain name B¢ IP B4

« BIND: Internet 5&g & B HAY DNS server EREE,




BIND

. T#l

» IRTEEZEARK(EH Bind 9 RFYERES,
- Current-Stable 9.12.2-P2

» Bind 9 HIREBAIBHILNE), “BARAEESERE.
- 28 bind BE L o



http://www.isc.org/downloads/
https://www.isc.org/downloads/bind/history-of-bind/

=7%& DNs Al fkZSEVAEE

TERME
X EZHE(RR Secondary/slave Server)
REN & EARZE (Cache only Server)

[a]—& DNS {rlAkz3 B Pl gEEI AN[EHY Zone 1T
AERBEE, MR E—&1%a3 0] BEEIFHE
BE=fF/RtE,

(man

o o oo

£
N
£
¥

(Primary/master Server)
(




N

+ E XAl Akes

(Primary/master Server)

- E 2 A ke ERTERY M RIS R A EY
SEIE Zone E’J:’i*—l

ANRIEHVEREET B CHY4RE (Domain) , Rl

/Ei-\/ CHJ Primary/master Server,

RO|E 4 EERERA, FrAHRY FQDN £4
iﬂZthEI’J‘i 1R ARFS,

LLL




N

RE 7 el flk2s

(Secondary/Slave Server)

EZ iRk EREMNMESIEEAMFINZIBRIRS
EZIEYﬁ: Zone FYE R o
T . HeGikzsF~— = Master Server o
s ATHBREEENEZR » BRREE—IRNEZTEE
Alkgs » U2 o

alk
L1l




[REX 22 310 Ak 28

(Cache Serwver)

e\

' 'grﬂﬁl DNS %B@H%EE@@E/\] Domain Name %ﬁ
cache #BZK > pRULEE DNS Server BB
cache Server BYIHEE ©

"HEIEAE A% Domain BY zone database

Yy
S

" Cache Only Server




DNS BVIE(E

5s8f 575 ° Recursive Ml Iterative MfE o

ra
Lmi

- Bl

* Recursive e DNS Server fRIBER] > B A E=H
ITterative AT\ °

|

* Tterative =HZS

REHIEM Iterative TUEYEAM ©




E‘_C%AT ( Iteratlve)

Client in2ff AR, EfFAIVEFELE

5, FfrelfEE2REYEFMA ZEE—&L_EEEI’J%

'&‘u% HEr 2 59 —4& DNS B9t ( 28

DNS ;2 B EENR, EEM—&8 "EREES

(SOA)” DNS BIfiilik ), B8H Client imE
ERIZHEZE" DNS 38R,

cE -




A

L)

; <<>> DiG 9.8.1-P1 <<>> www.rssh.kh.edu.tw +trace

-ﬂl-ln- I ‘I O * i- 5 global options: +cmd
. E % te r a t I Ve E - H . 447849INNS lroot-servers.net.
IJ\ — n . 447849INNS  f.root-servers.net.
. 447849INNS j.root-servers.net.
. 447849INNS a.root-servers.net.
. . 447849INNS g.root-servers.net.
— . 447849INNS  k.root-servers.net.
d Ig . 447849INNS h.root-servers.net.
. 447849INNS e.root-servers.net.
. 447849INNS i.root-servers.net.
WWW XXX kh ed u tW . 447849INNS b.root-servers.net.
[} ° [ ] [ ) . 447849INNS c.root-servers.net.
. 447849INNS d.root-servers.net.
447849INNS  m.root-servers.net.

+t r a C e 51 Received 512 bytes from 163.28.136.10#53(163.28.136.10) in 7194 ms

tw. 172800INNS  a.dns.tw.

tw.  172800INNS b.dns.tw.

tw. 172800INNS  c.dns.tw.

tw.  172800INNS d.dns.tw.

tw. 172800INNS  e.dns.tw.

tw. 172800INNS  f.dns.tw.

tw. 172800INNS  g.dns.tw.

tw. 172800INNS  h.dns.tw.

tw. 172800INNS  ns.twnic.net.
tw. 172800INNS sec4.apnic.net.
5+ Received 491 bytes from 199.7.83.42#53(199.7.83.42) in 5467 ms

edu.tw.86400 INNS c.twnic.net.tw.

edu.tw.86400 INNS a.twnic.net.tw.

edu.tw.86400 INNS moemoon.edu.tw.

edu.tw.86400 INNS d.twnic.net.tw.

edu.tw.86400 INNS b.twnic.net.tw.

edu.tw.86400 INNS moevax.edu.tw.

edu.tw.86400 INNS moestar.edu.tw.

51 Received 427 bytes from 210.17.9.230#53(210.17.9.230) in 325 ms

kh.edu.tw. 300 INNS dns2.kh.edu.tw.
kh.edu.tw. 300 INNS dns.kh.edu.tw.
kh.edu.tw. 300 INNS dns1.kh.edu.tw.
;1 Received 140 bytes from 192.83.166.17#53(192.83.166.17) i

proxy2.rssh.kh.edu.tw. 259200INA 163.15.54.22
rssh.kh.edu.tw. 259200INNS earth.rssh kh.edu.fu
rssh.kh.edu.tw. 259200INNS mars.rssh.|



Eﬁ (Recursive)
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Recursive Query

Root Hints

Provides location of root server

Y

Querying Client Corm Server

Contoso Server

—p Drelegation

—p= CJueries and Responses

— Server Hosts Zone

Root Server

CoNtoSo.com




L)

e EHZX Recursive &:if

Dig +recurse
www.xxx.kh.edu.tw

>

>

=]

; <<>> DiG 9.8.1-P1 <<>> +recurse www.rssh.kh.edu.tw

; global options: +cmd

;» Got answer:

;i ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 58552

;; flags: gr aa rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 2, ADDITIONAL: 4

;» QUESTION SECTION:
;www.rssh.kh.edu.tw. INA

;v ANSWER SECTION:
www.rssh.kh.edu.tw. 259200INCNAME  proxy2.rssh.kh.edu.tw.
proxy2.rssh.kh.edu.tw. 259200INA 163.15.54.22

;; AUTHORITY SECTION:
rssh.kh.edu.tw. 259200INNS mars.rssh.kh.edu.tw.
rssh.kh.edu.tw. 259200INNS earth.rssh.kh.edu.tw.

;; ADDITIONAL SECTION:

mars.rssh.kh.edu.tw. 259200INA 163.32.56.1
mars.rssh.kh.edu.tw. 259200INAAAA 2001:288:8212:4::1
earth.rssh.kh.edu.tw. 259200INA 163.15.54.1
earth.rssh.kh.edu.tw. 259200INAAAA  2001:288:8212:1::1

;1 Query time: 2 msec

;» SERVER: 163.28.136.10#53(163.28.136.10)
;v WHEN: Tue Apr 9 15:53:49 2013

;7 MSG SIZE rcvd: 200




DNS 42#% (record) &= FA%ER|

» SOA * MX
* NS o TXT
o A * SRV
« AAAA

* PTR

* CNAME




SOA #C#%

- Start OfAuthorlty IE7& record HYTE zone file —
E'ﬁ!l“E’JﬂﬂTi g —{El AL 8RS HBER — ﬂﬁl SOA, MmA
—EBERF ""—ﬂﬁl ‘4%, BiEAEE zone &
TE’J name server , version number--- &%}, LA

= slave server ;dﬁﬁy;_ﬂﬁl zone BFHY—LES
2, 27T SOA BEHEIETE T EEREIAVIZE TR
=IEEEE, B8N HE "school.edu.tw" #0"
root.school.edu.tw" , H5i=ZE school.edu.tw &7

root HY{S%8, L@z&gﬂ’]m?ﬂf‘ﬁ
PA "root.school.edu.tw" {XZ& "root@school.edu.tw"




SOA &R7ZEHI

@ IN SOA school.edu.tw.
root.school.edu.tw. (

1999051401 ; Serial
3600 ; Refresh
300 ; Retry
3600000 ; EXpire
3600) » TTL




L)

=20

b ; <<>>DiG 9.8.1-P1 <<>> hmps.kh.edu.tw -t soa
¢ E Eﬂ S OA re CO rd ;1 global options: +cmd

:» Got answer:

— d|g XXX kh edu tW _t ;1 ->>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 61301

. flags: qr aa rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1,
S O a ADDITIONAL: 0

;v QUESTION SECTION:
;hmps.kh.edu.tw. INSOA

;v AUTHORITY SECTION:

kh.edu.tw. 0 INSOA dns.kh.edu.tw. net-
adm.mail.kh.edu.tw. 2013040201 28800 7200 14400 300

;» Query time: 1 msec

;» SERVER: 163.28.136.10#53(163.28.136.10)
;» WHEN: Tue Apr 9 16:14:47 2013

i+ MSG SIZE rcvd: 85




SOA B REAT - @

* SOArecord , LAZRIfIF3RE, EF @ =&
MEERMEE, £F named.conf HE{E zone
file FAEIFERY zone., SOA EZEMMEZEE
15551@ zone file 27EWFERE 1
(xxx.kh.edu.tw) E&EHI, LAMKIE(E zone file
MaE A email (GEEEER
yyy.xxx.kh.edu.tw) , A2 EREIREELERE 5

B281, 77 RIERBRuNE,




SOA RREMAZE - serial

« (XFTKIE@E zone file BYERZA, B zonefile ;¥
NEEE), name server BIREFEZIEINE
(E=ts, BE5 sIave EANEESRISEEE copy
AN EEE CAMERER D EH copy —/X (HD

E{T zone transfer) .




SOA :RTEMANZDE - refresh

e slave server SIREERRFRE(F)), FAEME master server £HY serial number, RiBiE
BEESE —(ERIEFLZ, 7£ master server 7 update data 5ERkZ! slave server RigG&ERS
B update vJEEIEH F—ERASRE, FEULESERHEAR master/slave DNS server & zone files
AT BEHIRAN—EL, FrCATE Bind BRFTHVRRASH{EINA "notify" TIgE, EREE
"named.conf" :REFREFER zone FHIA "notify" BIZETE, Bl master server 7£ update
FehX (& zone file By data &REE EENZEEFN R (NOTIFY), FELAEHZEER slave
servers, BELLUNR slave servers th B2 IZIEE "notify" TIEERT, ¥ TR slave servers 5§
EFLETBAEE zone transfer 2R update data,

o {5
zone "twnic.com.tw" {

type master;

file "twnic.hosts";

notify yes;

also-notify { 192.168.10.1; }; // 8% slave server B IP fiz3it




SOA RREMANTE - retry

4

e & slave server #;%F1 master #1T serial
check B, EFMREY retry —IX,




SOA REREMANE - expire

+ SEFEE® Expire FTERITVENT slave server
aBHEAF] master BX1SE4E, HRE slave S
fRE CHNE! copy.,




e (XFIZ(E zonefile F
TTL 18, tiiEH
5 record B, =

SOA SR EANE - Minimum

1B A record E’\JWEEI’;J_

'EHJ DNS server cache j

]

RN EZiEEIE

ASF [,



NS A2 &R

* name server , FHXRIETEIEIER) DNS {5l fkzS=
A, Eﬁ%;_’_,u\E’JzE/I\ ST IP I HE SRR,

- {3l

- @IN NS dns.twnic.net.tw.




= 315

=H/\

i

; <<>> DiG 9.9.2-P2 <<>> kh.edu.tw -t ns

T A :
» B NS ADEK o

;i ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 24053
;; flags: qr aa rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: 0, ADDITIONAL: 7

¢ d ig XXX. kh . ed u .tW -t ;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 4096
n S ;7 QUESTION SECTION:
;kh.edu.tw. INNS
;7 ANSWER SECTION:
kh.edu.tw. 7200INNS  dns2.kh.edu.tw.

kh.edu.tw. 7200INNS dns1.kh.edu.tw.
kh.edu.tw. 7200INNS dns.kh.edu.tw.

;» ADDITIONAL SECTION:

dns.kh.edu.tw. 7200INA 163.28.136.14
dns.kh.edu.tw. 7200INAAAA 2001:288:8201:1::14
dns1.kh.edu.tw.  7200INA 163.28.136.2
dns1.kh.edu.tw.  7200INAAAA 2001:288:8201:1::2
dns2.kh.edu.tw. ~ 7200INA 163.28.136.10
dns2.kh.edu.tw.  7200INAAAA 2001:288:8201:1::10

;1 Query time: 1 msec
; SERVER: 163.28.136.10#53(163.28.136.10)
;i WHEN: Mon Nov 3 12:42:37 2014

;1 MSG SIZE rcvd: 226




A 403K

« address , 75 DNS #Bi%ZFEEFER IPv4 7Y 32
(Y aw VR

o {31
- server.xxx.kh.edu.tw. IN A 140.123.102.10

o INNERES
- a[ dig IETE A 4Ek




» B]1% DNS #4315 2L ER] IPv6 B9 128 i TTlI
Hit,

o {5
- twnic.net.tw. 86400 IN AAAA 3ffe: :bbb:93:5




==

i

o FAER 33aa 4CER

- dig server.
xxX.kh.edu.tw -t aaaa

ny

.
=

; <<>> DiG 9.8.1-P1 <<>> proxy2.rssh.tw -t aaaa

;1 global options: +cmd

;1 Got answer:

;1 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 51169

;1 flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL: 4

;» QUESTION SECTION:
;proxy2.rssh.tw. INAAAA

;» ANSWER SECTION:
proxy2.rssh.tw. 259189INAAAA 2001:288:8212:1::3
;7 AUTHORITY SECTION:

rssh.tw. 86389 INNS mars.rssh.tw.

rssh.tw. 86389 INNS earth.rssh.tw.

;» ADDITIONAL SECTION:

mars.rssh.tw. 86389 INA 163.32.56.1
mars.rssh.tw. 86389 INAAAA 2001:288:8212:4::1
earth.rssh.tw. 86389 INA 163.15.54.1
earth.rssh.tw. 86389 INAAAA 2001:288:8212:1::1

;1 Query time: 1 msec
;» SERVER: 163.28.136.10#53(163.28.136.10)
;v WHEN: Tue Apr 917:28:16 2013

;1 MSG SIZE rcvd: 187




PTR %42 #%

(&

* pointer, EEX
name , B¢ IP

- {3l

N

IP ¥fERY domain

A hEEE AR E A FQDN ,

- 21.250.32.163.in-addr.arpa. 300 IN PTR

mail.kh.edu.tw.

- 4.4.2.0.0.0.0.0.0.0.0.0.0.0.0.0.1.0.0.0.1.0.2.8.8.8.2.0
.1.0.0.2.ip6.arpa. 7200 IN PTR
spammer01.kh.edu.tw.




=5 33

=]

i

; <<>>DiG 9.8.1-P1 <<>>-x 163.32.250.21

- 1% PTR 4CEK e

;1 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 7883
;i flags: gr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 3, ADDITIONAL: 6

L]
d Ig ;» QUESTION SECTION:

;21.250.32.163.in-addr.arpa. IN PTR

XXX XXX XXX.XXX.1N- '
addr.arpa -t ptr 2503216l s ST

; AUTHORITY SECTION:
250.32.163.in-addr.arpa. 300 INNS dns.kh.edu.tw.
250.32.163.in-addr.arpa. 300 INNS  dns2.kh.edu.tw.

- dlg -X yyy.yyy.yyy.yyy 250.32.163.in-addr.arpa. 300 INNS _ dns1.kh.edu.tw.

;» ADDITIONAL SECTION:

dns.kh.edu.tw. 7200 INA 163.28.136.14
dns.kh.edu.tw. 7200 INAAAA 2001:288:8201:1::14
dns1.kh.edu.tw. 7200 INA 163.28.136.2
dns1.kh.edu.tw. 7200 INAAAA 2001:288:8201:1::2
dns2.kh.edu.tw. 7200 INA 163.28.136.10
dns2.kh.edu.tw. 7200 INAAAA 2001:288:8201:1::10

5 Query time: 1 msec
;1 SERVER: 163.28.136.10#53(163.28.136.10)
;v WHEN: Tue Apr 9 17:37:29 2013

;» MSG SIZE rcvd: 260




CNAME #428%

« canonical name , B &[E—Zf M8 E TS Al
2, 5l mix.twnlc.net.tw opIEEIp=!
www.twnic.net.tw F0 , ELEFR

;ﬁ/: Eﬁb”%%BE _agl—.l__l'lg{—.lﬂﬁnno
o {31

- www.twnic.net.tw. IN CNAME mixtwnic.net.tw.



ftp://ftp.twnic.net.tw/

==

i

» EIZ% CNAME #4085k

- dig xxx.xxx.kh.edu.tw
-t cname

A
=]

; <<>>DiG 9.8.1-P1 <<>> www.twnic.net.tw -t cname

;» global options: +cmd

:» Got answer:

;1 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 23218

;1 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL: 2

;; QUESTION SECTION:
;www.twnic.net.tw. IN CNAME

;7 ANSWER SECTION:
www.twnic.net.tw. 76077 IN CNAME web-server.twnic.net.tw.

;7 AUTHORITY SECTION:
twnic.net.tw. 3021INNS dns.nic.net.tw.
twnic.net.tw. 3021INNS dns2.twnic.net.tw.

;; ADDITIONAL SECTION:
dns.nic.net.tw. 3021INA 192.83.166.11
dns2.twnic.net.tw. 3021INA 210.17.9.204

;v Query time: 1 msec
;7 SERVER: 163.28.136.10#53(163.28.136.10)
;v WHEN: Tue Apr 9 17:44:02 2013

:» MSG SIZE rcvd: 132




MX 403K
« mail exchanger , :&E &g}
HERE, FTEEXEARERHES
1B mail exchanger !
B4

_ % A0
{5

I ER 4
- {4l

iy

R EFES
z5HY mail #PEER
X, MENFH|Z5z
IERSRY (B 5‘6}7&}" IHEBRRTRE
FRIE(B ST,

F =

- mail.kh.edu.tw. 7200 IN MX 20 mail.kh.edu.tw




==

i

« ERZ MX 423K

- dig xxx.xxx.kh.edu.tw
-t mx

A
=]

; <<>>DiG 9.8.1-P1 <<>> mail.kh.edu.tw -t mx

;1 global options: +cmd

;1 Got answer:

;1 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 9265

. flags: graa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 4, ADDITIONAL: 10

;1 QUESTION SECTION:
;mail.kh.edu.tw. IN MX

;» ANSWER SECTION:
mail.kh.edu.tw. 7200INMX 20 mail.kh.edu.tw.

;» AUTHORITY SECTION:

kh.edu.tw. 7200INNS dns.kh.edu.tw.
kh.edu.tw. 7200INNS kpprcdns.kh.edu.tw.
kh.edu.tw. 7200INNS dns1.kh.edu.tw.
kh.edu.tw. 7200INNS dns2.kh.edu.tw.

;» ADDITIONAL SECTION:

mail.kh.edu.tw. 7200INA 163.32.250.21
mail.kh.edu.tw. 7200INAAAA 2001:288:8201:2::21
dns.kh.edu.tw. 7200INA 163.28.136.14
dns.kh.edu.tw. 7200INAAAA 2001:288:8201:1::14
dns1.kh.edu.tw. 7200INA 163.28.136.2
dns1.kh.edu.tw. 7200INAAAA 2001:288:8201:1::2
dns2.kh.edu.tw. 7200INA 163.28.136.10
dns2.kh.edu.tw. 7200INAAAA 2001:288:8201:1::10
kpprcdns.kh.edu.tw. 7200INA 140.117.11.1
kpprcdns.kh.edu.tw. 7200INA 140.117.11.11

;7 Query time: 1 msec
5+ SERVER: 163.28.136.10#53(163.28.136.10)
5+ WHEN: Tue Apr 9 17:45:28 2013

;i MSG SIZE rcvd: 335




MX of example.urg?!

mx.example.org

A of mx.example.org?

Sending ‘ 85.25.72.76
mail server

Y
oo
3 IAEN

POSTFIX




SR BRER !

|

£ Malil server

21112
=

e 57 MXrecord, BEEX

* Relay? Receiver?

@ Mail

SEMDER

@ Mail Sender
MAIL SERVER

(&) Recipient’s
MAIL SERVER

) Mmail

RECIPIENT




Mail Server B9ZR{H

* Postfix & (main.cf)
- & Mail Relay
- #{£EHMH mynetworks

- #B]RFF relay RIEEE, =]H
ip/netmask &R/~i&, ] include file

mynetworks=192.168.100.0/24,
192.168.121.99/32, 10.0.0.0/8

mynetworks=
hash:/etc/postfix/accessrelay

- #{EHM relay_domains
- #0]#8%E domain FF relay
relay_domains = xxx.edu.tw

- '& Mail Receiver
mydestination = xxx.edu.tw

# Postfix EU T IUFAEYS EABIHAVEM, FRT main.cf A
IR TEIN, tHERZIEIERERYERE E DNS FREY MX 42 &%
&,

# (1) At #4815 ( local domain ) =>H mydestination
SLETE

# (2) B4R ( relay domains ) =>H relay_domains
SEGRTE

# (3) B 4815 ( virtual domains ) Z B RIB

( virtual aliases )

# =>H virtual_alias_domains 2&{:%

# (4) BRI 2 EES#E (virtual mailboxes )

# =>m virtual_mailbox_domains 2848 E

# (LYIMREREANEEE, BEERBSHRELE,
A B L IRE RS )




TXT 42 &%

« RIRZRRM—LEEERENF,

 (B27 1990 FREFH, EfER AL R — LA
THEARRR " Rt EERRERIE L,

-« TXT #ekn] AREEEARINHEEENEFZEMT
&iE, {590 DKIM, DMARC #0 SPF,

» Google K MS #BFI S 1AL 3R 5 = & AR ALY

A"'?‘Q
WAk AS o




=5 33
=]

B txt adE%

dig _spf.google.com
t txt

« Google Apps EFEAREES(EAKX
£/ IP {ust, MBMNEEE
g), WMEZIH\HEY Google IP i
UEEE, BRI %EE
Google BJ SPF #2&%,

; <<>> DiG 9.8.1-P1 <<>> _spf.google.com -t txt

;; global options: +cmd

;» Got answer:

;1 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 34177

;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 4, ADDITIONAL: 4

;» QUESTION SECTION:
;_spf.google.com. INTXT
;1 ANSWER SECTION:

_spf.google.com. 300 INTXT "v=spf1 include:_netblocks.google.com
include:_netblocks2.google.com include:_netblocks3.google.com ~all"

;7 AUTHORITY SECTION:

google.com.87626 INNS
google.com.87626 INNS
google.com.87626 INNS
google.com.87626 INNS

ns3.google.com.
ns1.google.com.
ns2.google.com.
ns4.google.com.

;» ADDITIONAL SECTION:
271414
271414
271414
271414

INA 216.239.36.10
INA 216.239.38.10
INA 216.239.34.10
INA 216.239.32.10

ns3.google.com.
ns4.google.com.
ns2.google.com.
ns1.google.com.

;» Query time: 19 msec
;7 SERVER: 163.28.136.10#53(163.28.136. 10)
;7 WHEN: Tue Oct 22 13:45:06 2013
;1 MSG SIZE rcvd: 285




SPF record

» Sender Policy Framework

- B E RS2

- A] CABp LERI IR M 35 s A B IR B0 4818 35 1A R AR %
FERYER A

* mail 7200 IN TXT "v=spf1 ip4:192.0.2.0/24
ip4:198.51.100.123 a -all"

£2F88: https://en.wikipedia.org/wiki/Sender_Policy_Framework




SRV 42 #%

« EEARIZTENLLAER (SerV|ce record) , I
I aR (M 52 E 45 E eV A2 E%.

— _service._proto.name. TTL class SRV priority weight port target.

- {4l

- _http._tcp.example.com. IN SRV 0 5 80 www.example.com.

- _sip._udp.example.com. IN SRV 0 5 5060 hostname.example.com.




{5/ SRV f5llF
» IEESPTAMIRTS

_Sip._tcp.example.com 86400 IN SRV 10 60 5060 bigbox.example.com.

_Sip._tcp.example.com 86400 IN SRV 10 20 5060 smallbox1.example.com.

_Sip._tcp.example.com 86400 IN SRV 10 10 5060 smallbox2.example.com.

_Sip._tcp.example.com 86400 IN SRV 10 10 5066 smallbox2.example.com.

_Sip._tcp.example.com 86400 IN SRV 20 0 5060 backupbox.example.com.




ERZ SRV 4CE%
dig
VI MEcCs. tcp kh . ed u tW ;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0,

it

iy

My

-t srv

N\
<
n

\/
WY

\
Vi

4 =

A

£
A

7‘Q

£ MS

o

; <<>> DiG 9.8.2rc1-RedHat-9.8.2-0.17.rc1.el6_4.4 <<>>
_vimcs._tcp.kh.edu.tw -t srv

;» global options: +cmd
;» Got answer:
;1 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 9998

ADDITIONAL: 0

;7 QUESTION SECTION:
;_vimcs._tcp.kh.edu.tw. IN SRV

;» ANSWER SECTION:

_vimcs._tcp.kh.edu.tw. 7200 IN SRV 0 0 1688
ap24.kh.edu.tw.

;v Query time: 13 msec

;7 SERVER: 163.32.250.14#53(163.32.250.14)
;v WHEN: Wed Apr 10 09:36:29 2013

;» MSG SIZE rcvd: 73




DNS Z£5=

* DNS =24 B8 A F5 B EAE

« HIHIE Internet WIEE(EA, IWE DNSEIEE
BXY,

* R IZEENE ? $% DNS 554 ?




DNS §5&h

1 ID fEAXR 5558 (0-65535)

- DNS cache poisoning

- ¥hkEY DNS HErg ID BLEUY
* {ERHY DNS server

- Men in the middle attack
* Domain hijacking

- DNS FE@# X




DNS cache poisoning

The IP address of
example.jp is
«“172.16.3.2"%

*d 1ike to access WP The IP address
http://example. jp/ . - of example.jp is :
What’s its IPaddress?J ]172.16.3.2" g Malicious User :

DNS
ache Server

IUTFPH?I PSEP Bogus Website’
within its

(172.16.3.2)

DNS *Bomain o
If the DNS cache server is “poisoned”, x;"'-*!l) !)
the user is directed to a bogus website Y, o
even if the URL specified is correct. Genltine. example.Jp
(192.168.1.23)




Men in the middle attack

Main DNS
Local IP for
DNS Soti.net? E I
ﬂ DoS Attack
‘Gm:lme
Secret |
" E
Code!" =
A J E
. "Attack!" =
IIIIIIIIIIIIII '- -
Mr. Hacker -
Botnet
'ﬁ here did my E
reader go??
EJ Evil Server
Soft.net Step 1: ———p

Server Step 2: ceenrf—pp | o




DNS Hijacking

Fake site

'DNS HTJAcm_qu

Attacker

2]

..-'-"'“
DNS Server
(target)

¥ Users tvl:llms}

e




DNS Amplication Attacks

Command

m
S Spoofed query
@m farget’s IF} ™

!
|
5 _ Spoofed query_,
_.m ftarget’s IF}
2 Spoofed @
- poofed query_
~

farget’s IF)

farget’s IF}

o i
.m __Spoafed query_, ﬁ
Pl

Op=n Recursive
DMS

!

.r..u.hf-.
g Mg
52  DNs
11l

—_
it Resp
&
o ﬂamo\u

=

.m \ﬂm.
34
@ &
&

Target



SRR DNS BER 2RI

* 5| \ DNSSEC #%l
- R DNS Wi ER 2B EEERE LHERE , E8
B2, 513 DNS KB R RESHME,
- DNS i E E B RFETRK , B2 DNS EMIEREMER

AmERE,

- 2001 & IETF FEIAHIE DNSSEC FZ#E R R RIS (B
F':ﬁiﬂiio




DNS Ed DNSSEC

* DNSSEC( DNS Security Extensions)
- DNS HYEMRZ 2BEH,
- WIEA[EIRVEREE , BB = —IE(FRY,

» DNSSEC Zi&Ela— &Ry A RE/M BT,
- WIEZENIRE DNS HIEERRT

- {X{°] DNS By &5&H / [OI78 / ga5x / itz ;=2 BEN
e, RRES —Eﬁ‘ETRE%hMAH RS 1
il




yi

BT+ =

o FAERBGME dnssec A4

il

- dig-ta

WWW.
- dig +c

kh.edu.tw
nssec -t a

WWW,

<h.edu.tw

; <<>>DiG 9.8.1-P1 <<>> +dnssec +multiline -t a www.kh.edu.tw

;1 global options: +cmd

;» Got answer:

;1 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 50197

;; flags: gr aa rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 5, ADDITIONAL: 16

; OPT PSEUDOSECTION:

; EDNS: version: 0, flags: do; udp: 4096
;» QUESTION SECTION:
swww.kh.edu.tw. IN A

;» ANSWER SECTION:

www.kh.edu.tw. 7200 IN A 163.32.250.6
www.kh.edu.tw. 7200 IN RRSIG A7 47200 20230331111047 (
20130402101047 11610 kh.edu.tw.
bMjVhmvaADykIAXCki9YB5PAI+w4xH13HfXnxMgN5uLW
B8/CrWNLRFgsqqSZUaBMNEaDBpLF8X23wbAOEZZuS2iU
uSQxAqge5SjfubjPkvK5VK1fFjaJvkRazE8KLSYdzYRc
KBkOtLT20X9K/CU6TjeuwR7ofkw+m94xEw6/D8)H7rGg
mHpNJIg7ArpHhOODWckXpvV6a)zYMFLoJCsexU+LIU1Tf
2+/6)DzA0ZyUTAew+7m4zmL)B7rE1iiHrmkVQ8AjfMWd
TfeHQIYsFkizkREbnF2tCfObqtpQnUNRLAWpPXEWmM)x6w
xbC+EG9x7+DRwWSEdpFg1B9WzDvSVmcYm+g==



http://www.kh.edu.tw/

JE T & i

« DNSSEC {£F TIEE¥ifE TR a 2 " FE/ERE]
(Hash) 4 M| SR RS,

« SREEREIVESL 2 IEEHBANRE S, A6
(public key)/ #A% (private key) &5,

- HANEERINZ, R EEma TR, TR
Zo

- FHEHa AR HE MR, SlIEN fE=
iéﬂﬂiﬁzs FrERYERERS A IR B SR ) 34,




~

T

A
Hello World ——» b3 > @SN

Key A
<A
@HSIN & —p mﬁ —>p  Hello World

Key B




=K 2] (Hash)

- MRETFRRMES "SUEN . B5EIE

- FFE
- MRESH BT, BEREEMNIRLS, 4R
BINEMERE B L

—Eﬂ@ E)— (BT, HEBRENENMREE

- Eﬂ' I

i

—O

FEMEBERIEREEIMRE , WA
iRE R A B RS RNIERE RS,




DNSSEC fE7)

data
[ o=/ >
data
hash —# Private key Digital Signature

A

I B,
Hash
o ] o
Digital Signature
L /
Y
Hash —
B —— Public key




DNSSEC BESE

D N S S E C (Domain Name System Security Extensions)

DNSKEY root

A
P osen

Root
(authoritative name server)

User
{stub resolver)

ﬁ
ISP

(caching recursive resolver)

=

DS
papaki.eu

AR

TLD - .eu

(authoritative name server)

p DNSKEY

papaki.eu

Domain owner
papaki.eu
(autharitative name server)

DNSKEY .eu =

R

o




A
=]

k]

. ] ; <<>>DiG 9.8.1-P1 <<>> +dnssec -t dnskey +multiline kh.edu.tw
#h =< dnskey RR

5 Got answer:
E “dN y ;1 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 60871

;> flags: gr aa rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

. 5+ OPT PSEUDOSECTION:
— I + n S S e C ; EDNS: version: 0, flags: do; udp: 4096
;7 QUESTION SECTION:

;kh.edu.tw.  IN DNSKEY

+multiline -t dnskey s

kh.edu.tw. 7200 IN  DNSKEY 25737 (

AWEAAbksU7xB63hMvNekV3Ccdgd2RIpoj053uz2WTDVO

k h e d u tW M3J0ItT7bI50cs72mATSGBzsYrq/a89vQC5prWC1jL2S

(] ° 276JAcSRiyIXId3swImAXUPdC)I5g20iDdS6q6gp4ERQ
YDqZKqCsQVx6vF+R7IGpBnFlgil2VH3)DwV0/7aDturp
00YrgoW6gVbo5MiUDIVX53aAcQC+G3Veh1uWJh3pmR6K
ukuh0AzBs278a6LqZTASXKKDd+hnbG7W+7dtuD60oHENh
rIRK6GMgPsTAke/CkWbVnBFV271DjlcjHcm30rulLyZ89
QYXjEZpDcLS1dCfkON2fk0ZrwyKg0Zaw7qyRFSE=
): keyid=11610
kh.edu.tw. 7200 IN  RRSIG DNSKEY 7 3 7200 20230331111047 (

tE tﬁ t 2 a § 20130402101047 11610 kh.edu.tw.
— — I — I ﬁn rsh9yBQht5qwuSYbVSZYrxxnMsJb5frgeR8D5ilTzKLg
|:| ﬁ |:| |:| - /AN ThOOWerVYUarY4zFqcaZuSShScsXF+FUPBxoUAQCKaAl
XdIIWLwommxHt70kcsTI3DoX+nvng86We4FfxCevNNaQ
° ° N ** fz+yL4QcmdoweVxaQk/GoeaPbGaNchDgHZ9XzZIExxX5
u t I I n e | \ ROBVEIOrYGP3FnjjMIG4)S3Hof6cQph3FB4QMTIpd+n
= J ﬁ aXCWeN0JDOGD2tCSbsaumi+m1kZbi5eR1DXyEUhng880

An5ecErte+OHHNHK6VMB+/aaYaGUNbdOykWLOIwQW)Q)
OnpOEAIKENTrfTKelvSqYs/xP9c0Z+0iB)g==)

-A.

4 Ouf

3

all

;1 Query time: 1 msec

;» SERVER: 163.28.136.10#53(163.28.136.10)
;1 WHEN: Wed Apr 10 11:57:04 2013

;1 MSG SIZE revd: 611




DNSSEC ¥7i&aY DNS 42k (RRs)

* Public Key
— DNSKEY
- Public key, FA2RE#7E RRSIG

* Private Key
- A FIRRL, FAREZZEEEN

» Digital signature
- RRSIG {£ Private key #/3R 5 RRs FTFIVE FHE
- DS Delegation Signer; EEBENENEFEE

- BME[OE
- NSEC/NSEC3 7£ zone YN — (Bl &




Local DNS

-0

Cache + Resolver xxhxxh

Root:
199.7.83.42
y4Geads Seaddbfas

RRs

.-lﬂ_
u

198.7.83.42

-

1""-._

- "III.'I

ansnic.cz

b 3
e -'I

rs.dnssec.cz

Zone ..
D5 n350f30618bel0de

SIC 3108833325d9c403

Key for .:

xd253c519244174]1 (Private)
y46ead25had4bbas (Public)

Zana Cz:
D5 aG%adbcdfiBcizie

SIC d2aSeShdeS2361es
Trusted key for .cz: \
mélac2iesfebfisl

(Private
n330f30618bed0de (Public) ==

Zone .dnssec.cr.
A 217.31.201.43

5IC 8beaaddfidedelcc
Trusted key for .dnssec.cz:

be271FR1FE771fc7 (Private)
ab9adbcdf38ecd2ie (Publicy —




& —HRE DNSSEC 1&{F

www. abc.com

| 4
: 192.72.83.74

www.abc.com [

B2
(3 AR F

abc.com o

ABDRE

dnssec htmI




=5 513
==

. | ; <<>> DiG 9.8.1-P1 <<>> +dnssec +multiline -t ds kh.edu.tw
[ ] UUE ﬂ d S R R ;» global options: +cmd
E /J ~ ;» Got answer:

;1 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 43462
5 flags: gr rd ra ad; QUERY: 1, ANSWER: 3, AUTHORITY: 0, ADDITIONAL: 1

- dig +dnssec -t ds
; EDNS: version: 0, flags: do; udp: 4096
kh .ed u .tW ;» QUESTION SECTION:

;kh.edu.tw. IN DS

» ANSWER SECTION:
kh.edu.tw. 283 IN DS 116107 2 (
5CD2F51EEDE6B2DA081A78FBC1D406F6DE2F2BF21A62

3131 > L 6770A3FAF89FA2928291 )
o n S kh.edutw. 283INDS 1161071 (
n. E L —I 68A443B4BAC85A56A6B3950A410806D224E5E4A9 )
kh.edutw. 283 IN RRSIG DS 7 3 300 20130501231418 (

=| %B — D N S S e rve r O 20130401230005 64802 edu.tw.
E bldw2melAVkH7gu9utz)FTsifcM3JXCRIBda)TeG+g48
o 15Tx8CkqoY7a09PYouE8eiWwNf3gB5GrM+JjiNgE47sS
1 = El\J U)E 7 aQFgqL3EEVCcAjISnCG9h1QAKBgQpWEUCFFivMEHZmFO
°

4 LI tilyAwOEaMCmO9kLPjaCxDHz3Fj2FymQAyTW6vzA=)

;1 Query time: 1 msec

;» SERVER: 163.28.136.10#53(163.28.136.10)
;i WHEN: Wed Apr 10 12:07:46 2013

;» MSG SIZE rcvd: 288




DNS over TLS(1/2)

- BEY « Android A§3z18
- DNSEFEFAIREE - BE2E
- PAIEPREAIREE - Oct. 22, 2017
+ EBHIRE DNS {/E
i;l‘-:ﬁ
— Cloudflare
- Quad9

- CleanBrowsing



https://thehackernews.com/2017/10/android-dns-over-tls.html

CleanBrowsing

HIER

CloudFlare

Quad9

==

‘I]]]

3 PRI :

DNS over TLS(2/2)

IP

185.228.168.168
185.228.168.169
2a0d:2a00:1::
2a0d:2a00:2::

1.1.1.1
1.0.0.1
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QUESTION: Recursive Server

TO:
What is IP address for DNS Server
[ example.com]?| —/—/—————

ANSWER: .
IP Address for T10:
[ example.com ] is You

1.2.3.4

Visible DNS Data




DNS over TLS

Recursive Server
You

!

fﬁf;}/example.com Q, n

\
O
F . :
"
i
; J
5 |
1) I:r.l
) I o/
% 4
W .
i 4
s
- o
- &
. -
Ty —
e . —
=




DNSCrypt

QUESTION. Recursive Server
What is IP address for

TO;
[ REDACTED1 ? DNSC :

TO:

ANSWER: You
IP Address for

[ REDACTED] SIGNED:
[ REDACTED]




DNS over TLS Client

* Linux * Windows 10
- Stubby - Stubby
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- g/wiki/display/DP/Wi
Unbound ndows+installer+for+
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www.dnsknowledge.c
om/unbound/

configure-unbound-
dns-over-tls-on-linux/



https://www.linuxbabe.com/ubuntu/ubuntu-stubby-dns-over-tls
https://www.linuxbabe.com/ubuntu/ubuntu-stubby-dns-over-tls
https://www.linuxbabe.com/ubuntu/ubuntu-stubby-dns-over-tls
https://dnsprivacy.org/wiki/display/DP/Windows+installer+for+Stubby
https://dnsprivacy.org/wiki/display/DP/Windows+installer+for+Stubby
https://dnsprivacy.org/wiki/display/DP/Windows+installer+for+Stubby
https://dnsprivacy.org/wiki/display/DP/Windows+installer+for+Stubby
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