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What is Google

What is Google Hacking
How to use the GHDB
Google Hacking Tools
Chose your keyword
Demo and lab
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What is Google )

m Google was co-founded by Larry Page and Sergey Brin
while they were students at Stanford University and the
company was first incorporated as a privately held
company on September 4, 1998.

m The powerful search engine.
m Using simple search interface.
m The shortest URL : g.cn
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Google Search Euc )

'€ Google - Windows Internet Explorer
&7 Live Search
EE g HEESMMmE ~
*§ Google v B v s vy #BEP) vy EE2EG) v IEO v @~

WE#EA ME i MHEES cmal B B2

00gle

iEfE =

Google 88 || #1%& | Eo
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HEEHHE | Google: 280 H

BEESHRTE - Google 5523 - Google.com in English
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Google Advance Search

[ £ Google EIEE S - Windows Internet Explarer

------
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Making searching even easier NEHL

& Google Search Operators - Google Guide - Windows Internet Explarer R

fwwn googleguide.com/a ml

m IGoogleGuide
i BMEE | @EmaEnE - g STEE £ DEESKNTE -

[ | http://WWW.gOO ? Google Search Operators - Google Guide B8 -
g Ieg u Ide ' Com/ ? GOOg'GG Ui de making searching even easier

Search Google Guide « Previous: Using Search OperatorsGoogle Guide > Part I: Query Input > Search Operators

About | Contact Us

n

laseaschy| Search Operators

Google Guide by Category The following table lists the search operators that work with each Google search Ads by Google
Overview (2 - - :

FE,_erri'te:F‘E:tmﬁ (14) service. Click on an operator to jump to its description — or, to read about all of the

Part It Quary Input (19) operators, simply scroll down and read all of this page.

Part II: Understanding Results (18)
Part III: Search Tools (10)

Part IV: Services (12) Search Search Operators Eree Check For

Part Vi Developing a Website (8) Service Plagiarism

Appendix (13) Make Your Papers
allinanchor:, allintest , allintitle , allinurl -, cache Free From Errors

Part I: Query Input & Plagiarism_ Use

1. Entering a Query Web Search |define:, filetvpe:, id:, insnchor:, info:, intext, intitle: E_s;_gaEy'RaéerTida}'l

2. Going Directly to the First Result inurl:, phonebook:, related:, site: www EssayRater.com

3. Selecting Search Terms

4. Interpreting Your Query Image Search |allintitle:, allinurl:, filetype:, inurl:, intitle:, site:

5. Crafting Your Query by using

Sr=ss) EiEesEe allintext: sllintitle:, sauthor , group:, insubject:

6. Quoted Phrases Groups

7. The + Operator intest:, intitle:

8. The - Operator

9. The ~ Operator allintext:, allintitle:, allinurl:, sxt:, filetype:, intext:,

10. The OR and | Operators Directory

intitle:, inurl
11. The .. Operator

12, The * Operator

13. Special Characters: Summary allintext., allintitle:, allinurl:, intext , intitle:,

News . .
14. Advanced Search Form inurl:, location:, source:
15, Other Search Forms
16. Refining a Query Product
17. Anatomy of a Web Address allintext:, allintitle:
Search

18. Using Search Operators
19, Search Operators

Other Pages The following is an alphabetical list of the search aperators. This list includes aperatars that are not officially

Table of Contents supported by Google and not listed in Gooale's online help.
About Google Guide: Introduction
Printing Google Guide

Google FAQ/QEA

Google Guide Tags . e . . - . S

& @ mEEn|sREes

Mote: Google may change how undocumented operators work or may eliminate them completely.




Google's Boolean Modifiers e )

AND is always implied

OR: Escobar (Narcotics OR Cocaine)
"-" = NOT: Escobar -Pablo

"+" = MUST: Escobar +Roberto

Use quotes for exact phrase matching

Wildcards

m Google supports word wildcards but NOT stemming
= Find different?

-»-:;v_‘a -"'t,‘_* o %y *__ d
= — AR~ 3= » ZRFER S 3

airline ~ air* ~ *line

e e



Basic Google Operator @

m Exclude terms using the NOT operator (minus sign)

m For example, searching NCHC -NARL will give you everything
that has NCHC but not NARL

m Include common words using the AND operator (plus sign)

m For example, searching NCHC +NARL will give you everything
with the words NCHC and NARL

m Searching for exact phrases must be surrounded by double
guotes

m For example, "NCHC and NARL" will return all results that have
NCHC and NARL as a phrase

m Wildcards are represented by an asterisk

m Searching for NCHC * "NARL" will return all entries with NCHC
any word NARL

m Google searching is not case sensitive so NCHC, nchc and
NcHc are all the same



How Google Works s )

Query

~i

Google Web Server
Google User

il

3. The search results 1. The web server sends the guery to the index
are returned to the servers. The content inside the index servers is similar
user in a fraction of a to the index in the back of a boaok--it tells which pages
second. contain the words that match any particular query term.
2. The query travels to the doc *
servers, which actually retrieve the

stored documents. Snippets are
generated to describe each search
result.

Index Servers

Doc Servers

Copyright @ 2003 Google Inc. Used with permission.




How Do | Get Results Euc )

Pick your keywords carefully & be specific
Do NOT exceed 10 keywords

Use Boolean modifiers

Use advanced operators

Google ignores some words

m 3, about, an, and, are, as, at, be, by, from, how, 1, in, is, it, of, on, or,
that, the, this, to, we, what, when, where, which, with

(From: Google 201, Advanced Googology - Patrick Crispen,
CSU)

S



Some of the Advanced Google Search )
Techniques p—

m sjte
m restricts a search to a particular site or domain
m Intitle
m finds strings in the title of a page
= inurl
m finds strings in the url of a page
m filetype
m finds specific types of files based on file extension
m link
m searches for links to a site or url

m inanchor
m finds text in the descriptive text of links

e e



About filetype Enc )

m Everything listed at http://filext.com/

'€ FILExt - The File Extension Source - Windows Internet Explorer

hitp://filext.com/

i BNEE | @Es0EnE - g £ p| mEESHMTE -

B FILExt - The File Extension Source

.

Home | How To Use FILExt | Tell Us About an Extension | FAQ | Discussion Forum | Blog | Contact Us

FILExt - The File Extension Source

Q Search

Search for programs that use the

= T pre : Invalid file associations? Corrupt registry entries?
ile extension you put in the search
Run our recommended registry scan to find out for certain what is wrong with your system’s registry.

bose.

BB

8% Hot Topics

EXE Files or Shortcuts Won't Run or : There are many ways to come to FILExt: search engine, various programs, referrals but,
Work. Enter the file extension

l basically, vou came here to search for the name of a program that uses a particular file
T e T extension. To do that use the search box.

:’.{:”tzrf‘r::':rtmrm TFTEox during ﬁ'e"am For more information continue reading.

A file called ?7.payment.acl.com.
MSN Mailhost Problem.

&!Hﬂl‘ Utilities What is a File Extension?
Utilities that may help you...

A file called ~ on your desktop.

A file extension is nothing more than the last characters after the period in the name of a file. For a detailed

explanation, examples, and a method of setting your system so that it shows file extensions please see this FAQ. If you
are looking for a CODEC because an audio or video file won't play, please see this FAQ.

How do I Use FILExt?

Waan wnur D'z Arivars un bn dsta

Q@ AEHEE | 2RES BE




Advanced Google Search Euc )

site: (.edu, .gov, honeynet.org.tw)
filetype: (txt, xls, mdb, pdf, .log)
Daterange: (julian date format)
Intitle / allintitle

Inurl / allinurl




Directory Listings

m Show server version information
m Useful for an attacker
intitle:index.of server.at
Intitle:index.of server.at site:nchc.org.tw
Intitle:index.of "parent directory"

Wt )




What is Google Hacking Euc )

m Johnny Long is the “grandfather” of Google hacking.
= http://hackersforcharity.org/

m Google is much more than just a simple search interface
and engine.
= http://www.google.com/

m Google crawls public websites for information every 6-8

weeks using an automated search and record program
called Googlebot.

m It is not hacking into Google.




How to use the GHDB

m GHDB=Google Hacking Database -
= http://hackersforcharity.org/ghdb/ BHRE | {5 @EEREE - £ SUEE g REESHATH -

| e v BEP) v B2

m Cartage

m Advisories and Vulnerabilities
Error Messages
Files containing juicy info
Files containing passwords e N
Files containing usernames
Footholds
Pages containing login portals
Pages containing network or vulnerability data e |
sensitive Directories e
sensitive Online Shopping Info
Various Online Devices
Vulnerable Files
Vulnerable Servers
Web Server Detection

Footholds (

»

/4 v ®100% v

Find and Click.....

_



Google Hacking Tools Euc )

m Gooscan — Johnny Long’s free command line UNIX tool. It violates
the Google TOS. Gooscan automates queries designed to find
potential vulnerabilities on web pages against Google.

m http://johnny.ihackstuff.com/ (not found)

m SiteDigger — A Windows tool that searches Google’s cache to look for
vulnerabillities, errors, configuration issues and proprietary information
on websites. Must have Google API license key.

= http://www.foundstone.com/us/resources/proddesc/sitedigger.htm

m \Wikto — Wikto is a Windows based web server assessment tool that
uses the Google hacking database (GHDB). This tool requires a
Google developer license.

= http://www.sensepost.com/research/wikto

m Advanced Dork — AdvancedDork is a Firefox extension designed to
quickly search for specific text inside Google’s Advanced Operators.

m https://addons.mozilla.org/firefox/2144

e e



Google Hacking-search XSS @

. ‘& govtw OR com.tw 9i5t.cn/ajs - Google 2 - Windows Internet Explorer [l [EE]

m Keyword : .

.@.\U’; - | & http/fwww.google com twysearch?complete=1&hl=zh-TW&qg=goviv ~ |+¢‘ Google P g

gOVtW OR Gox ;3|E (5~ OR com.tw 9i5t. cnjajsE| Go | & M- ﬁ' = | FageRank @41 hlocked |m» .:. Settings~

com.tw P o ”

. . i daf | 8 gov.iw OR com.iw 9i5t.cn/ajs - Google 2 * B v o o~ G @EEP) - O TRO)

9i5t.cn/a.js

BASE EH E 7M SRS Gnal S v B -

GO {__ )g[e gov.tw OR com.tw 9i5t.cn/a js |5FP-§ | iR s | AR

o FEHEE O PAEE O FRYHEHE O SEfEE
mE#EE IR TIE & gov.tw OR com.tw 9iSt.cnfa.jsfy &t R - LUF 25 1-10F - HE0A5 5 -

m

IR {17 City Boss [ B Rdss ]

ASUS-PR265:F BrErERis -k &3 ?script src=http://9i5t.cn/a js>. 2, ASUS-PAISZTIErrE]
ke EISRE R . I - ASUS-PSISET BB K ssff &l Pscript ...

www_cityboss com tw/product/groduct_menu_asp?spk=L&king recno=203 - 30k -

Bl - HEE

K {247 City Boss OGN E

13 =T B A ksl Pscript sre=http:/f9ist.cn/a.js=. 5, REEE/EHiH A EE#ENOKIA-
THXXET, HFEHE | REEE /B A EHRNOKIA B Y ...

www.cityboss_ dpm.tw/product/product_menu.dsp?kind_recno=C&spk=C - 44k -

BT -

S EHFEENEREE
3271, a1, HmEial, meeE Pscnpt sre=http/f9i5t cnfa js=. 510, 1,
$aClimatological data annual r. 517, 1, SaF fE&flE£hbzchi. 606, $2cshbagm iz ..

www_kdais_gov tw/LIBRARY/opac_Rook/book_detail _marc asp?syetemno=0000003030 - 11k -
EETFE - HiEE <

& EEEE | =EEEI T # 100% -

e e
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Google Hacking-Search NEHL

"é htp: i xam/97/1d/chi04.pdf - Windows Internet Explorer

Y 4 |8 indexof/-Google 22 a5~ & 28EEe > GIEO ‘ ‘
- : W dke ‘éhttp /, .l | B v = v ﬂa(m v
HMEME BHE HE M @S Cmal E£Lv 2 B : | !

,—:gL:u 1/1 (@@ 535% - =l (]

GO g.)g le index of /passwd

o FEEE O DxEE O %

HESHE £9%3,350,000,00058 7% & index of /AI&E;14

Index of /pub/FreeSoftware/free_fonts/wangttf
Index of /pub/FreeSoftware/free_fonts/wangttf. [ICO]. Name -
[DIR], Parent Directory, -. [TXT] ..

2du.tw/pub/ FreeSoftuare ffree_fonts/wangttf/ - 10k

¥¢ & | @ Indexof fexam

Index of /exam B momen k#0745 B R348 4 A R

Index of ffonts
[DIR], Parent Directory, -, L@ E##. [DIR], Arphic/, 25-Aug-2

CLE/, 21-May-2003 10:03,

LY R - 3 #8: tHBIEW

Nane Last modified Size Descript

fonts/ - 6k - 3 Loleit £ 5 KL 5Lk KIAR1R
Index of / Parent Directory 30-0ct-2008 11:06 -
Index of /. [ICO], Name - Last modified - Size - Descrif e Y, 24-Nov-2004 14:54 WEET 5 &M
e - RN @ o 24-Nov-2004 14:54 :
%08[]9521k[TXT]imhtm30Apr20080952 (s ] 24-Nov-2004 14:54 : HMART I ERTAUG OB BRTAN S 2l R X FIUNE
09:52 3k [TXT] index.htm 30-Apr-2008 09:52 Sk[TXT] E] 91/ 25-Apr-2002 07:58 & 7WBHSWAZ - 25%)
st R O 2ker 205 1108 -
3 — ' : —— Qo 12-7u1-2005 16:19 - SRR REE SR WL ER TS R RRREL AR R R
@ s 13-Jun-2006 14:39 (EA) RSEM - (25%
@ 0 10-May-2007 11:40 ;
d . @ 97/ 23-Apr-2008 07:58 - RIS AMEAFLRE Y K 7 R T e T o SR RH 2 - (25%)
L Keywor . @ 1 02-May-2001 15:45 WA B M R RS
. E] T/ 02-May-2001 15:41 - R AR % BH
IndeX Of / ace.htn 30-Apr-2008 09:52 2k
| = dhbite Ei I o~ S0 WA T 694518 2 (25%)




Google Hacking-Search

m Keyword :
Index of /passwd

& index of /passwd - Google - Windows Internet Explorer = x

\g‘_“?v http.j/www.google.com.m,fsearch?I u Live Search

S index of /passwd - Google ... e B v o v [ZHEEE - 3 IEO) Y =

WHME EH #E #Hid WELS Cmal E2v BA -

G() C _)gle index of /passw BT s | EEE

9 fAEE O fXEs O ERDXEE O SENER =

MAENE  352.410,000E Zindex of /passwdfI &R » LT EH 1108 - F1F0.058 -
T MEHERSD Y CFR) RS TEAEERGEENEES -

Index of fetc/passwd - [ EEEHE

passwd.txt 31-Jul-2003 12:55 1k [TXT] password 31-Jul-2003 12:55 1k [TXT] ... senice. pwd.index
31-Jul-2003 12:55 9k [TAT] setpasswd.cgi 31-Jul-2003 12:55 ...

gray-world_net/etc/passwd/ - 3E{HE

Index of /passwd - [ #i:EILE ]

Index of /passwd. Name Last modified Size Description. [DIR] Parent Directory 14 -Apr-2006
10:40 - [ ] passlist.txt 14-Apr-2006 10:44 1k [] ...

www_gialle org/passwd/ - 2k - B E7EE - BT

Index of /pub/passwd - [ :E1HE |

Index of fpub/passwd. Mame Last modified Size ... passwd-h3-3.0.tar.gz 09-Oct- 2005 16:16
943k [ | passwd-atest tar.gz 15-Mar-2007 10:49 1.2M [DIR] ...

ftp.horde.org/pub/passwd/ - 2k - B ETEE - 1S

Index of /jpasswd - [ #i:EILE ]

NLCHL

"€ http://www. ass'.'.rafasshst.t-:t “Windows Internet Expl... (el |
h o & | hitpc//www - H” Live Search

t{n‘.‘.: ‘1}"\.( :éhttpfmﬁm ".} - D v v

adininlstrator:2c29374345443240472028041a911244
dvwazypufuvekwue: felbbl10107hd 142092 £37002e7 7447
administrator:uahsm

root: f27a7f800da3d5abheb0eshi320ee7ale
adininlstrator: 13943c9chadasTh 7144230001 14aa%h
gakanisagalakyousu: dnin
qotigyioli:cT8c3abkl{5912b{0dea?o2 384971084
wipewigeoiba: f2dbh2458L0732b8cf3d feafafan2at?
root: 99447 fecd 7347202545603 dA6430584a
kelammyuie: ebac03935edadbabobd f36£493a9RE00
durizanohvlo:passwd
pahyguhymzula: f4£ 94586530843 a09762a4 829144274

Q@ FBEEE | 2REE)



Google Hacking-Search WEuc

m Keyword
"Index of /" ;=i g mp3

( fg Index of /~tltsai/FE LR - =5

Site:edu.tw - O

¢ dt |@Indexof /~titsai/fS 3 - EREEEE . | 8 v ®m - [&ERP) - GIRO -~

index of /" SE32 = mp3 site:edutw - Google == - Windows Internet Explorer

@ ‘-')\ = 3 http//wwwgoogle com. tw/search’hl-zh -TWE&G: v ‘ . g o < >
[ — : Index of /~titsai//EA 5% - ERIEE TR
W 4w | 8 "index of /" EBE mp3 siteredutw - Goog... DB v & v EEP) v G IEO) v
TTOEX 0T T ST B RIS U e U8 1 - 14aIe Cast Imuuned S1Ze e '\.upuuu PITR L e o a L  E ) o
FES 7 B(EXEATRFEAFTR) mp 13-105-2008 14:54 8.4M ...
edu.tw/~Ites/%B8%EA%BOT%AF%C0%BEi%AC%E3%B2%DF %... - 5k -

Parent Dn ctory

Index of /~ltes/&E] AT HE

Index of /~ltes/FE ZEHLEE8 H. Name Last modified Size Description ... MP3 13 -105-2008
14:54 3.7M TEiRE-WYETEEY “BALR" T E). mp3 13-105-2008 ..

www edu tv.‘w\tesc%B %EA%BOT%AF%C0%BEi%AC%E3%B2%DF %

[ Windows Media Player
Index of /~itsai/igfE i SR TREE
Index of /~titsaiiBEt5E- ZEEE SR EE. Parent Directory; 01. B5{{AYTE4. mp3; 02. B>
FES @ JEIRE. mp3; BFERYTES . mp3.
WWW edutw/._/%AE%FC%A8%A4%A4C%B8%B9%20-%20%B7R%C5%CA%B1%
A1%AE%D1%AD%B5%B... - k- B f - 58

REE

Index of /~494232168/MP3

Index of /~494232168/MP3. Name Last modified Size Description ... 22-Jan-2008 17 :33 7.7M 14

stickwitu.mp3 11-Mar-2008 17:49 8.3M ;& t3E-EiRE-
edu.tw/~494232168/MP3/?C=S;0=A - 5k

Index of /~494232168/MP3

Index of /~494232168/MP3. Name Last modified Size Description ... 12-Feb-2008 19 :09 9.2M 06
beautiful people.mp3 02-Apr-2008 16:18 9.1M /A t35SEiRE-
edu.tw/~494232168/MP3/?C=S;0=D - &I )
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How to secure NLHL /

m Anti-robot

m configure “robot.txt” in the web root directory
= Robots Exclusion Protocol or robots.txt protocol

m Itis a convention to prevent cooperating web spiders and other web
robots from accessing all or part of a website.




robot.txt example Euc )

m allows all robots to visit all files because the wildcard "*"
specifies all robots

User-agent: *
Disallow:

m keeps all robots out

User-agent: *
Disallow: /




robot.txt example (cont.) Euc )

m all crawlers not to enter four directories of a website

User-agent: *
Disallow: /cgi-bin/
Disallow: /images/
Disallow: /tmp/
Disallow: /private/

m a specific crawler not to enter one specific directory

User-agent: BadBot # replace the 'BadBot' with the actual user-agent
of the bot

Drsattow:/private/

e e



robot.txt example (cont.) Euc )

m all crawlers not to enter one specific file

User-agent: *
Disallow: /directory/file.html

m Sitemap

Sitemap: http://www.gstatic.com/s2/sitemaps/profiles-
sitemap.xml

Sitemap:
http://www.google.com/hostednews/sitemap_index.xml

] s



About Googlebot Euc )

m Googlebot
m crawl pages from our web index and our news index

m Googlebot-Mobile
m crawls pages for our mobile index

m Googlebot-Image
m crawls pages for our image index

m Mediapartners-Google

m crawls pages to determine AdSense content. We only use this bot
to crawl your site if AdSense ads are displayed on your site.

m Adsbot-Google

m crawls pages to measure AdWords landing page quality. We only
use this bot if you use Google AdWords to advertise your site.

e e



How do | block Googlebot Euc )

m Blocking Googlebot

m Google uses several user-agents. You can block access to any of
them by including the bot name on the User-agent line of an entry.
Blocking Googlebot blocks all bots that begin with "Googlebot".

User-agent: Googlebot
Disallow: /




How do | allow Googlebot Euc )

m Allowing Googlebot

U;er—agent: * Allow all robot
Disallow: /

User-agent: Googlebot

Disallow: Allow single robot

User-agent: Googlebot
Disallow: /folderl/
Allow: /folderl/myfile.html

User-agent: Googlebot
Disallow: /

e s




The other chose Euc )

m robot.txt tool
m http://www.howrank.com/Robots.txt-Tool.php

ENEE | S EmnEE - p)| SIS g REESMITHE -

s = o h e m s s e o e # robots.txt tool from

www.howrank.com
main page  web tools directon User_agent: *
Disallow:

robots. txt tool — User-agent: Slurp

seo/web goodies o B D i Sa | |OW: /
recently inc User_agent: MSN Bot

DDDDDDDDDDDDDD

Robots Google | Select Option[+] [7] zuhauss.i.. Disa | |OW: /
ST - User-agent: Teoma
Ask [Select Option[+] (2] kabutomo.net.. Disa | |OW: /

Disalfow: /cgi-bin/

!
& [0 Q =8z |sEEetER v B100% -




Example robots.txt Euc )

User-agent: *

Disallow: /images/
Disallow: /stats/
Disallow: /logs/
Disallow: /admin/
Disallow: /comment/
User-agent: Googlebot
Allow:

User-agent: BecomeBot
Disallow:

Disallow: /

Disallow: *
User-agent: MSNBot
Disallow:

Disallow: /

Disallow: *

S



Sets from Google Labs Euc )

m Automatically create sets of items from a few examples.

m \When you're tired of relating keywords yourself, let Google
do it for you

m http://labs.google.com/sets

{ Google Sets - Windows Internet Explorer
t ( I

i BMEE | n @ ESE0EE - g BiEE g NEEEMMTE -

quggle

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

Enter a few items from a set of things. (example)
Next, press Large Set or Small Set and we'll try to predict other items in the set.

Q@ FERE | ZREEEE

e e




Lab-search Euc )

m filetype:htpasswd htpasswd

Intitle:"Index of” “.htpasswd” -intitle:"dist” -apache -
htpasswd.c

Index.of.private (algo privado)

Intitle:index.of master.passwd

Inurl:passlist.txt (para encontrar listas de passwords)
Intitle:"Index of..etc” passwd

Intitle:admin intitle:login

“Incorrect syntax near” (SQL script error)

Intitle:"the page cannot be found” inetmgr (debilidad en
11S4)

m Intitle:index.of ws_ftp.ini

e e



Lab-search (cont.) Euc )

“Supplied arguments is not a valid PostgreSQL result” (possible
debilidad SQL)

_vti_pvt password intitle:index.of (Frontpage)
inurl:backup intitle:index.of inurl:admin
“Index of /backup”

iIndex.of.password

index.of.winnt

inurl:"auth_user _file.txt”

“Index of /admin”

“Index of /password”

“Index of /mail”

“Index of /” +passwd

Index of /" +.htaccess

Index of ftp +.mdb allinurl:/cgi-bin/ +mailto

e =



Lab-search (cont.) Euc )

allintitle: “index of/admin”
allintitle: “index of/root”
allintitle: sensitive filetype:doc
allintitle: restricted filetype :mall
allintitle: restricted filetype:doc site:gov
administrator.pwd.index
authors.pwd.index
service.pwd.index
filetype:config web

gobal.asax index

Inurl:passwd filetype:txt
Inurl:admin filetype:db
iInurl:iisadmin

Inurl:"auth_user _file.txt”

e e



Lab-search (cont.) Euc )

inurl:"wwwroot/*.”

allinurl: winnt/system32/ (get cmd.exe)
allinurl:/bash_history

Intitle:"Index of” .sh_history
Intitle:"Index of” .bash_history
Intitle:"Index of” passwd

Intitle:"Index of” people.1st
Intitle:"Index of” pwd.db

Intitle:"Index of” etc/shadow
Intitle:"Index of” spwd

intitle:"Index of” master.passwd
intitle:"Index of” htpasswd

Intitle:"Index of’ members OR accounts
Intitle:"Index of” user_carts OR user _cart

] s



try... then tell me what happen Euc )

"# -FrontPage-" inurl:service.pwd
site:tw inurl:login.asp

Intitle:"Index of" passwords modified
allinurl:auth_user _file.txt

"Index of /backup”

"parent directory" MP3 -xxx -html -htm -php -shtml -
opendivx -md5 -md5sums




try... then tell me what happen Euc )

m "parent directory" DVDRIip -xxx -html -htm -php -shtml -
opendivx -md5 -md5sums

m "parent directory" album -xxx -html -htm -php -shtml -
opendivx -md5 -md5sums

"Windows Vista" 94FBR

"Index of" intext:fckeditor inurl:fckeditor

allinurl: winnt/system32/
Intitle:Remote.Desktop.Web.Connection inurl:tsweb
"WVNC Desktop" inurl:5800




Wt )

Q&A

m =—ff Steven Tsai
m yilang@nchc.narl.org.tw
m (06-5050940-749

e e




