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WARNING Rﬁ £&: FEZMBitcoinR #

We have encrypt your files with CryptoLocker virus

- 2
rd
Your important files (including those on the network disk(s), USB, etc): photos, videos, documents etc. were ﬁlj q’ Torv* &v ‘L S
\, encrypted with CryptoLocker virus. The only way to get your files back is to buy our decryption software.
Caution: Removing of CryptoLocker will not restore access to your encrypted files. The only way to save your
files is to buy a decryption software. Otherwise, your files will be lost.

Click here to buy decryption software

Our website should also be accessible from one of these links:
htip: / ferhitnwivpgaj fbu. tor4u.net/buy.php?71 mndi
htip: / /erhitnwfvpgaj fbu.door2 tor.org/ buy. php?71mndi
http:/ /erhitnwfvpgajfbu. tor2web.org/buy. php?71mndi
http: / /erhitnwfvpgaj fbu.onion. cab/buy. php?7 1 mndi

Frequently Asked Questions

& R JR:http://blog.trendmicro.com. tw/
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Your personal files are encrypted!

Your rroportant Ses encryption produced on the computen: phatos, wideos,
dooumants, etc. Here & 3 complate kt of encrypted fles, and you can personally vertfy
thes

Encryption was produced wing 2 unigue pubilc boy RS5A- 20498 generated for thes
computer. To deaypt s you need to cbtan the private key,

The single copy of the povate key, which will dlow you to decrypt the Ses, ocated = VIN N=H o g
O & PeroR SOV O U1s Mo K1 saruer Wil GUorvoy T Loy MmO B R AER: http://blog.trendmicro.com. tw/
speched N thes window, After that, nobody and never will be ablde to restore fles

To obtain the grivate bay for the comeater, w, Wil automatcaly docrypt fles, you
reed 1o pay 300 USD [ 300 BUR [ avde aoount o, < S Iy

Chch wNoxte 1o wlect the method of payment

Any attemg! 1o remove o damage s solte e -
Private key will bhe destroyed o destocton of the private key by sevver,
13/10,2013
2307
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71:58: 09
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EynoLocker Home Tatal
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SynoLocker™

Automated Decryption Service

7 days, 13 hours, 35 mins, 25 secs

PRICE OF DECRYPTION KEY DOUBLE WHEN COUNTDOWN EXPIRE

E R AR http://blog.trendmicro.com.tw/

To decrypt your files you need to buy a unique decryption key that is linked to your

identification code. E? ﬁ . F: *&-’}% ,l‘»l BitCOin’;‘L
4

The only accepted payment method is Bitcoin.

Visit the help page if you need information on how to purchase and send a Bitcoin payment.

Follow these simple steps to get your decryption key:

1. Send 0.6 BTC to this Bitcoin address: 1Mcaz3BhyftbVEXsm9wmAGQQVOUKYEQVcN
2. Once the payment has been processed, the RSA private key will be available on your home page
within ~1 hour (6 Bitcoin network confirmations).
. Get the link to the decryption page on your Synology NAS index.html page. Default is
http://IP_ADDRESS:5000/redirect.html
. Copy and paste the RSA private key into the decryption page form then hit the submit button.
. After a short delay the webpage will start displaying the decryption progress.
. Contact support if you face any issues with the decryption process.
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WARNING
we have encrypted your files with CryptOLOcker
virus

Your important files (including those on the network disks, USE, etc): photos, videos, documents, etc. were encrypte
CryptoLOcker virus. The only way to get your files back is to pay us. Otherwise, your files will be lost.

Caution: Removing of CryptOLOcker will not restore access to your encrypted files.

Click here to pay for files recovery

Frequently Asked Questions

What happened to my files?

Understandine the issue
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Your files are encrypted.
To get the key to decrypt files you have to pay 500 USD/EUR  if payment is not made before 12/05/14 - 21:37 the cost of
decrypling files will ncrease 2 times and will be 1000 USD/EUR

Pnor to increasing the amount left
103h 37m 58s

Your system Windows 7 (x84) First connect i@ B Total encrypted 56 fes

Retear] Payment] F20] Docrype 1 e for FREE] Sopoor]

We are present a special software - CryptoWall Decrypter - which is allow to decrypt and retumn control to all your encrypted Sles
How to buy CryptoWall decrypter?

©Obikcoin

1. You should register Bitcon wallet

2. Purchasing Bitcoins - Although ir's not yet easy to buy bitcoins, it's getting simpler every day.
Here are our recommendations:
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Deadline :
2017/05/05 04:44:13 We have encrypted all your personal files!

Tirme left
e did t 3 tyt I RSA-2048 put S SO Bt B

| L1:59:48

Received
O BTC

You have to pay
0.145 BTC

You hawve ordered free demo decryption. Your file is ready.
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