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m X (Design Phase)
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m 7 T B (Implementation Phase)

m FlEn & 2 AL R IR g BUR
m & (¢ X (Operation Phase)

m o —‘,%’m;% * g\ F'»r T_A z‘r,b'ur%;;;(
m A /3 (Human Nature)
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Bruce force
Resource exhausting
Buffer overflow
Format string

TCP Spoofing

TCP Hijacking, ...etc.




53 Bhig & i P e

R A A
mESIE R

m DoS

m FHS R R

m e~ A5 [ AR




b e 4 W4 S /\
X 33 BLenig A NEuc )

m g
= Apply patch form vendor
= Apply safe configuration setup
m Close unnecessary services

n % R Y

m Strong password

m Password protect screen saver
= Don’t open malicious email/files

m &R eI g
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A
AL‘I
.’/
hosts
A
AL‘I
.’/
-J, hosts
A .’/
AL‘I
P ) Nessus server
. A
nessus client =
.’/
hosts
A
AL‘I
.’/
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Nessus server %€ & NEnL )

m % % [ Nessus server & Z % 2 4 unix likeend #8 F > & 5
SN T A
PR RRERFPLR N FUTIL
lynx -source http://install.nessus.org | sh
m TP F % KARS D nessus-installer.sh
#./nesshs-installer.sh
m T finessusiii 4 AE 1E o B 5] Sl
% Z#RPMZx & 1 3.02 ¢~ 3 =RPMZE 2 » % 4% & R 4048
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w Nessus:zL#

m R A 5 L #Amplugin

m fz#>nessusd
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I ® Tenable Network Security

B8 -0 @~ Z5O~ 2280~ IRO) >~ @~

A/,

Network Security

®

Solutions

r.. Download Nessus 4.2.1

ﬁelect your operating system:

Products Nessus

ry Microsoft Windows

. Windows XP, 2003, Vista, 2008 and 7
‘ Mac OS X

Tiger, Leopard and Snow Leopard

(% Linux

2 Debian, Fedora, Red Hat, SUSE and Ubuntu
Vol FreeBSD
‘ FreeBSD 7
ORACLE’ Solaris

\ SOLARIS Solaris 10

New in this version:
Web Based Interface

Demos Partners

\

C@STENABLE

Online Store

INessus for the Enterprise? Security Center is
a scalable Enterprise-wide solution allowing
you to manage all your Nessus scanners,
schedule scans, manage credentials, perform
asset discovery and analyze their results and
the remediation efforts of the IT and security
personnel from a central console. Click below
for more information:

Ay

SecurityCenter

-
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| 5 ENEE | m g DEEZMNTH - & BENEY » o xSunfar ZIEREGE -
| & Tenable Network Security & hd v = 5@; ~ BEEP~ EEES > IEO~ '@"’

C@STENABLE |

Network Security

Solutions Products Messus® Demos Partners Online Store

m

You need to subscribe to a plugin feed to be able to use Nessus. Please click | . iy
here to get one for free (home users) or to purchase one (corporate users). ProfessionalFeed™

r".. Download Nessus 4.2.1:

By
&7 windows XP, 2003, Vista, 2008 & 7 (64 bits):
MNessus-4.2.1-amdé&4.msi {11601 KB)

By
&7 windows XP, 2003, Vista, 2008 & 7 (32 bits):
Messus-4.2.1-i386.msi (11113 KB)




Plugin Feed Enc,

£ Tenable Networ ty - : _:-:"&.

@@ = //wwnw.nessus.org/plugin v=register-info B x [I'$ P~
BEH SEO ®BAV ZHEEW IEM REC)
L BHEE | /s £ DEBSMITE v @ SHOSE% v ju XiSunfar EEBEGE -

I' & Tenable Network Security v v~ sy BEP) > E2EO v IEO >~ @~
|

@S TENABLE

Network Security

Solutions Products Nessus® Demos Partners Online Store

I Select a subscription

-

Using Nessus at work? The ProfessionalFeed Using Nessus at home? The HomeFeed
subscription is required for all uses of Nessus subscription is free and for Home use only. E

e @ #EfE | REes 8y




HomeFeed Register e

W 7 cr-ble Network Somuniy s It Expl_ o ...‘. ‘ ==
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i ENEE | s g DEESHNTH v & EENER ~ o xSunfar ZIEBEME -

& Tenable Network Security M- B ~E =~ EE5E - Z2EE > IR0~ @"

-

| @S TENABLE

Network Security

Solutions Products Nessus® Demos Partners Online Store

>  Nessus Register a HomeFeed (non-professional usage only)

I - Download
- Plugins
| — Newest Plugins To stay up-to-date with the Nessus plugins, you need to register with

an email address to which an activation code will be sent :
— Obtain an activation
code

i i Your email address :
— View all plugins
I _ Search Register

The provided email address will not be communicated to any 3rd party

> Documentation company
| = Register

@ EEEE| SREETER o~




Home Feed e-mail

NLCHL

& Windows Live Hotmail - Windows Internet Explorer

EE| = )

QU ® | # http://col23w.coll23.mail live.com/default.aspx?rru=inbox

D -

i Windows Live Hotmail

i BNEE | b g DESEERNTH - E EFEE v [ *Sunfar EIERENE -

- v EEP) - S > TEO)~ @~

>

Hotmail Mew | Delete Junk | Markasv Moveto v | &=

mcgiu@hotmail.com | Reply Replyall Forward | & 4

Inbox

Junk (1) Nessus Plugin Feed

Drafts Messus Registration (noreply@nessus.org)
Monday, March 15, 2010 2:07:24 PM

Sent o )
megiu@hotmail.com

Deleted

Manage folders

Add an e-mail
account Thank you for registering with us!

Related places

£7 Windows Live™ Home Profile People Mail Photos Morer

Search the web

msn'*

Replay

Your activation code for the HNessus HomeFeed is 361A-ACOE-69954

Today
] Remember that the HomeFeed subscription is for home u
Contact list only. If u use Wessus at work, vou need to obtain
calendar ProfessionalFeed.
\‘ Windows Users
I 4 Il

Q@ BEERE|=FEE

P ~ o
BT
Sign out

Options» &~
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o34 % NL‘/HE\/

#rpm -ivh Nessus-4.2.1-es5.1386.rpm

Preparing... O T AT T
[100%]

1:Nessus T T
[100%]

- Please run /opt/nessus//sbin/nessus-adduser to add a user

- Register your Nessus scanner at http://www.nessus.org/register/ to
obtain

all the newest plugins
- You can start nessusd by typing /sbin/service nessusd start




» /\'
i R R T
# lopt/nessus/sbin/nessus-adduser

Using /var/tmp as a temporary file holder

Add a new nessusd user

Login : ®& gL & 4
Login password :ﬁ] > B Ig
Login password (again) (£33 % /5




K E g rule @

# lopt/nessus/sbhin/nessus-adduser

Login : student

Authentication (pass/cert) : [pass]

Login password :

Login password (again) :

Do you want this user to be a Nessus '‘admin’ user ? (can upload plugins, etc...) (y/n) [n]: y
User rules

nessusd has a rules system which allows you to restrict the hosts
that student has the right to test. For instance, you may want
him to be able to scan his own host only.

Please see the nessus-adduser manual for the rules syntax

Enter the rules for this user, and enter a BLANK LINE once you are done :
(the user can have an empty rules set)



R HIEELE R ',

>y 7 +
moTH i H 'ﬂz
/opt/nessus/sbin/nessus-adduser

| Tl?fq*'ﬁ

/opt/nessus/sbin/nessus-rmuser
I RV A < 2
/opt/nessus/sbin/chpasswd
m o A

K /opt/nessus/var/nessus/users/ B 4T




» N /\
 Nessusiip RCHE /

# lopt/nessus/bin/nessus-fetch --register 361A-ACOE-6994-CAC1-
11F2

Your activation code has been registered properly - thank you.
Now fetching the newest plugin set from plugins.nessus.org...
Your Nessus installation is now up-to-date.

If auto_update is set to 'yes' in nessusd.conf, Nessus will
update the plugins by itself.




o £, 7
Ezdnessus server Neur )

m £z nessusd
# service nessusd start
Starting Nessus services: [ OK ]

m % gnessusdiiir i F L ¥ e
[root@STATION40 ~]# ps -ef | grep nessus

root 3369 1 018:137? 00:00:00 /opt/nessus//shin/nessus-
service -q -D

root 3370 3369 018:137? 00:00:06 nessusd -q
root 3453 3421 0 19:30 pts/0 00:00:00 grep nessus
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Sessions

MNessus Console [Version 1.4.5] Ready J

33L library initialized
s A
A 1

Dizeonnectzd DK
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B Communications ->Connect

Server _— Encryphion

Mame [192.168.2.40 ] I (" Unencrypted

fe TLSw1 " S5LwZ3

Server IP I
Part number |1241 Default ~ ~
and port 4 I S5Lv3 S5Lv2

Authentication

Logir (v Authentication by pazswaord
adrmin

(" Authentication by certificate

’E’  HE %;u; %E% Fazsword

xxxxxxx v Save pazsword

Cannect Cancel
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Server certificate NEHE )

B b - F REFe AN I TR PIREGEFE 2EH
" Accept OnceJ é " Accept & Save | 1 & B

Wew Server Certificate

The host certificate databaze does not contain an entry for the hostname 192,168,240, [f
youy have received this meszage more then once, thiz may mean that 192 168,240 iz an
"gliaz" which rezolves to the different [P addreszes.

Certificate; -
D ata:
Werzion: 3 [0x2)
Seral Mumber: 1 [0x1]
Signature Algorithm: mdBedithR SAE nomption
lzzuer: C=FR, 5T=none, L=Paris, 0=Mezzus Users United, OU=Certifization Authar
W alidity
Mot Before: dpr 19 01:03:26 2006 GMT
Mat After - Apr 19 07:03:26 2007 GMT
Subject: C=FR, 5T=none, L=Fariz, 0=Mezzus Uzerz United, OU=5erver certificate
Subject Public ey [nfo:
Public ey Algorithm: rzak noeption
RS5A Public Key: [1024 hit]

b odulus [1024 hit):
00008028 463571 3 6a b1 32,77, 37641 3
13:8b:4b: ab:cf:ba: 34:cd: 03:d6: 9a: 37 coc 3ed: j
I Reject | Accept Once | Aocept & Save | I
| |




. : o
£ ¥ session Nouc /

m ! Sessions | -> " New |
N gz;;] ~ session ¥ -

S eszion name Create I
IF'I:IZIHIII

Cancel |

¥ Define additional properties
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m Targets
. 2]
] Optlons Targets leﬁnns]Pu:urts::m]Cnnnecﬁnn]Plugjm]Cnmnents]
B Port scan Current target list;
m Connection
m Plugins
m Comments
|mport. .. ddd... | Edit... ‘ Remove |
e | Emw |




R ELFR P F

m Sigle host
CRECE R RN

m Subnet
RS R

m Address range
m i TP [F

T arget type

& Single host
" Subnet

" Address range

Hozt name or IP address

ak.

Cancel |

Wt )
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m Safe checks
B A EE AR PBFERED 2| x|

] ﬁ ‘;’L 3:‘5 =W /:% “f,_,'){* ;}E Targets Cphons an:urt 3:311] ':DmlE:l:ﬁl:In] Plugins ] Cu:umments]
kd asirnurm zimultaneous: General scan optionz
Hosts scanned: [ Enable plugin dependencies
1E = [ Doreverse DNS lookups

[v Safe checks

Securnity checks per host: ..
v . [v Optimize the test

10 = [ Resolve unknown services
[ Silent dependencies
Fath ta CGls
Jogi-bin

Interface options

[ Remove finished hosts fram scan status view

[ Don't show execution options dialog at session execution

FETE | ER L)
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Port scanig 78 NEuc )

wl,
—
Al

H
-S:‘\;
H¥
3§ S8

|~

K

I

WP F

=¥ =F

2l x]

Targets ] Optione  Port scan ]Cnnnecﬁnn] Flugins ] Cn:umm&nts]

/Port range ta scan )\
" wiellknown services Configure services... |

* Privileged ports [1-1024]

(" Specific range:

\l )
ﬁn:urt ICanners: \

I anne Status -
W, Exclude toplevel domain wild..  Disabled
W Messus SNMP Scanner Dizabled
\f}f Meszus TCP scanner Enabled
W Metstat ‘scanner Dizabled
" P the rernte ot F hahl=d j )

e | ma | =RAw




on Froperties - PCO30

Targets | Options | Port scan | Connection  Flugins lC-:umments]

§ 1.5 [ Uze session-specific plugin et

Group pluging by | Farnily ﬂ Plugin information Dizable Al
i Al Local Security Checks pluging family J

) W | LITIT! N
§ Enable &l
+-] Backdoors Erable this Fanily Disable this Family | =

+-_ ] CGI abuses
+1-_ ] CGl abuses : %55 Description Enable Hon-DoS
+-_ ] CISCO J
+1-_ 7 Debian Local Security Checks Search...
+-[_ 7] Default Unis Accounts
+-_ ] Denial of Service Close
7] Fedora Local Security Checks
Finger abuzes

Firewallz

FreeBSD Local Security Checks | E= =)
FTP

Fain a zhell remotely

[Fain oot remotely

General

Gentoo Local Security Checks
HF-LI Local Security Checks
kacO5 ¥ Local Securty Checks
M andrake Local Security Checks
iz

Metware

NIS
| [~

Peer-Tao-Peer File Sharing

ad

+
+
+
+
+
+
F
+
+
+
+
+
+
+
+
+

pooroobooooroooLo
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m Ao+ 2k [session | =-> T Execute... |

M Scan Statos - Nessnz Console

Scanning...
Qverall zoan progress
(1]

T arget liat;
Host Paortzcan | All testz | Haoles YWarhi... | Infos Partz Statuz
192.168.2.40 1007 i 1 1] B 4 Scanning

N2 ll -
Fi = =~ (s ¥ £ZPreview
- 4+ 2 51
IR i
[ Bemove finished hasts from the list Stop testing this host Shop entire test




[ ate Time Source | Config | Owner

Wilherabilities:

== 192 168.2.40

e general/tcp
0 general/tcp
ﬂ' generaldtcp
ﬁ general/tcp
ﬂ general/tcp
Q@ hitp (30/4cp)
O hitp (30/1cp)
@ hitp (80/4cp)
Q hip (80/4ep)
© hip (80/1ep)
QO hitp (30/ep)
O hitps [4434tcp)
O hitps (4434ep)
O hitps (4434cp)
© hitps (4434ep)
O hitps (4434cp)
O hitps [4434tcp)
O hitps (4434ep)
O hitps (4434cp)
O hitps (4434cp)
© rmysql [33064cp)
€9 mysql [33064cp]

[

21-4pr-2006 10:44:; admin(@192.16

x|

192.168.2.40
Flugir infarmation Yulnerability
Plugin ID: 19729 o general/tcp
Fedora Core 4 2005-851: squid High severity
[ This vulnerabilioy |5 falze positive

Description:

The remate host iz mizsing the patch for the advisory FEDORA-2005-851 [squid].

Squidis a high-performance prosy caching server for Web clients,
supparting FTP, gopher, and HT TP data objects. Unlike traditional
caching zoftware, Squid handles all requests in a single,

niot-blocking, 1/0-driven process. Squid keeps meta data and especially
hot objects cached in RaM, caches DMS lookups, supports non-blocking
OMS lookups, and implements negative caching of faled requests.

Squid consists of a main server program squid, a Domain Mame Sypstem
lookup program [dnsserver), a program for retrieving FTP data
[ftpget]. and some management and clisnt bools,

*Tue Sep B 20065 Martin Stransky <strangky redhat com: 7:25.5TABLES-A
- Three upstream patches for #167414

- Spanizh and Greek meszages

- patch for -D_FORTIFY_SOURCE=2

[

WiEm, |

Beport...

Delete
Expart...
Irport...

Diff...

E xit

il




on Eesults - PCO30

1] [ ate Time Source | Config | Owner | Wiemw, |

21-4pr-2006 10:44:368  Scan Prezent  admint@1392.163.2.40
Beport... I

Delete
Expart...
Import...

Diff...

Report Options

i

Feport type: E zit
HTHL [ htrnl] -

Cancel

File name:

|E:'\D|:u|:uments and S ettings“Administrator &z [ 4lanl116. ht J

Sort by O ptions

[ Do not incude vulherabilities

' Host names
= marked az ‘falze"

{ iliti . .
Yulnerabilties [ Include scan configuration

[ Include scan summary

Filter
¥ Open ports [ Medium sewverity
[V Lo zesverity [+ High sewverity




plugin § #7

m Nessus 2.0 A7 3¢ ¢

m /usr/local/sbin/nessus-update-plugins

m ¥ A T|crontab® iRk A dp { #rplug-in

m Pluginseni= % © /usr/local/lib/nessus/plugins
m Nessus 3.05%% & 2_{&

B ¥ K TELHrnessusdrRizis p o § 27

X T_4% - lopt/nessus/etc/nessus/nessusd.conf

auto_update = yes

m = E AT

# /opt/nessus/sbin/nessus-update-plugins

Wt )




Nessus#f % & % 2 Euc )

m

Network Vulnerability Assessment Report 26.05.2008

Sorted by host names

Start Time: 21.05.2008 14:00:33
Finish Time: 21.05.2008 15:11:13
Elapsed: O daw(z) 01:10:40

Segs10n name: Ho

Total records generated: 10
high severity: 0

Medium severity: 10
informational: O




NesSSuS4F % : 33 Bhiy it

m FRi33 it (Service)

B FSIRFLALE Y ARl
m (%% ¥ %)Severity

m = BE% low > >mediumz high
m Description

= i & (Synopsis)

m 4y i (Description)

m ;47 % (Solution)

m (h *& % #c)Risk factor

Wt )
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Synopsis :
It is possible to execute code on the remote host through samba.
Description :

The version of the Samba server installed on the remote host is affected by
multiple heap overflow vulnerabilities, which can be exploited remotely to
execute code with the privileges of the samba daemon.

See also :

Solution :
Upgrade to Samba version 3.0.25 or later.
Risk factor :
Critical / CVSS Base Score : 10.0
(CVSS2#AV:N/AC:L/AuU:N/C:C/I:C/A:C)
CVE :
BID : 23973, 24195, 24196, 24197, 24198
Other references : OSVDB:34732


http://www.samba.org/samba/security/CVE-2007-2446.html
http://www.samba.org/samba/security/CVE-2007-2446.html
http://www.samba.org/samba/security/CVE-2007-2446.html
http://www.samba.org/samba/security/CVE-2007-2446.html
http://www.samba.org/samba/security/CVE-2007-2446.html
http://www.samba.org/samba/security/CVE-2007-2446.html
http://cgi.nessus.org/cve.php3?cve=CVE-2007-2446
http://cgi.nessus.org/cve.php3?cve=CVE-2007-2446
http://cgi.nessus.org/cve.php3?cve=CVE-2007-2446
http://cgi.nessus.org/cve.php3?cve=CVE-2007-2446
http://cgi.nessus.org/cve.php3?cve=CVE-2007-2446

ohpix & i& iF Euc )

Synopsis :
The remote web server uses a version of PHP that is affected by
multiple flaws.

Description :
According to its banner, the version of PHP installed on the remote

host is older than 5.2.5. Such versions may be affected by various
Issues, including but not limited to several buffer overflows.

See also :

Solution :
Upgrade to PHP version 5.2.5 or later.

Risk factor :
High / CVSS Base Score : 7.5
(CVSS2#AV:N/AC:L/AU:N/C:P/l:P/A:P)
CVE :
BID : 26403


http://www.php.net/releases/5_2_5.php
http://cgi.nessus.org/cve.php3?cve=CVE-2007-4887
http://cgi.nessus.org/cve.php3?cve=CVE-2007-4887
http://cgi.nessus.org/cve.php3?cve=CVE-2007-4887
http://cgi.nessus.org/cve.php3?cve=CVE-2007-4887
http://cgi.nessus.org/cve.php3?cve=CVE-2007-4887

R o)

Synopsis :
It is possible to access a network share.

Description :
The remote has one or many Windows shares that can be accessed
through the Network.
Depending on the share rights, it may allow an attacker to
read/write confidential data.

Solution :
To restrict access under Windows, open the explorer, do a right
click on each shares, go to the 'sharing' tab, and click on
‘permissions’

Risk factor :
High / CVSS Base Score : 7.5
(CVSS2#AV:N/AC:L/AU:N/C:P/l:P/A:P)
CVE :
BID : 8026
Other references : OSVDB:299


http://cgi.nessus.org/cve.php3?cve=CVE-1999-0519,
http://cgi.nessus.org/cve.php3?cve=CVE-1999-0519,
http://cgi.nessus.org/cve.php3?cve=CVE-1999-0519,
http://cgi.nessus.org/cve.php3?cve=CVE-1999-0519,
http://cgi.nessus.org/cve.php3?cve=CVE-1999-0519,
http://cgi.nessus.org/cve.php3?cve=CVE-1999-0520
http://cgi.nessus.org/cve.php3?cve=CVE-1999-0520
http://cgi.nessus.org/cve.php3?cve=CVE-1999-0520
http://cgi.nessus.org/cve.php3?cve=CVE-1999-0520
http://cgi.nessus.org/cve.php3?cve=CVE-1999-0520

SNMP & * g 3% community Euc )

"

Synopsis :
The community name of the remote SNMP server can be guessed.
Description :

It is possible to obtain the default community names of the remote SNMP server. An
attacker may use this information to gain more knowledge about the remote host, or to
change the configuration of the remote system (if the default community allow such
modifications).

Solution :

Disable the SNMP service on the remote host if you do not use it, filter incoming UDP
packets going to this port, or change the default community string.

Risk factor :
High / CVSS Base Score : 7.5
(CVSS2#AV:N/AC:L/Au:N/C:P/l:P/A:P)
Plugin output :
The remote SNMP server replies to the following default community strings : private public
CVE : CVE-1999-0186, CVE-1999-0254, CVE-1999-05186,
CVE-1999-0517, CVE-2004-0311, CVE-2004-1474
BID : 11237, 10576, 177, 2112, 6825, 7081, 7212, 7317, 9681, 986
Other references : IAVA:2001-B-0001, OSVDB:10206
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Windows & sLik ik NEuc )

Synopsis :
Arbitrary code can be executed on the remote host due to a flaw in the
'server' service.

Description :
The remote host is vulnerable to a buffer overrun in the 'Server' service
which may allow an attacker to execute arbitrary code on the remote host
with the 'System' privileges.

Solution :
Microsoft has released a set of patches for Windows 2000, XP and 2003 :
http://www.microsoft.com/technet/security/bulletin/ms06-040.mspx

Risk factor :
Critical / CVSS Base Score : 10.0
(CVSS2#AV:N/AC:L/AuU:N/C:C/I:C/A:C)
CVE : CVE-2006-3439
BID : 19409




CVE ",

m CVE: Common Vulnerability and Exploit
m IS a dictionary of public known information security and explosures
= http://cve.mitre.org/
B CVE-XXXX-XXXX (XXXX & 2 - #cF)
B A - W FEATER S BWIFATZERS ERBARFRSZ
33 Bk
B CAN-XXX-XXXX (XXXX 5 & T #HcF)

m CANZ g miEed A iBECVEL A =% » 5 - 3382 iF:%
m FHiEL R €315 CANE# ACVE» wH (5ehilicd 7 € se s
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m CVSS : Common Vulnerability Score System
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Patch update

m Linux
mop AT rpmE 2 & R4 AT
m % aptyums:g (7 & i+ {37

m Windows

= Windows Update

= Microsoft Update (Windows XP or late)

s "E 2 TN E | 2 TWindows Update |
m SMS (System Management Server)

Wt )
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= AP

s TWCERT/CC:http://www.cert.org.tw/

m GSNCERT: http://www.gsn-cert.nat.gov.tw/
m &

= http://nvd.nist.gov/

= http://www.kb.cert.org/vuls
B SRR ok
mFE A SR
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m Microsoft Baseline Security Analyzer

mopcide ey S X 21 R * Kde Awindows i St EE A
{ AT IR

B 5 s creleasesx & z 2.1K

m http://technet.microsoft.com/en-us/security/cc184923.aspx

Microsoft

®® & Baseline Security Analyzer

Check computers for common security misconfigurations.

The Microsoft Baseline Security Analyzer can check computers running Microsoft Windows
Server 2008 R2, Windows 7, Windows® Server 2003, Windows Server 2008,

Windows Vista, Windows XP or Windows 2000. Scanning computers for security updates
utilizes Windows Server Update Services. You must have administrator privileges for each
computer you want to scan.

1By Scan a computer
Check a computer using its name or IP Address.

¥ Scan multiple computers
Check multiple computers using a domain name or a range of IP addresses.

See Also

existing security scan reports
iew, print and copy the results from the previous scans.

© 2002-2008 Microsoft Corporation. All rights reserved.




Open source Web vulnerability scanner - azuc/

m Nikto : http://cirt.net/nikto2
m Paros proxy : http://www.parosproxy.org/index.shtmi

m Web Scarab :
http://www.owasp.org/index.php/Category:OWASP_WebS

carab_Project
m Wikto : http://www.sensepost.com/research/wikto/
m Burp Suite : http://www.portswigger.net/suite/
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m Web Inspect :

m https://h10078.www1.hp.com/cda/hpms/display/main/hpms_content
Jsp?zn=bto&cp=1-11-201-200%5E9570 4000 _100

m AppScan

= http://www-01.ibm.com/software/awdtools/appscan/

m Acunetix Web Security Scanner
= http://www.acunetix.com/




Nikto @

http://cirt.net/nikto2

R Achweb PR EfFm 1 &

P EIRER A R R e (P ¢ F )

m SSL support the Net::SSLeay PERL module must be installed

m X5
# wget http://cirt.net/nikto/nikto-current.tar.gz
# tar -zxvf nikto-current.tar.gz
# cd nikto-2.1.1/




Wt )

m BT AT

# ./nikto.pl —update
S s g e
# perl nikto.pl —h host_IP
# perl nikto.pl —h host_IP —p 443
# perl nikto.pl —h https://host_I1P/
# perl nikto.pl —h host_IP —p 443 -ssl
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Paros proxy WCHL

m URL : http://www.parosproxy.org/index.shtmi
m JAVA-based # 7 B* fe;% »1 E
m XSS
= SQL Injection
m
m % #JRE(JDK)
= T §#PAROS porxy : http://www.parosproxy.org/download.shtmi

A\ MileSCAN
ParosPro


http://www.milescan.com/
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