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~350M PCs annually

Connecting PCs Connecting People

Source : Harvard University
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Cloud Platform as a Service (PaaS)
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E oot BN AR Infrastructure as a Service (laaS)
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laaS

Outside World

Compute Storage/
Controller Volume
Controller

Management Network
(Using APIs)

a'a

Compute Pool Storage Pool

ER}2R  CSA-Security Guidance For Critical Areas of Focus In Colud Computing v4.0



PaaS

Outside World

Application Application

Application Application

Application Platform

Storage/
Volume
Controller

Compute
Controller

Management Network -
(Using APIs) f

. te P St Pool
ERRR . CSA- Securlty éjuel!daﬁce For Critical Areas of Focus In Colud Compt?cllrﬁg‘\am 0"



Saas

Balance@

Object
&Storage Internal Load
Balancer
+ \ Push
Relational Message
Database Paas Queue PaasS

MNo-SQL
Paas

Motification

BRI © CSA-Security Guidance For Critical Areas of Focus In Colud Computing v4.0-



Presentation Presentation
Modality Platform

Applications

Metadata Content

Integration & Middleware

Core Connectivity & Delivery

Abstraction

Hardware

laaS (Infrastucture as a Service)
Paas (Platform as a Service)

Facilities

BERER  CSA-Security Guidance For Critical Areas of Focus In Colud Computing v4.0

SaaS (Software as a Service)
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SR9NE ( Data Breaches )
58138 K ( Data Loss )

« MRIEHEZ ( Account Hijacking )

« AZZEHIAPISETL ( Insecure APIs )

« 1IB#EARTS ( Denial of Service )

« BEMAZREAE ( Malicious Insiders )

;T
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e A= ARTS ( Abuse of Cloud Services )
T8 A2 ( Insufficient Due Diligence )

« HEIRIBFTEMEE LU AV ( Shared

Technology Issues )

S RIZKR : CSA-The Notorious Nine:Cloud computing Top Threats in 2013
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Issuel
Locations and Entitlements

Internal External

Cloud and
Hosting
Services

Traditional
Infrastructure

Archive

Access
Devices

Internal

ER}2R © CSA-Security Guidance For Critical Areas of Focus ﬁfr&r ud Computing v4.0



Issue2
Network different

Before After

Virtual Network

ool
=N =N

ER}2R  CSA-Security Guidance For Critical Areas of Focus In Colud Computing v4.0

Physical Network




ER{CEHZEE

« ELRIE BRI
- ERVMEREZZ R

- [BEE - BAE

« BEVM ImageNEZ=E
s FHRNMNEEHI ST
EENEED)

p={1]

S



llk
=

allb
kOIS

b4

c

20



A £ Iin 22 5o aa 1t
1SO27001:2013

Cloud Security Alliance ( CSA )
EuroCloud Star Audit (ECSA)

1SO27017
1SO27018
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CSA

EinZ £ EE(CSA, Cloud Security Alliance) 5% 17X RSA
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OPEN CERTIFICATION FRAMEWORK

LEVEL 3

Continuous Monitoring-Based Certification

LEVEL 2
STAR CERTIFICATION
Third-Party Assessment

LEVEL 1
STAR Self-Assessment

AOCFEREN=EBNMRERE - (BRRIR : CSA Open Certification
Framework )

WWW.nii.org.tw

TRANSPARENCY
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CCM 16{ElIDomain
( CCM3.01) -133 Controls

Application & Interface
Security BERHAZAMENTEZE

Audit Assurance & Compliance
EZERERTS M

Business Continuity
Management & Op Resilience

Change Control &
Configuration Management

AAC

IVS

IPY

Data Security & Information MOS

Lifecycle Management

Datacenter Security EfltP.0\% | SEF

5 WP

ncryption & Key Management | STA
2R REIE

overnance & Risk
anagement ;e FEEA &
EiRAGR : CSA

TVM

< GO By

AN It
==
o8 B TE

X

Human Resource Security A7
BRZE

Identity & Access
Management & Bl EA T EUEIE

Infrastructure & Virtualization
Security ZRBHEERELZ R

Interoperability & Portability1d
HiE{rE o[ BE MY

Mobile Security 1TE/Z %

Sec. Incident Management &
E-Disc & Cloud Forensics

Supply Chain Management,
Transparency & Accountability

Threat & Vulnerability
Management g} 2 #1550 E I
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« F—E : STARB R s
— BE L EE (Consensus Assessments Initiative
Questionnaire;CAIQ) ' MM BIBEE /T ELZE B2 KMWIEA
EAX FETE 1T - (B2 CSAGE M E IR E (II(STAR Registry) i
1TE & (STAR:Trust & Assurance Registry)
— ST CAIQZ ERIRE - IHES (Yes or No) MR L i #i 55 AB
- BEETTHENTBERAE(EREZASHEEBE18FEH)

www.nii.org.tw 25
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https://cloudsecurityalliance.org/star/#_registry
http://www.netadmin.com.tw/article_content.aspx?sn=1306130001&jump=1

http://www.informationsecurity.com.tw/article/article_detail.aspx?tv=14&aid=7653

www.nii.org.tw
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EuroCloud Star Audit (ECSA)

* 1.ECSAE— Eﬁﬁﬁﬁﬁ}(nﬁﬁtﬁﬁlﬁﬁmnﬁ.}'%’f&%J

e 2.B2011F/IILAZK - BUME

e PAY VA

=<

il 2 KA

AR EERTS - ZRIFRERE ﬁi\F:fﬁﬁﬁ *ﬁZﬁﬁEo},ﬂi)ﬂZ%

- 3 ERBBFEIA BB EEMREMREMLERL - HEFMAEZERNE
B EHA/NE - 23

provider‘s profile fR7E B tHEE E KA E

contract and compliance including data privacy protection against local law 5

N EMEREK ZEREAIRERS M

Security EZ=E

Operations ARTE 4B E 2

Environment and technical infrastructureZ= 2 58 it 2 3515 EA R 048 E
Processes iz

Relevant parts of the application and implementation [ERZMEAELT 2
Interoperability and data portability & 28 4 B 88 5 14

Pa

27

ERAIR : ECSA



EuroCloud Star Audit (ECSA)

4. ECSARRE B G A SEREANMEESIERBH BT - HERE

SPREABIENEETE - /\_ﬂﬁéi& AT 45 € RIS 1E A B 12l R I3 Ry

BIEAA - AMEBERARAREERED - BMFEP/NERE ST EES

BB i

5. AR5 EE AR SECSAR T MrUEREEZER - Bl ol @@ TEmES

ECSAZEANFEE

6. =AM A _F  RlleeZiF v HEHE N B ERFEAEE

B R IE SR S B ENE

7ECSA%EEE’_§TDLQ%J¥]LE EREFEEZLMS - 8MMEEZESTEENEREE -
—7i& E=EFETER - o fEEERIETEREME 2K

ERIFE - ECSA 28



EuroCloud Star Audit (ECSA)

e 8. The EuroCloud Star Audit is a joined activity performed by the ECSA
partners within an eco-system.

* 9. With the ECSA EuroCloud Europe delivers a valuable instrument with a
high level of transparency and guidance for customers and providers alike.

4 e ud St, " - ud St,
4 P R ) 4 b\o Q. < y 4 4 oo Q. 4(’
&? EurcCloud , %

IAudlior

ECSA-AA

6

e 3 oy & < e 23 4
& /E:mﬂoud = = & /E:JroCIoug/ % g ”E:JrcCIoud % d, % i & "E:Jrcﬂoud %

AUdifor Consultqnt Consultant Trainer Trainer Ambassador
TECSA-sAA ECSA-AC ECSA-sAC ECSA-AT ECSA-sAT ECSA-AB

ot xx ¥ ) Yotk %

L 4***446-

ERIAR : ECSA -



« Profile ( ARFS 1w )

s

General Information R 75 & — AR & ;

Physical Data Location Customer Dataf# 7 & P &R 2 Efe BIE P /(\ it Eh
Service ManagementfR7% &

Extended Company ProfiledE (1% 7 /N5 &5

Reference Information about the Cloud Service S #IPTEI E RS 2 £ Z EH

. o . ulmemivA /ey e
Certifications’&E:5 & afl

 Contract and compliance & AR S 14

Adeaquate contract terms#@ &= 7 5 &R

Rules for Data Management& N & 38 737 Al

Contractual Data Privacy requirementsE RIS TARE Z S AIFHK
Service Level Agreements AR#5 7K E R R AR

Terms in case of bancrupcy R7% B = IPA 2 R IB IR X

Terms for pricing and cost allocation5 B8 IR7Z 5T 1B EA BN ANAC & 2 & X

ERIAGR : ECSA
30



« Security and Data PrivacyZ & B3 & 1} fE F\
— Security ManagementZ £ &8
— Technical SecurityZ £ #%1lg
— Techncial data privacy measures & I 2 Th R & 7 #2 1T 1£ 15 It
— Data integrity E RISt 2 MR E
— Auditability O] &% 14

 Operations and infrastructure#f 38 EA E FE 28 fiff
— General DC assessment &35 /() 2 — AR EE AL
— Access control T EVZ Il
— Area and environment assessmentIRIE Z £ FEAH
— Resilience[B] B & 14
— DC OperationsEIE [\ EFE

BERR : ECSA



BZAR

 Operations processes#f B EZERTE
— Customer Support®Z A7 1%
— Service ManagementfAR 7% & I
— Data backup processes & & 10 i 12

— Quality assurancegn B {R:8

* Service Type specifc assessment4% & A 75 £8 All 2 39214
— laaSE ML Hf BN AR TS
— PaaS*FEBNIRFS
— SaaSEXES B AR 7%

ERHR : ECSA



Are the procedures for digital signatures of data

objects in accordance with national law?

Excellent
Good

Sufficient

ERIAE - ECSA

ISAE3402 attestation

Attestation by appropriate
auditors

A compliance statement by the
provider if applicable

33



1SO 27017£4 1S027001EEER
- ER)EE TR Access Control 3l 40:

IIA

—+

9.2.1 User registration and deregistration ---{5 F3 &
T fH B 3T 35

9.2.2 User access provisioning -1 FA& F IR 2
=

9.2.3 Management of privileged access rights -—-E 4

RIFEER 2
9.4.1 Information access restriction --- & 51,17 BY PR &

9.4.4 Use of privileged utility programs --- E 45 5k 1
PRAFEIN ZER

34



1SO27017:2015

SO 27017 EZ CEFTIENZ T 1ZE - 2RISR |
LA EENRNEBIRRIFNERZ T EK

3.1 Shared roles and responsilgili;cihe_g,nwiizthin a cloud
£r¥uting environment - 25T EIRIETFHNHEEBEM
=]

1.5 Removal of cloud service customer assets ---fifll PR ==

REEREE

5.1 Segregation in virtual computing environments —-[E
BIETRIRIBT I 70 B

5.2 Virtual machine hardening --- & %t 08 (L

1.5 Administrator’s operational security ---& 38 2 1= 1E
ZE

4.5 Monitoring of cloud services --- = i 7% 5 1%

1.4 Alignment of security management for virtual and
physical networks ---FE AR A BN L £ E IR 15

35
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1ISO 2701853 1S027001ELER

F E1E R Operation Security + 2= Im RSV S

12.1.4 Separation of development, testing and
operational environments (when personal data is used

for testing) -—BA%: - AIRAIRIEBIBNH 8 (EREA
=R ORIES )
12.3.1 Information backup (multiple copies of data;

procedures for the backup, recovery and erasure;
providing information to the customer) -—-E & ED (

TFE%571EEJZIK1%1 - I ETERERRVBRE; D= PR H
=t )

12.4.1 Event logging (process for reviewing logs;
recording changed privacy information; providing

information to the customer) -S4 Azt (EFHZH
MBIZ; Bk B R RAE ;M B PR ER )

38



1SO 27018 1L B A [ERAE Rl 2 = 12+

Rights of the customer to access and delete the data ---

R}ETHWDHHJB?%HFE’JEBE

Processing the data only for the purpose for which the
customer has rowded this data -2 A PIREILEEE
7 B EIEEE

Not using the data for marketing and advertising —-AE
BB ETSHENES

Deletion of temporary files --- il fR B A% S 44
Notification to the customer in case of a request for data

disclosure ---TEi5 > K BIBE IR ZERIE N NBIHEF

Recording all the disclosures of personal data ---5C &% {E
N i

Disclosing the information about all the sub-contractors
used for processn);)gfthe personal data ¥ ZE R AN

=B {E A BIRRY BREER

39



1SO 27018¥J iR B A R FAE R Z E 1l

Notification to the customer in case of a data breach -—-fE &Rl HE &
SRS =

Document management for cloud policies and procedures ---Z=
RINEFHN X HFEE

Policy for return, transfer and disposal of personal data ---{& A & 1}
(IR - BEAEE R

Confidentiality agreements for individuals who can access personal
data ---OJ DA BWE A B R RV E A B9 R 2 77 5%

Restriction of printing the personal data ---5 E[{E A & Rl a9 PE Fl
Procedure for data restoration ---& KHE |R 20 B

Authorization for taking the physical media off-site ---Z M ZFHE
e e B IS HE

Restriction of usage of media that does not have encryption
capability PR R L7 M%) BEHO R BB E 2 F

Encrypting data that is transmitted over public networks ---& 383
T 6 i 11 B

Z N1

40



1SO 27018¥J iR B A R FAE R Z E 1l

Destruction of printed media with personal data ---{&& F3{@& A
=I5 B4R 52 B $5 8%

Usage of unique IDs for cloud customers -2 & FRME—ID
T

Records of user access to the cloud -3 ¥ E R ZEVED &%

ﬁ])FiS“?’éb“ng the usage of expired user IDs ---22 |FfE 3B EAFE &
X 9hu

Specifying the minimum security controls in contracts with
customers and subcontractors —-EiE BFM D EIE RTINS
o PR ERELZ T

Deletion of data in storage assigned to other customers ---fffl
5 BAA LIt 2 7 D OB A

Disclosing to the cloud customer in which countries will the
data be stored ---[AIEX P RAE R FFEE WL /11

E/r]L%%ring the data reaches the destination ---fE{RE 1 21| 3Z B
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ERZEEEFR

Cloud Specific Assessment ( laaS, Paa$, SaaS) E 45 & IWEE(h
Security Assessment ZF 5114

Legal Compliance Assessment ;&2 & 5 M LG

Data Privacy Assessment & it Fh 5714

Complete Cloud Supply Chain covered ;if|Z= 5t 222 FE 4R
ITIL, IT Service Management E &l AR 7% & I8

43



CSCC Security for Cloud Computing

1. Ensure effective governance, risk and compliance processes exist

- BREEBNNERE - ERMNEHRRIE

%ﬁAudit operational and business processes---E& &5t =15 T 15
=3

3. Manage people, roles and identities —-BIE A S - BEBMEH

4. Ensure proper protection of data and information & & IE f& {R
- IR A

5. Enforce privacy policies ---3&Hll B AT FEEFAET 2R

6. Assess the security provisions for cloud applications ---321& Z &
FANZEZHE

7. Ensure cloud networks and connections are secure ---f&{&r 2 4
IEAEELE

8. Evaluate security controls on physical infrastructure and facilities

i HE B E R A i 2 2 12

9. Manage securitxt/e\_r[ns in the cloud service agreement - &=
r#5 i PR Z T 05

10. Understand the security requirements of the exit process - [
BRNBENZTEK

ERZEJE : Cloud Standards Customer Council
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