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% % Capture-HPC Server
% & VMware-Server 1.0.6

mStepl: A7 "w(=E®OSY ¥ ) % ZVmware server » VMware-server-
installer-1.0.6-91891.exe

B ExFirewall Port 902 (By Pass)

m Step 2: Vmwarei»rg B ExPort 9024 < Capture Serversiés 4 & (T4Ep] » F]
AT MG lr L gk JF B £xPort 902

§* » Guest OS (WinXP Sp2)

m Step 3: % 2 Guest OS**VMware Server_ } > Guest OS*T 7_&_Windows XP SP2 >
Hos A €3 R AL (4Bl 453% 4% Custom = VMnet8 (NAT))

RN ES ¢



& 7 2% Guest OS (WinXP SP2)

Capture-HPC Client i& T3 & $% 1% ® Guest OS ¥
= Step 1: % ZVmware Tools
m Step 2: ¥ % Micosoft Visual C++ 2008 Redistributable Libraries (SP0) vcredist_x86.exe
= Step 3: GuestOS(WinXP SP2)® - =% % winpcap 4.0.2
m Step 4: % ZCapture-Client#% ;¢ > CaptureClient-Setup.exe
m Step5: ¥ X H 5 F & 425" > ex: Wireshark ~ Firefox
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Step 2: Capture-HPC Server 3% T_:i P’
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Global options

< global collect-modified-files="true “

. client-default= “iexplore” iexplore bulk -> iexplore

. client-default-visit-time= “300”

. capture-network-packets-malicious="true"

. capture—-network-packets—-benign="1false" e
. send-exclusion-lists= “false"

<\

. terminate= “false"
. group_size="10"

Vmware Server



 vm_stalled_after _revert_timeout=“300" HPC Server:* i vix api » HPC-
Clienti & w B PR

* revert_timeout="300" HPC Client34 {7revertps » &% 7 4 2. b & = =
* client_inactivity_timeout="60" i J/Ping7 il » & &% i

 vm_stalled_during_operation_timeout=“300"” HPC Serverz* 1 URL » HPC-
Clienti & w B FF Y

* same_vm_revert_delay="6" :* revert ¥ 7 - Svmware ! 7 7 FHPC-
ClientfF > delayf= ¥

» different_vm_revert_delay=“24" i Jirevert: % [Fvmare  fHPC-Client -
delayFF [

/>



Virtual Machine Server

B<virtual -machine-server
type= “vmware-server”
address= “VMware Server #7t3 #$[P” port= “902 (Listen Port)
username="VMware Server #7173 % ~ kg 7
password= “ VMware Server #1 7 #% » 25 ">
<virtual-machine
vim-path= “Vmware_t Guest0S & /&
C:\Virtual Machines\xxx\Windows XP Professional. vmx"
client-path= “HPC-Client#z ;%% 5
C:\Progra~1\Capture\CaptureClient. bat"
username= “GuestO0S % » tk5. HPC “

password="GuestOS % » % #HPC@nche
/>

</virtual-machine-server>
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* java -Djava.net.preferlPv4Stack=true —jar CaptureServer.jar

-s <¥7+#|#4IP Lisening address>:<IP Listening port>
-f input_url.txt
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Log Information on Capture-Server

Safe.log : the clear and deemed benign URLs
Process.log : visiting information for URLs

Error.log : URLs that could not be visited

States.log: the performance of the Capture-System
Malicious.log : the list of deemed malicious URLs

Server_timestamp.log : a list of state changes for
visiting each URLs

Server_timestamp.zip: the files with modified or
deleted off on the client machine during the
interaction with a malicious servers
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Capture-Client Readme
Capture-Server Readme
Capture Communication Protocol

Capture FAQ :
https://projects.honeynet.org/capture-hpc/wiki/FAQ

Preprocessor README
TroubleshootingGuide
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