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* ITU by JPNIC IP Department, July 31,2006.

F2H L FiEp T T IR 0E 1 B 1P = 1 pool
(IANA*)Fg 3+
= P
The ISP Column July 2003 Geoff o kB iTl0E B E | 2021
Huston AR %
Internet Protocol Sep. 2005 Tony Hain | e ixyps 1752 4 & 4% | 2009~2016
Journal (Cisco) #
IPv4 Address Report | Dec. 2005 Geoff o ikipki710E % E |Jan 2013
Huston Ap A
IPv4 Address Report | April 2008 Geoff o iy # 171200 days | Aug. 2011
(daily update) Huston ¥ R ARE
e predictive model :
quadratic equation
IANA : Internet Assigned Numbers Authority
| M FEEE
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e Scaling problems with Inter- domain routing
— CIDR (Classless Inter-Domain Routing)

e Manual configuration required
— DHCP (Dynamic Host Configuration Protocol)

e Multicast, Security, Quality of Service and
Mobility
— IP multicast, IPSec, DiffServ and IP mobility

e Header and format limitations that limit future
flexibility
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Lightening Management & Control
- Using IPv6 based Facility

Networking

- Area Management System, i.e.,

not single facility but multiple
facilities
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o IPV6:i 32 T 143 4 &
— IPv6 Addressing
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o IPV6i¢ * 128Bitehizht 5 B > 4 A& 7 F 2M28ehinpt 2 7
16 (2M) 47 0 T B 328 L 2 T
@ 4= & ®0010% L~ i T 52
e 0010 0000 0000 0011 = % 2003
o * T xpl % B
e 20030000000000B30000000000001234 (+ £ % % zc4%)
e >2003:0000:0000:00B3:0000:0000:0000:1234( 4 5 ~ £ » 14 | 54 FL)
e >2003:0:0:B3::1234(fi B)
o BRI
= 5 16Bits4r B gg2_4bitd 7+ 200 TF g
= £16Bits> 20> BT H B 50
= iR % E2 16BitsELiE W 200000 B >4 o B G

v

v — el R
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k2 or 22 (IPvd Embedded)

e |[Pv6 Address ¥ i #* IPv4iz 4t iT 5 H = ht ek
32bit

B e

1. 2003:0:0:B3::192.168.0.1=2003:0:0:B3::C0A8:1

2. 2003:0:0:B3:0:ffff:172.16.0.1

3. 2003:0:0:B3:0:5efe:10.10.0.1

AR 0 IPVARRG* SBELFE » ULk T oo
IPV6IR (> * % %,{Av\ - L Flnf_%cm o
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e Unicast (2422 ﬁi;f])
— Address of a single interface

— Delivery to single interface
— for one-to-one communication

e Multicast (¥4 % iﬁ%l) /
— Address of a set of interfaces ,
— Delivery to all interfaces in the set \
— for one-to-many communication

o Anycast(? B4 B - F ERHIF a4
— Address of a set of interfaces

—_—

— Delivery to a single interface in the set
— for one-to-nearest communication
— Nearest is defined as being closest in term
of routing distance RS
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eGlobal Scope
¥ ZAlnternett 3 @2 =p 5 B o H iz

:é Global Unicast Addresses

eLink Local Scope:

“r3 el — B Layer2iE gL T coHost i@ Unique-Local

hizg 7 B H iz 5 Link-Local
Addresses

eUnique-Local Scope (#g 7 IPv4rPrivate
Address) :

S T.lt" BBt B BT 2 % PR
h__—p » H wh_;;s Unique- Local
Addresses
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2003:0:0:B3::1234/64

e h 381> 2003:0:0:B3

Interface = ht¥Ri>: 2L B k3¢ :0:0:0:1234
85N 111234

Network = st #8 & F o B 3% & 3 i
Interface i=st & & + d Hostzyj&-z_

| n bits | 64-n bits | 64 bits |
T o o +
| global routing prefix | subnet ID | interface ID |
T o o +
‘=P EEFEE
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vork ID 3R R8N feid {9 4]

1. # * Neighbor Discovery (ND) - #*<Router
Advertisement

2. DHCPvV6 - Prefix-Delegation
3. ;X T
4. Tunnel Server i ¥op # & 2 &35 T (IPv4T)
5. VPN Server (IPv4 and/or IPv6)
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e CIDR-Like notation used to specify preflx length

IPv6z > * /X B~iXIPv4 Subnet maskz. % -+ =% ;8 X ¥ d 0% 127
> e

1. 2003:1234:3344::34ff:2314/64 i~ % 7 Network ID3% i» % 64bit

2. 2003:1234:3344::341f:2314/60 ~ % 7 Network ID 2R i» % 60bit
3. 2003:1234:3344::34ff:2314/127 ~ % 7 Network ID =R i» % 127hit

%+2003:1234:3344::3411:2314/127% 3 { % chE &

H ¢ Network ID 8 i» % 2003:1234:3344::34ff:2314

R 775 BHost 22IPV4AT7 e enE ie s BHostE ¥ gt s 4o
2003:1234:3344::3411:2314/127 £ 2003:1234:3344.::341f:2315/127
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Interface 1D

e Unique to the link
e Identifies interface on a specific link
e Can be automatically derived

- IEEE addresses use MAC-to-EUI-64
conversion

- Other addresses use other automatic means
e Can be used to form link-local address

e Can be used to form global address with
stateless autoconfiguration

F[HETRING LINE Corporation IPv6 Addressing F&=by Leo.T.Chiang

sMESTE
s
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face_I])iib 4}_ 4 4

1. # * modified EUI-64 ;% & ;= » ‘& d MAC Address
2+ 5 diinterface a1+

T PR A L PN

+ 3K L

Tunnel Server ik st p & & 4 45 T

Ed s A 4 2 B %t = u (IPV6 IPSec)
DHCPV6 = IR & 15 2 (Stateful)

e Y
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C Address & 2 Interface 1D

1. First three octets of MAC is Company-I1D

2. Last three octets of MAC is Node-ID

3. # FFFE% » Company ID¥ Node-ID

4. Company ID 2i& i % 71 /2 2. % 7# % Univeral/Local-Bit >
2% % 14 7 Global Scope

4o MAC Address = 00-C0-3F-BB-93-91 - g
Company ID % 00-C0-3F, Node ID = BB-93-91
00-C0-3F-FF-FE-BB-93-91
Company ID 2:& i~ # 7+ ;= 5 00000000 11000000 00111111

% 5 02-CO-3F

1
2
3.
4. #-%Tbitzz 51> % 00000010 11000000 001111111
3
6

Interface ID & 2CO0:3FFF:FEBB:9391

CHT-TL Copyright Reserved
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IEEE 802 Address: cceceec00 cocecoecoee coocoeeee OO0 X000 X0

|IEEE administered company ID Manufacturer selected extension ID

M 24 bits —————— w4 24 bits —— W

EUI-64 Address:

cceeecc00 cecocoeceee coccoceoe 11111111{11111110 XXXXHKHKX O0ONKK XXXXXKKK

OxFF OxFE

IPv6 Interface Identifier:

v
cceecc10 cecocoeceee cecocoeceoe 11111111 11111110 XxX000000 0K XXOXXXXXK

d
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e Global routing prefix: The global routing prefix is designed
to be structured hierarchically by the RIRs and ISPs.

e Subnet ID: An identifier of a link within the site. The subnet
field is designed to be structured hierarchically by site
administrators.

e Interface ID: Identify interfaces on a link. They are required
to be unique within a subnet.

Prefix o

2001::/16 IPv6 Internet, ARIN, RIPE NCC,
LACNIC

2002::/16 6to4 Tunnel & *

2003::/16 IPV6 Internet RIPE NCC

2400:0000/19 |IPv6 Internet APNIC
2400:2000::/19
2400:4000::/21

F::ﬁ,;:glp Jﬁfﬁbﬁ%zj http://www.ripe.net/rs/ipv6/stats/index.html
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*Meaningful only in a single link zone, and may be re-used on other links
Link-local addresses for use during auto-configuration and when no
routers are present

*Required for Neighbor Discovery process, always automatically
configuration

*An IPv6 router never forwards link-local traffic beyond the link
*Prefix= FE80::/64

1111111010 0 interface ID

10 bits 54 bits 3 64 bits

J[H]FITWNIC IPVGﬁrﬁ?FFIED : zm_?%%
CHT-TL Copyright Reserved 41/91 _j e

° meanlngful only in a smgle site zone, and can not be re-used in
other sites

e Equivalent to the IPv4 private address space
e Replace Site-Local Addresses

e L identifies the assignment policy. Only value 1 (FDO0O::/8) is
currently in use designating a local assignment*

e Global ID is a 40-bit identifier that ensures the global uniqueness
of the address. It is generated pseudo-randomly and must not be
sequential. Because ULAs should not be globally routed, they do
not need to be aggregated, so sequential global IDs are not

necessary *
e Prefix= FC00::/7 L=1 %5 Local
L=0 [
1111110 |L| Global ID | subnet ID interface 1D
7 bits 1 bits40 bits 16 bits 64 bits
*5 5| 1Deploying IPv6=_ =Iﬁjcls$Prea§%2 =
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e Multicast address can not be used as source or as intermediate destination in a Routing
header

e Flag field ORPT 4bits
— The low-order Transient(T) flag indicates permanent (T=0) / transient(T=1) group

— The P bit is defined in RFC 3306, and it indicates whether the multicast address is built
based on a unicast prefix (set to 1) or not (set to 0).

— The R bit defined in RFC 3956, if set to 1, indicates that the multicast group address
contains the unicast address of the RP servicing that group.

e Scope field
— 0: reserved
. Interface-Local
- Link-Local FF02::/16 % 5+ & Multicast i+ 4+ % £< > Fla
* reserved 4 group ID » 7 i * unicast prefix~» 2 ¢ 7 RPF 3 >
: Admin-Local Scope ¥ Scope = link-local
: Site-Local
— 8: Organization-Local
— E: Global
— Others: reserved

11111111 ] flags | scope group ID

(@]
=
=i
—
=)
v <
(*4

|
O b wDN -

< > < » < » <
< L} L L

4 112 bits =MEFE
43/ 1

®®F R A

8 4
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IPv6 Well-known multicast IPv4 Well-known multicast Multicast Group
address address
Node-local scope
FF01:0:0:0:0:0:0:1 224.0.0.1 All-nodes address
FF01:0:0:0:0:0:0:2 224.0.0.2 All-routers address
Link-local scope
FF02:0:0:0:0:0:0:1 224.0.0.1 All-nodes address
FF02:0:0:0:0:0:0:2 224.0.0.2 All-routers address
FF02:0:0:0:0:0:0:5 224.0.0.5 OSPFIGP
FF02:0:0:0:0:0:0:6 224.0.0.6 OSPFIGP-DR*s
FF02:0:0:0:0:0:0:9 224.0.0.9 RIP routers
FF02:0:0:0:0:0:0:D 224.0.0.13 All PIM routers
Site-local scope
FF05:0:0:0:0:0:0:2 224.0.0.2 All-routers address
Any valid scope
FF0X:0:0:0:0:0:0:101 224.0.1.1 Network time protocol NTP
mpETE
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Dv6 _Anys:ag Address

Assigned to multiple interface

Only used as destination address

Only assigned to router

anycast addresses are indistinguishable from unicast
Subnet-router anycast address is predefined and required
IPv6 reserved anycast address for future use

Anycast ID: 0-125, 127(00-7D, 7F) 5 %% # &

Anycast ID:126 (7E) > P = 37 5 Mobile IPv6 home agent’s
anycast addresses

Unicast Address with EUI-64 Interface ID ([ﬁ\‘gﬁ ﬁ w O ﬁ% & Anycastifs5i ' [)

Subnet Prefix 000...000 Anycast ID
64 bits i/ - ES
57 bits - _Eﬁltﬁ @ (=
CHT-TL Copyright Reserved 45,/ 91 . B F T B

3 SPEQlAk -USE Addresses

o UnspeC|f|ed address(O:O:O:O:O:O:O:O or: )
— Indicate the absence of an address
— Equivalent to IPv4 0.0.0.0

— Never assigned to an interface or used as a destination
address

e Loopback address (0:0:0:0:0:0:0:1 or ::1) #p § ** 1Pv4 127.0.0.1
— ldentify a loopback interface

e IPv4-compatible address (0:0:0:0:0:0:w.c.x.z or ::w.c.X.z) (# &
i)
— Used by dual-stack nodes

— IPv6 traffic is automatically encapsulated with an I1Pv4
header and send to the destination using the 1Pv4
infrastructure

e |Pv4 mapped address (0:0:0:0:0:FFFF:w.c.x.z or ::FFFF:w.c.x.z)
— Represent an IPv4-only node to an IPv6 node
— Never used as a source or destination address of I1Pv6 packet

R MEFE

CHT-TL Copyright Reserved  JI%IFITWNIC BeSH gafretspepizsas e




*ﬁ TR g

1. Loopback address (p #)

2. Link-Local address (p #)

3. Unicast or anycast address if configured (£ p # » £ #)

4. Subscribe to the all-nodes multicast address (p #)

5. Multicast address of all the groups it subscribes to (g #)

6.  Subscribe to its own solicited-node multicast address (% = # = = {5 p #)

e Router i £ supportr? = = f& i=xt (47T 4k 0 Routeri= ¢

pieg 2

1. Subnet-router anycast address

2. All configured anycast addresses

3. The all routers multicast address

=P EETE

CHT-TL Copyright Reserved 47/91 F EETR

o |IPV6¥ i * Layer 274+ # 2 Layer 3 Interface ID
(IPv6 Only)

e IPv6¥ 11 #-Layer 3 Multicast i1 mapping = Layer 2
multicasti-a+ (£2 IPv44p I )
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Fiet

e MAC Address 7% 16 bitik - & 3333/ » 4pLayer 3 &
Multicast IPv6z_ £} #

e H#IPv6 multicast address =71 32 bit Copy I #|4# c332bit
MAC Address > %f‘u%? = 3 IPv6 Multicast = xt ¥+ & 2_ Layer 2

MAC address
Multicast Address !
64 bits
FF02 0000 0000 0000 0000 0001 FF3A F041
< » 32bits
Copy
Multicast Layer2 Address 3333 FF3A  F041
| 48bits
, ‘= EFE
CHT-TL Copyright Reserved 49/91 = T E B R

e (3) Utilization Metric

Log (number of allocated objects)
HD-RAt10 = mmmmmm e e e e e e e e
Log (maximum number of allocable objects)

o H ¥ objectsdy & & & 5 /56:0IPv6izat 3 B o 4 HD-Ratio
% 30.94pF » TF DA e e eh g R oo
o LIR/ISPpz# IPV6i=ht 7 & ¥%end usersnfk & i B
— B 1645 Bk A8 (riF 5 B/A8 s ARFEE fa )
— /64 ¥ H =5 F & @& * - — & (one and only one) subnetp
TS G H 64 n 2 oo
— /48 — AT A ¥ HH A8t SR o
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o IPV6:i 32 T 143 4 &

— IPv6 Header Format

CHT-TL Copyright Reserved 51/91 % ' B W T B

| maximum
L 65535 octets I
minimum
20 octets _'l
A
IPv4 Header Data Field
IPv4 PDU
| maximum

|
|_ 65535 octets ‘
Fixed
40 octets | 0 or more |

IPv6 Header EXtension Extension Transport-level PDU
Header Header
IPv6 PDU

CHT-TL Copyright Reserved 52/91 ' & & R F




IPv4 Packet Header IPv6 Packet Header
y 4

IHL 4 Service
Type 8 A—" —)
Identification 16 Flags 3 Offset 13

Class 8 Flow Label 20

Next Hop
Header 8 Limit 8

8 Protocol 8 Header Checksum 16

Source Address 32

—
Options + Padding

|f—— 32 bits ——

9191 ITWNIC IPVB3 PEI ety = :EZ 'E' B
CHT-TL Copyright Reserved 53/91 FEETREF

e Streamlined (= B =4 # %)
Fragmentation fields moved out of base header [ changed | | Removed |

16 24 31

IP options moved out of base header Obits B 4 8
Ver @ ervice Type

Header Checksum eliminated
Header Length field eliminated
G o o] Groweo

Length field excludes IPv6 header

Alignment changed from 32 to 64 bits

e Revised (= B AL 37H &)
Time to Live - Hop Limit
Protocol = Next Header m
Precedence & TOS — Traffic Class
Addresses increased 32 bits =+ 128 bits

e Extended (F73 - B 1)
Flow Label field added

Total Length

Fragment Offset

Header Checksum

*f [E] EIntroduction to IPv6, Cisco 2001

sHEEFE

TREWRMA
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IPv4 header

IPv6 header

Version

Version

IP e &

Traffic class

Type of service

BUEG R

Payload length

Payload length

headeris & = a*r\ Flernd B

Protocol type

Next header

T — i&headerst: T 55

Time to live

Hop limit

e ¥ aRR Y OER

CHT-TL Copyright Reserved

55,91 %

| oli‘ﬂzﬁhm FS/,}...

IPv4 header IPv6 header H s R F
IHL

3 Payload Iengthj; X397 0 Fla
IPv6 header £

Identifier, flags,
offsets

Fragment extension header zJ2 4 1)
& chs (F

checksum

AN ““" I "erum]&'lfF'&ﬂ}fr' éu?f;‘),%l

Flow label

* KLt flowE b g2 § endt @
’ i"ﬁ >

CHT-TL Copyright Reserved
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|<— 40 octets —>|<—00r more —»l

IPv6 PDU general form

Hop-by-hop options header
Routing header

Fragment header
Authentication header
Encapsulating security payload header
Destination options header

CHT-TL Copyright Reserved 57/91

Order Header Type Next Header Code
1 Basic IPv6 Header
2 Hop-by-Hop Options 0
3 Destination Options (with Routing Options) | 60
4 Routing header 43
B Fragment header 44
6 Authentication header 51
7 Encapsulation Security Payload header 50
8 Destination Options 60
9 Mobility header 135
No Next header 59
Upper layer | TCP 6
Upper layer | UDP 17
Upper layer | ICMP 58
CHT-TL Copyright Reserved 58/91 2 IT{?H?*; 1;




SRR
klnext header

CHT-TL Copyright Reserved

59/91 ; T

| ST RVEYRE B I Y
lfauter)ﬁﬁﬁ (0)

FIRZ[E |0 |

AYRRE | ﬂﬁ%![‘ (43)

B s PEIS B 55 O FT 0 (44)

]ty 17 end-to-endfiY

A4

erpe] R R %‘L’EZ]E’I@F?;%
(51)

J| EHE @ vpayloady =i

(50)

[F e

A

(1) 13 FRE{HiEEE

i

Pv6 EAATE TCP icati :
B = 6 et Application {E5H 2
(TCP)
(2) FE i AU — (B |
IPvs E 4SS Routing &5 TCP
T—{EtEE =43 T—{EEE =6 e Application {Z5H
(Routing) (TCP)
(3) RE{HAZEEE BT
IPv6 HAAEEE Routing fZ55 Fragment el - >
T—EEE =43 | FT—{EEE -4 & g R R cEon
(Routing) (Fragment) T—{BtfE=6 ]
(4) FEEAREE HH =B
IPv6 E{E5 | Routing {fE58 Fragment Security | TCP e et o %>
T—EEE =43| T—{BEHE G = T—|
—44 [T —(BEE-50| EEE-. ERN
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o IPV6:i 32 T 143 4 &

— IPv6 Core Protocols

* ICMPV6
* Neighbor Discovery (ND)
» Multicast Listener Discovery (MLD)

CHT-TL Copyright Reserved 61/91

TCP/IP Protocol Suite

DARPA layers

0S|I model layers

Application Layer
Presentation Layer Application Layer HTTP FTP SMTP DNS RIP SNMP
Session Layer
Transport Layer TCP UDP
Transport Layer
‘ IGMP \ ICMP MP | ND | MLD
Network Layer Internet Layer ICMPv6 ICMPv6
ARP IP (IPv4) IPv6
Data Link Layer
Network Interface | [ 80211
Layer i Ethernet i wireless i Frame Relay ATM
Physical Layer LAN

CHT-TL Copyright Reserved 62/91

J[H]EITCP/IP Fundamentals for Microsoft Windows Chapter 2

|I|l||I
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IPv6 Core Protocols

° }va’f*'u—’»i;%f 3; % - /—Iﬁt}i% ’|PV6 L»-‘Hi/ ﬁ%

Core Protocols BNL

IPV6 W IPVA g 8 4] | B2 2R ¥ A IPv4ALS é\;T i m%,‘iﬁ » 12 |IPV6
Core Protocols#nss &t 35 ~ 35 %

IPV6 IPv4 IPv6 is a routable protocol that addresses, routes,
fragments, and reassembles packets

ICMPV6 | ICMP ICMPV6 provides diagnostic functions and reports
errors when IPv6 packets cannot be delivered.

ND ARP ND manages interaction between neighboring
nodes, including automatically configuring
addresses and resolving next-hop IPv6
addresses to MAC addresses.

MLD IGMP MLD manages IPv6 multicast group membership.

g [®]EITCP/IP Fundamentals for Microsoft Windows Chapter 2
CHT-TL Copyright Reserved
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63/ o1 C

=Gl

e An integral part of IPv6 and MUST be fully
Implement by every IPv6 node (RFC 2463—>RFC
4443)

Internet Control Message Protocol For IPv6
Next Header value= 58

MesSages

Report delivery or forwarding errors
Provide simple echo service for troubleshooting
Multicast Listener Discovery (MLD) -3 ICMP

e Neighbor Discovery (ND) — 5 ICMP messages

J[H]FITWNIC |PV6§C3‘Z{'TfJFFu “?ﬁﬁﬂ?ﬁﬂfﬁ%;ﬁ
CHT-TL Copyright Reserved
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MPv6 message format

Type [8]

Code [8] Checksum [16]

Message Body [N*32]

Field Name |Bit Length |Description

Checksum 16 The checksum is a 16 bit CRC check calculated over the entire
ICMPv6 message, including an IPv6 "Pseudo Header” as defined
in Section 8.1 of [IPv6].

Code 8 The code field further defines the message content

Type 8 The Type field identifies the message contents. ICMPvb
messages are divided into two classes; Error messages and
Informational messages. The Type values of Error messages go
from 0 to 127. Informational messages have type values from
128 to 255.

Message Body N*"32 The message body depends on the message type. Every ICMPvG

error message includes as much of the offending packet as can
be accommodated without exceeding the minimum [Pvé MTU
(1280 bytes).

CHT-TL Copyright Reserved
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ICMP v6

TYPE Meaning

128 Echo Request

129 Echo Reply

130 Multicast Listener Query

131 Multicast Listener Report

132 Multicast Done

133 Router Solicitation

134 Router Advertisement

135 Neighbor Solicitation

136 Neighbor Advertisement

137 Redirect Message

138 Router Renumbering

139 Node Information Query

140 Node Information Response

141 Inverse ND Solicitation

142 Inverse ND Advertisement Message

150 Home Agent Address Discovery Request Message

151 Home Agent Address Discovery Reply Message

152 Mobile Prefix Solicitation Message Format

153 Mobile Prefix Advertisement Message Format

CHT-TL Copyright Reserved
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g covery (ND)

e RFC 2461(=>RFC 4861) (Updated by RFC4311)

e Nodes (Hosts and Routers) use ND to determinate the
link-layer addresses for neighbors known to reside on
attached links and quick purge cached valued that
become invalid

e Hosts also use ND to find neighboring router that willing
to forward packets on their behalf

e Nodes use the protocol to actively keep track of which
neighbors are reachable and which are not, and to detect
changed link-layer addresses

e Replace ARP, ICMP Router Discovery, and ICMP
Redirect used in IPv4

1PV

97 [ ITWNIC IPV{ (RIS gy piat I 5 =‘=IEﬁ E & ’1%
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ICMP message types:
— Router Solicitation (e Link+ 4 mied =5 %)
— Router Advertisement (4% Network Prefix: 4 b % %)
— Neighbor Solicitation (ARP Request)
— Neighbor Advertisement (ARP Reply)
— Redirect

Functions performed:
— Router Discovery
— Prefix Discovery
— autoconfiguration of address & other parameters
— Duplicate Address Detection (DAD)
— Neighbor Unreachability Detection (NUD)
— Link-Layer address resolution

- fII’S'[-hOp I‘EdlreCt *f [E] EIntroduction to IPv6, Cisco 2001
mfEEE
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ND Autoconflgu ratlon Prefix &

1. RS: 2. RA:
ICMP Type = 133 ICMP Type = 134
Src = :: Src = Router Link-local Address

Dst = All-Routers multicast Dst = All-nodes multicast address
Address (FF02::2) (FFO2::1)

guery= please send RA Data= MTU, options, prefix,
lifetime, autoconfig flag

eRouter solicitation are sent by booting nodes to request
RAs for configuring the interfaces.

CHT-TL Copyright Reserved 69/91 3 'l B &R H

ICMP type = 135 (NS)
Src=A
Dst = Solicited-node multicast of B
Data = link-layer address of A

Query = what is your link address?

v

ICMP type = 136 (NA)

Src =B

Dst=A

Data = link-layer address of B

P
«

A and B can now exchange
packets on this link

CHT-TL Copyright Reserved 70/91 'l B &R H




- ND Redirect

Router dvertisement

. =),  @-
| |
= Src= A J

gl == Dst IP = 3FFE:B00:C18:2::1
N Dst Ethernet = R2 (default router)
\_\/) ~ Redirect:
Src =R2
3FFE:B00:C18:2::./64 Dst = A

Data = good router = R1

e Redirect is used by a router to signal the reroute of a packet to
an onlink host to a better router or to another host on the link

| 5% w1
CHT-TL Copyright Reserved 71/91 ® & & R
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~~Minimum MTU

° L|nk MTU

— A link’s maximum transmission unit (ex: the max IP packet
size that can be transmitted over the link)

e Path MTU

— The minimum MTU of all the links in a path between a
source and a destination

e Minimum link MTU for IPv6 is 1280 octets vs 68
octets for IPv4

e On links with MTU < 1280, link-specific
fragmentation and reassembly must be used

e On links that have a configurable MTU, it’s
recommended a MTU of 1500 bytes

JIEJEITWNIC IPVGHff{?f& “ﬂi‘yﬁjﬂjﬁﬂ

='ED$“1=.
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st Listener Discovery (ML D)

e MLDv1
— RFC 2710, RFC3590
e MLDv2
— RFC 3376, RFC 3810, RFC4604 MLD SHELELICMPV6
e ICMP Messages Types FHEUSIE]130 ~ 13171132

— Multicast Listener Query
— Multicast Listener Report
— Multicast Listener Done
— MLDv2 Multicast Listener Report
® ¥ L
— Enabling routers to discover the set of IPv6 multicast addresses
for which there are listening nodes for each attached interface.

— Like IGMPv2, MLD discovers only those multicast addresses
that include at least one listener, not the list of individual
multicast listeners for each multicast address.

CHT-TL Copyright Reserved 73/91 3 'l B &R H
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— IPv6 Routing
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ting-inil?v 6 (13)

e As in IPv4, IPv6 supports IGP and EGP
routing protocols:

— IGP for within an autonomous system are
* RIPng (RFC 2080)

 OSPFv3 (RFC 2740 change to RFC 5340)
* Integrated 1S-ISv6 (RFC 5380)(2008/10)

— EGP for peering between autonomous systems
« MP-BGP4 (RFC 4271, RFC 4760 and RFC 2545)

e IPVG still uses the longest-prefix match routing

algorithm
| GUEEE
CHT-TL Copyright Reserved 75/91 T E B R
tingjniIPV6 (213)
e RIPNg
— RIPVv2, supports split-horizon with poisoned reverse
— RFC2080
e IS-ISV6

— Shared IGP for IPv4 & IPv6

— Route from A to B same for IPv4 & IPv6

— Separate SPF may provide SIN routing
e OSPFVv3

— Based on OSPFv2, with enhancements
— Route from A to B may differ for IPv4 & IPv6
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e BGP4+
— Added IPv6 address-family
— Added IPv6 transport
— Runs within the same process - only one AS supported
— All generic BGP functionality works as for IPv4
— Added functionality to route-maps and prefix-lists

CHT-TL Copyright Reserved 77/91 T REEWREH
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— IPv6 IPSec and QoS
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_1Pv6 Security

-

e All implementations required to support
authentication and encryption headers (“IPsec”)

e Authentication separate from encryption for use in

situations where encryption is prohibited or
prohibitively expensive

e Key distribution protocols are under development
(independent of IPv4/v6)

e Support for manual key configuration required

| E.-‘:IEf] ﬁ @' ’1%
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| Internal External .
™ Network NeW ——

Encrypted TCP Session 3

(a) Transport-level security

— T R
Corporate\ /Corporate .
| Nework Network
Encrypted tunnels
carrying IP traffic

sl 000N 7\/ S -
._ (Corporate Corporate .
i j\letwork &Network 4

(b) A virtual private network via Tunnel Mode __ - o0 — ,—
| = PEEE
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o 1 & :,yﬂr = fa Header :
— 23E* 2 Authentication Header

— T4 % * 2 Encapsulating Security Payload Header »
F#-ESP Header

o IPVE 2= |PSec4r & 4% 4

CHT-TL Copyright Reserved 81/91 3 'l B &R H

r._g.OS ’&#‘]% 5

b

o IPV62 QO0S:&F (44|31 & L &% | /é;AppI ication 7 £y

TW@W’EAEQW#P£% RN ER 5 5
QoS Policy2 3k %_» iz p =" IPv6 Qo 4 Jé’%%ﬁ;}éﬂ* v A
RETF AR ZFY MiFEB

o IETF#% ! % Q0S4

Awl

1. “Integrated Service” (int-serv)
— fine-grain (per-flow), quantitative promises (e.g., X bits per second),

uses RSVP signaling
2. “Differentiated Service” (diff-serv)

— coarse-grain (per-class), qualitative promises (e.g., higher priority),
no explicit signaling

*o [H]F lIntroduction to IPv6 Cisco 2001

- HE IS

REWMREMF
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e Inter-Serv
— 20-bit Flow Label field to identify specific flows needing special QoS

e Diff-Serv

— 27 |PvA4p I 454
— 8-bit Traffic Class field to identify specific classes of
packets needing special QoS

CHT-TL Copyright Reserved 83/91 3 I = Eﬂ % Fi

o IPV6:i 3 t2 T B2 43 4 &

— IPV6 £ IPv4 vt g
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A

£ IPY6IL R (1/2)

Feature IPv4 IPv6
Source and destination 32 bhits 128 bits
address
IPSec Optional required

Payload identification
for QoS in the header

No identification

Using Flow label field

Fragmentation

Both router and the
sending hosts

Only supported at the
sending hosts

Checksum of header

included

Not included

Resolve address to a
link layer address

broadcast ARP request

Multicast Neighbor
Solicitation message

CHT-TL Copyright Reserved
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Feature

IPv4

IPv6

Determine the address of
the best default gateway

ICMP Router
Discovery (optional)

ICMPV6 Router Solicitation
and Router Advertisement
(required)

Send traffic to all nodes
on a subnet

Broadcast

Link-Local scope all-nodes
multicast address

Configure address

Manually or DHCP

Autoconfiguration/DHCPV6

Map hosts name to A AAAA
addresses
Manage local subnet IGMP Multicast Listener Discovery
group membership (MLD)
PN & [55)
CHT-TL Copyright Reserved 86/91 j Tf ‘ég

= G




IPv4 neighbor functions and IPv6

IPv4 Neighbor Function

IPv6 Neighbor Function

ARP Request message

Neighbor Solicitation message

ARP Reply message

Neighbor Advertisement message

ARP Cache

Neighbor cache

Gratuitous ARP

Duplicate Address Detection

Router Solicitation message

Router Solicitation message

(optional) (required)
Router Advertisement message Router Advertisement message
(optional) (required)

Redirect message

Redirect message

CHT-TL Copyright Reserved

IPv4 Address

IPv6 Address

Internet address classes

Not applicable

Multicast addresses (224.0.0.0/4)

IPv6 multicast addresses (FF0O0::/8)

Broadcast addresses

Not applicable

Unspecified address is 0.0.0.0

Unspecified address is ::

Loopback address is 127.0.0.1

Loopback address is ::1

Public IP addresses

Global addresses

Private IP addresses

Site-local addresses (FECO0::/10)

APIPA addresses (169.254.0.0/16)

Link-local addresses (FE80::/64)

Syntax: Dotted decimal notation

Colon hexadecimal notation

Masks: Dotted decimal or prefix length

Prefix length notation only

DNS forward: A resource record

AAAA resource records

DNS reverse: IN-ADDR.ARPA domain

IP6.ARPA domain
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e Microsoft IPv6 http://www.microsoft.com/technet/itsolutions/network/ipvé/default.mspx

e Cisco IPv6
http://www.cisco.com/en/US/products/ps6553/products ios technology home.html

e Cisco I0S IPv6 Configuration Library
http://www.cisco.com/en/US/products/sw/iosswrel/ps5187/products configuration guide book09
186a00801d65f9.html

e HPIPv6
http://h71000.www7.hp.com/doc/732final/6645/6645pro.html#bottom main
The IPv6 Portal
http://www.ipv6tf.org/

IPv6 Style
http://www.ipvéstyle.jp/jp/statistics/ipvewin/index.shtml
The Join Project
http://www.join.uni-muenster.de/Join/index_join.php?lang=en
IPv6 Forum Taiwan
http://www.ipv6.org.tw/
Deep Space 6
http://www.deepspaceb.net/
Hexago
http://www.hexago.com/
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