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pgtrans(\V6OPS) Working Group

e Next Generation Transition (ngtrans) working
group of the IETF

e Replaced by V60OPS working group
e overall goal : assisting the transition to IPv6
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2xt Generation Transition

Dual Stack

NGTrans |
v6ops
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sition. mechanism

e Dual stack

— allow IPv4 and IPv6 to co-exist in the same
devices and networks.

e Tunneling

— enable network edge devices to interconnect
over incompatible networks.

e Translation

— allow IPv6-only devices to communicate with
IPv4-only devices
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___Dual Stack

e RFC 2893 -> RFC 4213

IPv4/IPv6
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IPv6

e RFC 3056

IPv6

e RFC 3053
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e RFC 2765 ; RFC 2766

NAT-PT
s SIT

e RFC 2767

IPv4 Apps
BIS

IPv4 Apps

BIS

IPv6 Stack M IPv6 Stack

IPv4
Host

o RFC 3142
IPV6 TCP/UDP-Relay
Host IPv6**I1Pv4
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e |IPV6/IPv4 &#IP#% 4] (Dual Stack)
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e RFC 4213 obsoletes RFC2893

e RFC 4213 “Basic Transition Mechanisms
for IPv6 Hosts and Routers “ , Oct.,2005

e RFC 4213 defines two mechanisms that
IPv6 hosts and routers may implement in
order to be compatible with IPv4 hosts and

routers.

— Dual IP layer (Dual stack)

— Configured tunnels

— Other transition mechanisms, including other
tunneling mechanisms, are outside the scope of

this document
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LStack Mechanisms q.)

e Dual IP Layer Operation (dual stack)
— Both IPv4 and IPv6 are directly supported

e |IPV6/IPv4 nodes

— for IPv6 nodes to remain compatible with
IPv4-only nodes
— operated in one of three modes:
* |IPv4 stack enabled and IPv6 stack disabled
* |Pv6 stack enabled and IPv4 stack disabled
* both stacks enabled.
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Applications
TCP/UDP Routing Protocols
IPV4 IPV6 TCP/UDP
Device Driver IPV4 IPV6

E! Device Driver
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e if i #5+](Tunneling)
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o Mechanism to carry IPv6 packets over IPv4
Infrastructure

0 Encapsulate IPv6 in IPv4
o Tunnel endpoints are explicitly configured
o All IPv6 implementations support this
o Tunnel endpoints must be dual stack nodes
0 The IPv4 address is the endpoint for the tunnel
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IPv6 Island

IPv4 Networks IPv6 Island

IPv4 Tunnel
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IPv4 infrastructure

IPv6 domain IPv6 domain |§|
‘ IPv6 over IPv4 tunnel ‘

T IPv6

node

IPv6/IPv4 router IPv6/IPv4 router
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IPv4 infrastructure

Host A IPv6 domain Host B

‘ IPv6 over IPv4 tunnel ‘

IPv6/IPv4
node
IPv6/IPv4 router
= DFEFE
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node
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IPv6 Tunnel Broker

RFC 3053
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e |Pv6 tunneling over the internet requires heavy

manual configuration

— Network administrators are faced with overwhelming management
load

— Getting connected to the IPv6 world is not an easy task for IPv6
beginners

e The Tunnel Broker approach is an opportunity

to solve the problem
— The basic idea is to provide tunnel broker to automatically manage

tunnel requests coming from the users
e Benefits

— Stimulate the growth of IPv6 interconnected hosts

— Allow to early IPv6 network providers the provision of easy access
to their IPv6 networks
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—-lunnel. Broker

e Tunnel broker automatically manages
tunnel requests coming from the users

— The Tunnel Broker fits well for small isolated IPv6
sites, especially isolated IPv6 hosts on the IPv4
Internet

e Client node must be dual stack (IPv4/IPv6)

e The client IPv4 address must be globally
routable (no NAT)
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Connection of IPvé Domainé
via IPv4 Clouds
}(.6to4) u
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e Interconnection of isolated IPv6 domains in
an IPv4 world

e No explicit tunnels
— No scaling issues

e The egress router of the 6to4 site must
— Have a dual stack (IPv4/IPv6)
— Have a globally routable IPv4 address
— Implement 6to4

e The site uses the 6to4 TLA (0x2002) for the
site IPv6 prefix

= Elﬁ
!
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001 | ox0002| V4 Adadr SL. Interface ID

N 2002:/48 ‘,’
2002 | IPv4 Address | SLA Interface Identifier
<16 2>2€ 32bits 2€ 16 > € 64 bits -

O Site creates a 48 bit prefix using its gateway router’s public
IPv4 address

> 2002:A:B:C:D::/48 for IPv4 address A.B.C.D

G191+ 1PV 4-131.107.0.1 {19 6to4 A i 1fEAL 2002:836B:1::/48
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6to4 6to4
Router Router

6tod Site @: ﬁ 6t04 Site

IPv4 Internet
« Each site with at least \ / * With global IPv4
one global IPv4 address /\ f address IPv4,
IPv4()

IPv6 Header
2002:1Pv4(1):xxx| 2002:1Pv4(2):

Pv4 Header IPv6 Header
] rue 2m2rigrci vy D
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-6to4 Deployment

6to4 relay router 6to4 Site

o &

IPV6 Island é IPv4 Internet, 604 gateway

\ \ / ) - routers

6to4 Site
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e 6t04 host to 6to4 host

IPv4 Internet 6to4 client

6to4
® router
(gateway)

6to4 subnet
IPv6 Addresses:
2002 :V4ADDR: : /48

IPv4 address 6to4 client

V4ADDR
IPv6 address
2002 :V4ADDR: : 1
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e Between two 6to4 sites

GhwiydwirgH# 8y 9#bgguhvv= GhwhydwirgH# Sy 7#gguhvv
2002:V4ADDR-B: :26 VAADDR-B

ISy9#sdfnhw ISy7#hdghu HgfdsvxavhgfSy9#sdifnhw

| urxvhu urxvhu @
+jdvhz d|, +jdvhz d|, —
9vr7#fdhqw m—
owr7#HEchqw
2002:V4ADDR-B: : 26

LSy 7#owiughw

\/
\

Isy7#gguhvv
VA4ADDR-B

Lsy9fgguhvy
2002:V4ADDR-B::1
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e Vulnerabilities

u 6to4 routers must accept packets from ALL 6to4 relay routers

¥ It's not possible to know if the relay router is "Trusted" or even
existent

u 6to4 relay routers have to accept packets from 6to4 routers and native
IPv6 hosts without any checks
e Threats
n DoS/DDoS against 6to4 components may result in unavailability
— 6to4 routers/relay routers may be used or "reflected” DDoS attacks
— "Service theft": unauthorized usage of relay router services
— Local IPv4 broadcast attacks
— Neighbor Discovery attacks
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Intra-Site Automatic Tunnel
Addressing Protocol (ISATAP)

f_‘_.." A T .
RFC4214 -> 5214

o
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e The primary function of ISATAP is to allow hosts that are
multiple IPv4 hops away from an IPv6 router to
participate in the IPv6 network by automatically tunneling
IPv6 packets over IPv4 to the next-hop address.

e Example: ISATAP host communicates with IPv6 host
(no ISATAP support).

— The ISATAP host is isolated in an IPv4 network whereas the
IPv6 host is in a IPv6 network

Supported
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truction.of ISATAP address

e [SATARP interface identifier can be combined with any 64-bit prefix
(including 6to4 prefixes) to form an RFC 2373 compliant IPv6 globally

aggregatable unicast address.

e |Pv4 address inside EUI-64 interface identifier
.:0:5EFE:A.B.C.D for IPv4 address A.B.C.D
The 0:5EFE portion is formed from the combination of the
Organizational Unit Identifier (OUI) that is assigned to IANA,
and a type that indicates an embedded IPv4 address (FE).

ISATAP Prefix Specially constructed EU164 Interface ID
Prefix Interface Identifier
64-bits > < 64-bits ——

ISATAP Address Format

All Copyright Reserved 37/69

EUI-64 Format Interface Identifier

00 00 5e TYPE TSE

TSD

40-bits

+——  24-bits —> i
U Extension ID

OIf TYPE = OxFF and TSE = OxFE, TSD contains legacy EU148 (TSE =

OxFF reserved by IEEE).

OIf TYPE = OxFE, TSE and TSD together contain embedded I1Pv4

address.
IPv4 address is: 140.173.129.3
routing prefix is: 3FFE:1A05:510:2412

ISATAP IPv6 address is: 3FFE:1A05:510:2412:0:5EFE:140.173.129.3
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_ISATAP Operation (12)

Simple Deployment Scenario of ISATAP (Hosts....)

The Automatic Tunneling Pseudo-Interface uses the link-local
ISATAP address assigned to the interface as a source, and uses
the last 32 bits in the source and destination IPv6 addresses
(corresponding to the embedded IPv4 addresses) as the source
and destination IPv4 addresses

FES80::5EFE:10.40.1.29 ﬁ FES0::5EFE:192.168.41.30
Infrastructure
Header | Data ISATAP ISATAP Header | Data
Supported Supported

Src = FE80::5EFE:10.40.1.29 IPv4d | IPv6 IPv6 Src = FE80::5EFE:10.40.1.29

Dst = FES0::5EFE:192.168.41.30 « Header |Header | Data Dst = FE80::5EFE:192.168.41.30
Src =10.40.1.29
Dst = 192.68.41.30 E___:__i :Ei ,-a-,-,l - %
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IIPVE IPv4
At Je e
Network ST -.;\etwork

3FFE:3600:8::1 02.168.41.2

3FFE:1A05:5102412:5EFE:192.168.41.25
10.40.1.29

3FFE:1A05:5102412:5EFE:10.40.1.29
IPv4 IPv6 IPv6
Header | Header | Data

IPv6 | IPV6 Src <1040 1.29 IPv6 | IPV6
Header | Data Dst Header | Data
Src = 3FFE:1A05:5102412:5EFE: 10.40.1.29 Src = 3FFE: 1A05:5102412: 5EFEG0 40
Dst = 3FFE:3600:8::1 Next = 3FFE:1A05:5102412:5EF

Dst = 3FFE:3600:8::1
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IPvE over [Pvd traffic

Teredo client

T

_.-

Tere-dcu

'\-\.\.

host-specific relay

IPvE or IPvE
ovel [Pud trafiic

y,
\ 'Wﬁ-anly host

|| ]/ N i
i /
x IPv4 Internet J TE'Ed'} servel |' IPvE
"“"' Internet
- -f
i T__ Terade relay e
MAT [
}( IPwiG trafiie

L

Tereul'.iclu client

Teredo Prefix

Teredo Server
IPv4 Address

Flags

Obscured
External Port

Obscured
External Address

|< 32 bits -.~|<
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32 bits 45‘4—16 bits 4+—16 bits 4+7 32 bits 44
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Teredo&* % {7

Teredo Server 1
' Teredo Server 2

Client A

st
Teredo @‘ j

Restricted }
NAT @

r

1. Bubble to Teredo Client B
2. Bubble to Teredo Server 2
3. Forwarded bubble to Teredo Client B

:.';_!.'.'\
4. Bubble to Teredo Client A [[‘\\’

E. Direct packet to Teredo Client B

Teredo Client B
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o it T & & 4| (Translator)
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Stateless IP/ICMP Translartlon
} _algorithm
- (sm)

i RFC 2765
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e Allows IPv6-only hosts to talk to IPv4 hosts

e Translation on IP packet header (including ICMP
headers) in separate translator boxes in the network

without requiring any per-connection state in those
boxes.

e Use IPv4-translatable IPv6 address (0::ffff.0:a.b.c.d)
e Most option fields can not be translated
e Requires one temporary IPv4 address per host

ng
1
&
= il
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J
IPv4 header

y / J4 7 4

Service

Ver HL  Cpo0C VS LT y ICMPV4 header
Identification Flags  Offset e Type Code checksum
TTL Protocol Header Checksum

IPv6 header — S”T e

y—/ "/ 4 ICMPV6 header
Vver [raffic Flow Label
o Type | Code | checksum
Payload Length Header  Hop Limit
IPv6 fragment header (O) (1) ST ﬁu&g
A Ay 1. Stateless %i%#packet »==flow Fﬁ%
Next Rev Fragment Offset R M (2) SIT po
eader e ds” L. Not be able to use IPv6-AH
Identification 2. Multicast address could not be mapped
FOETE
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Network A‘ddress Translatlcpn —
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e Allows IPv6- only hosts to talk to 1Pv4 hosts and
vice-versa

e similar to NAT in IPv4 network
e Stateful translation
e Requires at least one 1Pv4 address per site

e Traditional NAT-PT

— Sessions are unidirectional, outbound from the v6
network

e Bi-directional-NAT-PT

— Sessions can be initiated from hosts in v4 network as
well as the v6 network

— A DNS-ALG (application level gateway) must be
employed to facilitate name to address mapping

All Copyright Reserved 49/69 2 l & & T B

e Limitations
— all requests and responses pertaining to session
should be routed via the same NAT-PT router

— A number of IPv4 fields have changed meaning
in IPv6 and translation is not straightforward
* Ex. Option headers

— Applications that carry the IP address in the
high layer will not work.

* In this case ALG need to be incorporated to provide
support for these applications.

— Lack of end-to-end security
— Bottleneck L

ﬁlﬁ
. ‘
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ipv6 nat prefix 2010::/96

NAT-PT IPvG-only
K network i
j __EPE |
- == ——
IPv4 Host 2 IPv6 Host
a2 2001:0420:1987:0:2E0:BOFF:FESA:412C
172.16.1.1 1

Src: 1721711
Dst: 172.16.1.1

3

Src: 2001:0420:1987:0:2E0:BOFF:FEG6A:412C
Dst: PREFIX::1
4

Src: 172.16.1.1
Dst: 172.17.1.1 Src: PREFIX::1

Dst: 2001:0420:1987:0:2E0:BOFF:FE6A:412C

NAT-PTHY R :

LIRS SURLRRAIEY - P T fifer H e
NAT-PTRVE &

LIFil— i SessionGRHASYAVES &~ FR3glHl—~ [HWNAT-PT router,

2.FrH [iuprotocol translationyfi fi = 5 = POEUBARE | BUEYE - O (RS
3EH e B FA[ IPEYFYH I WEEE > [RZEREApplication Levef Gateway(ALG)
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R | RS A W2 gl % % Pz 7] BT e enfdils &
l-a |ALGrd® *x i Tt e draft-A Scalable IPv4-IPv6 Transition

Architecture Need for an address-port-

1-b | % * port number:ft 2 )
borrowing-protocol

1-c [Binding timoutF® 4 e draft-Modified Network Address
1-d |Header# =7 I Translation - Protocol Translation
l-e |4 &l4te chpge e draft-IPv6 Rapid Deployment on IPv4
- - infrastructures
1-f [SCTP and multihomin 73 — @ transport layer gatewa W 3T AF R o
- — g AT PO BF19 Y & ﬂi - e draft-Simplified Network Address
1-g [Mobile IP AL NAT-PT as a proxy AR R Translation - Protocol Translation
1-h [AZZmulticast traffic Draft: v4-v6 multicast gateway Obsoleted o draft-Carrier Grade NAT Behavioral
2-a |network topology ¥ *2 Draft:NAT-PT DNS ALG solutions R R P Ly Req“'rem_e”ts B
N o ) 2 N 3 ) Re o e draft-Prefix-specific and Stateless
2-b ﬁ_,%tfs:;a% i gk A 425 NAT-PT+DNS-ALG AR R Address Mapping (V1)
2-c |Binding timout#* 4% e draft-NAT64_DNS64
2-d |4p B DOSs<# Draft:NAT-PT DNS ALG solutions | B>t 4F 3¢ e draft-NAT for IPv6-Only Hosts
3-a |Address selection Draft: NAT-PT DNS ALG solutions F faA3ns kP4g |e draft-Dual-stack lite broadband

deployments post IPv4 exhaustion

3-b |#-Recordi & ) s *
i L e draft-1IPv4-IPv6 Coexistence and

3-c | & A%AAAA record Stateless=< = Stateful Transition Requirements for solutions
3-d [Multi-addressed nodes o draft-Softwires Network Address
3-e |Secure DNS# 3L #-DNS-ALG % % DNSSEC server WA S Translation (SNAT)
e dratf_Shimmed IPv4_IPv6 Address
4 |#mr 5 E P Network Translation Interface
(SHANTI)
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l DNS ALG
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e

o ALG A B> T * A5\ R I@ A > % k2R
V6 node ¥ 2 4rV4 node I ApiEid o 5 LT AR
;P R ma s A4t e gpayload ¢ oo ¥ A
NAT-PT ~ £ ¥ & j* ,F'frpay|oad e BT S
o ALG ¥ 1 5 BANAT-PT ki 3|z i #4 5t o
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-DNS-ALG )

° x,_u» 7 DNS-ALG ™ » NAT-PT ¥ i #F3|v6 i * i
RIv4A > v4 & 2 FENAT-PT »v6iE = g & o

e V410 V6 i %ﬁgi #000 % & DNS-ALG et et » B 5% -

4 > v4 node I % i NAT-PT ¢ %v6 node 33 i v4
address -
NAT-PT
o {2 | . | easarersanenndl » o

55, 69
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NAT PT operations with DNS-ALG

(IPv6=> va4)

[7 ISy9#h hwz rin l { ISy7#hwz rin —l
GQVMDOOT
GQV4 s
XD4 Q SRt GQVs XD5

GQVHT xhu| #DDDD,

GQVHT xhu|#DDDD, |

414

GQVHT xhu| #D, m

$QViThvsravh#D , 418

‘GQV#thsrqvh#rDDDD , ‘GQV#'thsrqvh#i-DDDD )

IFP Sy9#P hvvdjh#P DF{Dggthvviil xhul ,
I
IFP Sy9#P hvvdjhiP DF{bgguhvwiiThvsrgvh,

DUS# hvvdj h#P DF{Dggthvvil xhu ,
DUSH hvvdjhi#P DFDgguvwihvsravh,
E I

4147 ISy7#sdfnhw

I
144 ISy9#8dfnhw 4145

A 4
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[— ISy9h hwz rin \ { ISy7#hwz rin 4\

GQVMDOT
GQV4 GQV5 XD5
XD4 ODWOSH 0
L GOVHTxhu/#D, a GoViTxhu|#D, [EE4
<« GQVHT xhu[ #HDDDD,
GQV#Thvsrgvh#DDDD,
GQVH#Thvsrgvh#D, N GQV#Thvsrgvhi#D, N
DUS# hvvdj h#P DFDgguhvvil xhu| , 5k
DUS# hvwdjh##P DFibggthvwiiThvsrgvh,
I >
Sl IFP Sy9#P hvvdjhi#P DF#DgguhwwiiT xhul , ISy 7#dfnhw 544
I <
> 1465503 Sy9#p hvvdjh##P DF{bggihvwiihvsrgvh,
|
5147 ISy9#sdfnhw
= o R AS
| mHEEE
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e FTP control message ¥ ¢ 4+ IP address 12 %
TCP port 73t » FTP-ALG # 14 £ £ NAT-PT re‘
HFTP & appllcatlon level chdg 3025 A AE o
RFC2428¢% =% 41 * EPRT{rEPSVFh 4 % /w\ Ll
3 *PORT{-PASV iy £

PORT ' » EPET
FTP-ALG

PASY " EPsY
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IPv4/IPV6 B +% 7 3% & (Dual Stack)#& # H v

Ba

FPERES IR -

# & 1 (scalability) £ - F] 3
Z BHEZIRIPVEH 231
B IPv4 4t -

LA RE AR | ARAFFRRZ f R A0 F

3 o 4F 213 1P 2B %] erouting
tablez jp M g TR ©

Bladpi B d v i (Z2HEHIPv4L B

Jafpd 48~ HIPv4a B8 IPv6i ¢33 o
IPv63i %3 :g -
mPEEIE
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é: * o {E o
HE2 R EH S BB
4%
FRAI R TE L H
b § AL L 6 -
mPEEIE
All Copyright Reserved 60,/ 69 P EERT R




i 3 ragslatlon):}izjt?%éa’» B i 2

IPv4/ IPVGﬁ%&(Translatlon):}iﬁ*r NAT-PT
[y 13 i Bh

NAT-PT+ & 4 e IPv4 & d NAT-PT edZ irisession
IPVeiREL: K-8 » i | > A EsessioniEfe? - #f
IPv4g2 34 IPVORF e:d 3 0 & )i e 7 S NAT-PT
b s L BEIPR 34 rﬂ»”‘ NAT-PTHE# £+ it

IR o A R RVLTERE ) 6
}% 3 FRRRET-
NAT-PT%& iv$tend-userm | Z 5 2*DNS-ALG ~ FTP-
T AT REEE o ALG M2 & f8 % 4230
ALG(Application Layer
Gateway) ™ it k23t e po§

Poih gk o 2T K
Brid: aomgE
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e RFC 5211-An Internet Transition Plan
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REC 5211 - An Interpet Transition Plan

s #

Freparation Transition Post-Transition

January 2010 -
Present — December 2009 December 2011 January 2012 - Onwards

Service Providers: Service Providers: Service Providers:

= Pilol test IPvE network =  Offer production IPvG and =  Must offer IPvG-based
SeTVIiCes 1Pv4 services to Intemet Intemet Service (o Intemet
Customers. customers. IPvG-based
Internel Service should be
via native IPvE network
sarvice.

Organizations: Organizations: Organizations:
¢ Should prepare servers for e Must prepare servers for e Must prepare servers for

IPv6 network services IPv6 network services IPv6 network services
May prepare for IPv6 internal e Should prepare for IPv6
connection trial internal connection

Federal Agencies: Federal Agencies: Federal Agencies:

* Prepare to provide =  Provide Intermet- facm{: = Provide all Internet-facing
g a5 in 8 productic services via IPvG ad
conmectivity, thus allowang
for new Internet cusfomers
connected solely by IPvG

Internet-fac

IPv4 connectivity

Arrange for |IPvG-based ] 3t con 'rlh- lo

Intermet connectivity for L saf communities
Provide IPvE internal
supporting servers (e.g
DNS, DHCP)

Eods w s
— BEE Dy IPVATa t B AV R R R
— - BE DKV A A i 0 R 1,”“ > "7%;143-:% ISPFa™ B & 2

P ram kR K EMFE2Z R
o = ¥ CGN (Carrier grade NAT) - & NAT
— BB ¥ FRAIPVAT AL 7 BB 4R
— A EBLIFLRT A ;@b%?%é; NAT ; .awg/ggw 5
CGN % =23/ F %X FLFE 8 5 #H B <X 'L IPves & @

=D
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i ISP responses t0 IPv4 exhaustion (2/3)

S
\ 3

o M-’k % 23 PRFxIP dual stack it
— REL fRAIPVAT L A RCRPRE  H - RRSRIE R R
IPv4 & IPV6* = » Rt JRGEH 5 > BRI & A s2"E 1L
— ABE DR RN EHATER E DR A 0§ Bk Bdual
Lo F @ if:géng%g%w‘f;ﬁa/i » @ — = % 3LHCIP dual
stack= ~*x 3 ;
o iTiE|PVOiEEL » 27 Pyt b =
— REE ARG EREIR O IPVER JEAPHE B
IPVOATIR 732 #73 7* % € X F| %7 IPvARR: 2 *L4)
— HEIZRFPREEE S EREEIRBT L A IPVES A £ g
Bte FHEFECLHE A BRRABREZIRLF
- K4 i;ﬁ NTT East/West
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e Shared address solution (SAS)
~ “= B CGN » BANAT 2 sz 2% » ¥ 2 IPV6R & » & R
* — B NAT# i 3]- Bpublic IPv4iznt 525 5 # =» £ %

P
— RE4ZEE © Bk R4 gproposals® o Portak £ )k iF L F 2
T B2 #

— REE I AIMAFEG N HENATZ B 2 X B 7 2
A-IPVAi=nt 7 BB RE 5 2IPVeRE & o IPVEE E 3§

— 4B FlPorty 7 * g o BRI X FEE CGNE
H AR F X AR5 E  UPnPRE* ¢ < 3125 0 IPS/IDSHs 41
B 3R

- ® % %4 : Comcast
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o r] SAS:Lbeorti IS TE 5 T R e 5%”*
2Rt A oi K:\ig m:é * port number > @ ‘g d
ISP % & 43742 /\ fie
e How long an application session is ongoing and
requiring port stability?

o LR — B 2@ * gport numbere Flik %
T 35 % coport numberdkc p

o ISP4rim ¢ #7 - & fe & ik F Portis * = H#-§ Shared
address solution==: pc f 4%
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e Three Types of Transition Mechanisms
— Dual Stack - Tunnelling ~ Translator
e No single mechanism applies to all situations

e Dual Stack & 22k 2 4] » K F X pF > ¥ BHIPVeH L A~ ¥ & o (%
WiEpr > VY g A F R EH)

® U\r/{%jﬁ 4 ’@x%ﬁ‘}@%PRjZ'ﬁ OS”’ rﬁ,/._.,&IPVGIésb)» ;»0

o E ¥ X X R A : Dual stack where you can, Tunneling where you must,
Translation where you have no other solutions.

— P2k & 125 IP dual stack » L35 BLR A 0 L% tunneling e BEY T id
P EHD Za
o FR#IF¥ » A X R Al : Dual stack where you can, independence each other
where you must , Translation where you have no other solutions.
— FTERFET 5B . ZF £ 42 1P dual stack access
- WA SE LI A BB R T S g A BT BAY AP dual
stack = % 3

— ETFRIET S H W T LAY AFse o PR BTG JRIET Smirrors A £
 IPVA & IPV6 User k. 3+ 4 8
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