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Flow Monitoring

Dashboard  Details By Service Live Flow Configuration | Application Rule Manager

NSX Manager: | 10.192.73.191 (Role: Unknown) |~ |

Session: | test ‘ v | Source: 8  Status: Analysis Completed Delete Session

View Flows | Firewall rules
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Direction Source Destination Service
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ouT g win_2k8_ad 128.63.2.53 ] DNS-UDP
INTRA win2K8-MSSQL win_2k8 ad DNS-UDP
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https://192.168.1.21/home?contextld=user&datePreset=LAST_HOUR&viewld=5

£ VMware [E5 FunsStuff B {EM&4@® [ OpenData E5 Nuuo

vm Log Insight

1 My Dashboards

Dashboard 1
Dashboard1

VDI fiiZ#EE
RDSH fE#Z# K
Sec%rglty A

Dashboards Interactive Analytics

Latest hour of data
X 8-RDSH_User contains

+ ADD FILTER X CLEAR ALL FILTERS

PortBlock Time Serioes

Blocked Traffic - Source IP

1921681.214
1921681.215
1921681.203
1921681.213
1921681.204
192.1681.6

Blocked Traffic - Destination IP:Port

192168.1.214/137
192168.1.215/137
1921681.204/1...
192168.1.213/137
192.1681.203/1...
192.1681.204/5...
192.1681.204/5...
192168.1.7/389

192.1681.7/443




vmware VvRealize Operations Manager

\ Notification... | (1} €& © 4

Dashboard List +

(2} Home

<) Horizon Overview

Fe C M @

Pod Total Sessions

“] ++ Horizon Help Desk

& C | A RELZ https://192.168.1.19/ui/index.action#/home/dashboard/a63ff30f-cd11-46db-9e9a-8cd487cf9659
5 VMware 5 FunStuff 5 {#M&ELEER [ OpenData 5 Nuuo

[

About |

w8

REEEGRA Q Search

Actions «

'+ Horizon Infrastructure x

.+ Horizon User Sessions

x x

.+ Horizon VDI Pools . Horizon RDS Pools

»

© Aerts > Top Horizon Alerts A7
© Environment > 1) The Distributed Switch configuration is incorrect
2] Content > DSwitch | 1 Recommendation(s)
Verify that at least two NICs on each host is connected to the Distributed Switch
&% Administration >
IZ] Notification eient
NSX-Manager | 0 Recommendation(s)
No Recommendation Available
Horizon Pods AT
@ oM 0] |8 T Pagesize: [50 [v] (@ Fier -)
Name Total Users  Total Sessions Max Logon Time (set Avg Logor
Cluster-CS-01 2 & 6.96 4.5
| Page of1 | | Displaying 1 - 1 of 1
Pod Session Metrics A 72

Cluster-CS-01

3 sessions

/

»

vCenter Server Instances

@ £ 00| BT | Pagesie: [50 |]

CPU Capacity Usage (%)

Name

vcenter

| Page of1 |

Capacity Remaining

Capacity Remaining

7.26

(Q Filter v)

Usable Memory (by Disk Capacity f

396,465,984 ?

| & Displaying 1 - 1 of 1

»
A Y
L

Measures the remaining available consumers as a percentage of the total consumer

capacity.

?% Remaining Capacity

I No data

Reclaimable Capacity

DEPLOYED 56
POWERED ON ?

»
A Y
5




B HEEMMac-AddressEIP, BHIEIPHIAEE N
. (FAERN, WASIEEREE, SERSTEN
. HERNHT, LSS EERN SRR BRI AR DRI

€ ) Ome 172.16.10.10

|2} Most Visited (@ Getting Started () vCenter g Loglnsightd vRealize Operations

vmware: vSphere Web Client = Updated at 1:32 AM \Phl | Administrator@VMWARESSOTAWAN = | Help = |

Navigator SpoofGuarc

4 Home NSXManager: | 172.16.10.12 (Role: Primary) |~
Networking & Security
i NSXHome

IP Detection Type: None Change
Policies
I

£\: Dashboard

%4 Installation

‘7 Logical Switches
=2 NSXEdges
M Firevall

F& SpooGuard

@ Senice Definitions

Default Policy All other networks  Disabled

StartSpoof 1 Trust On First Use

/7] Senice Composer
€ Data Security
~ Tools

G_\ Flow Monitoring Policy: StartS poof
L Adtivity Monitoring Active Virtual NICs Q linux
%a Tracefow

~ Networking & Security

5§ NSXManagers
euc-db.vmware.t 50:56 f.5 euc-db.vmwar. vmwar 2.16.100.132
16.100.180
Linux-Tester - Ne 5 Linux-Tester

LVDKCS7.1 - Net 50:56 a LVDLCS7.1 vmware 172.16.100.142
rdsh.vmware tai 5 rdsh.vmware.t v 2 172.16.100.133 Clea # 17216100.133

089

Win7-InstantClon 50:56:a1:7f Win7-InstantClo vmwa j24/ 72.16 89 Clear 721610089
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by Application

v show flow from Datacenter 'msbu-demo' to 'VMware-vRealize-Log-Insight’

Showing show 6 results for Flow with filter from Datacenter 'msbu-demo' to 'VMware-vRealize-Log-Insight' over time range Apr 10, 02:09
Filters \6 3= User-defined Event - Configure
Search Properties or Metrics ~ Q e 101404  Event Name'
Dst Laye]
vian-504
4 y Al (57 3
Destination o' e 10.1404 Mark it as a problem
Dst Laye)
Metri
§ SIS o vian-504
Service and Port 0) Search criteria:
10.140.
[ N L Int, Source o’ e show flow from Datacenter ‘msbu-demo’ to "VMware-vRealize-Log-Insight' in last w
Ernet (781) Dst Laye
b Type (5 3 vlan-504 _
Generate this event when
v . Q 10.140.4 the search results change
& ¥ Dst IPSet [ Dst Laye|
‘ ,,§' No values available. vian-504
Q/Q Notification Frequency
s
) 2
d\s w Dst Layer2 Network [ e 10.1404 Immediately
& Al Dst Laye|
|| vlan-506 (6) vlan-508 Send notification emails to:
w Dst Cluster [ e 10.140.4 Email addresses comma separated
AM Dst Laye]
Outgoing o vlan-504
Incoming

Bidirectional ——
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Micro Segments (By VLAN/VXLAN) Segment Information Recommended Firewall Rules

Source Destination Services

80 VMs
SG-Lab-Dev Internet 443 [https]
35.6 GB of Flows )
DC-Physical SG-Lab-Dev 22 [ssh)
Can be protected by 8 Security Groups DC-Physical SG-Lab-Test 22 [ssh)

SG-Lab-Test Internet 443 [https)
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FIAVRealize Network Insight TS EKERRIEESEHER

¥ VM'DBAdmin-VM1'to VM 'Prod-Db-2'

VM Path Topology Events

Client Server
DBAdmin-VM1 — Prod-Db-2
10.46.1.25 Request 10.17.8.13 v

& Hesu i E iR

Cisco Nexus Device

Cisco Systems, Inc. N5K-C5548UP ARK263918N4

Port Key Operational Status VLAN MTU Interface speed Duplex
4\l »- » Prod-DB |
| \ _ ~ roa =] o port-channel56 up 9216 10 Gbps FULL
il !
L Carnarate-Tra
horate-
Corporate-Tra o Ethernet1/16 up 9216 10 Gbps FULL
[ Ethernet1/6 DOWN 1,3,4,46,98,100,101,102,500,501,510,511, 9216 10Gbps AUTO
\ 512,513,514, 515, 516, 517, 518, 519, 520, 521,
- A vla c 522,525,526, 528, 529, 600, 601, 602, 603, 604,
= \ vlan-629 ORI L ern e s
\ 605,606,607, 609, 610, 611, 613, 615, 617, 619,
M 620,621,623, 624, 625,626,627, 628,629, 630,

631,632,633, 634, 635, 636, 637, 638, 639, 640,

_ vlan-10

_ I I 1

:

Network Tx Rate: 11 Mbps

1 1 1 1
Network Rx Rate: 14 Mbps
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112512016 STIGs Master List - Default

IASE

Download Date Format

UNCLASSIFIED

A10 Networks Application Delivery Controller (ADC) ALG STIG Version 1 42712016 zP
A10 Networks Application Delivery Controller (ADC) NDM STIG Version 1 4212016 zp
A10 Networks Application Delivery Controller (ADC) Overview, Version 1 4212016 2P
A10 Networks Application Delivery Controller (ADC) STIG Version 1 Release Memo 4272016 POF
CA API Gateway ALG STIG Version 1 8016 £
CA API Gateway NDM STIG Version 1 282016 2P
CA API Gateway STIG Version 1 Overview 282016

CA API Gateway STIG, Version 1 Release Memo 92812016

CS1C Campus WLAN Policy STIG - Version 1, Release 3 1232015

F5 BIGP Access Policy Manager (APM) 11.x STIG 812015

F5 BIGP Advanced Firewall Manager (AFM) 11.x STIG 612015

F5 BIGP Application Security Manager (ASM) 11.x STIG 8112015

F5 BIGP Device Management 11.x STIG Ver 1, Rel 3 10282016

F5 BIGIP Local Traffic Manager (LTM) 11.x STIG - Ver 1, Rel 2 10282016

VMWARE NSX DISTRIBUTED FIREWALL (DFW) 75 BIGHP STIG Overviow, Version 1 wiizots
SECURITY TECHNICAL IMPLEMENTATION GUIDE e S

Haris Secie 1154 STIG Vr &, el 3
(STIG) OVERVIE“Y I1BM DataPower STIG ALG STIG Version 1
oM DtaPower STIG DM STIG Verson
oM DotaPower STIG Overviw,Version
Sunper SRX Seices Gteway (5G) Network Devies Managerment (NOW) STIG, Vrsion
Sunper SRX Sevices Gteway (5G) STIG Ovrviow,Verion 1 e
. Sunper SRX Srvices Gaeway (5G)STIG, Verson 1 Release Memo wnavie
Version 1, Release 1 Junier SRX Services Gateway (SG) Vil PrivateHetwork (VPN) STIG, Version aninote
L3 KOV-26 Talon (Wireless Role) STIG - Version 6, Release 8 112312015
Rierbed Scaliead CX v STIG Verson 1 Releas Homo waszors

27 June 2016 Riverbed SteelHead CX v8 STIG Overview, Version 1 12772015

VMware NSX Distributed Firewall STIG, Version 1 7112016

VMware NSX Distributed Logical Router STIG, Version 1 7016
ViMware NSX Manager STIG, Version 1 720t
Vitware NSX STIG Overview, Version 1 70t
Vitware NSX STIG, Version 1 Release Memo 72016
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