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- Method — Local? Switch? or Gateway?
- Physical — Line-Tapping? or Wifi Capturing?
- Software — TcpDump? WireShark? or A-PacketMan?

- Network Knowledge Host Name
= Computer Name
&” '
£ e
e/

VLAN 802.1P/802.1Q Network Switch Network Address Translator
Wireless 802.11a/802.11b Network Hub Network Firewall IP Address
Wireless 802.11g/802.11n Network Router NAS, SAN, LAN, WAN,... MAC Address

ADSL Modem
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Local-Host Sniffing  : We install a sniffing software on local host to capture local I/0 traffic.
Advantage : (1) Easy to implement (2) Would not effect other network devices
Weakness : (1) Only capture one computer’s activities (2) Can not find a large scale of attack activities
Suitable Status : (1) Have a suitable target host (2) Investigate end user’s computer
-

Sniffing
Software

S F

Internet/WAN

Switch

Firewall

ADSL / Router
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Net Switch Sniffing  : We collect network traffic from a switch’ s mirror port and capture them by sniffing software.
Advantage : (1) Capture all computers’ activities (2) Narrow down suspects into a small area

Weakness : (1) Can not handle huge traffic (2) Might lost important contents on a busy network
Suitable Status : (1) Early stage to find target host (Investigate) (2) Find out a large scale of attack activities.

User-A

).

\

Port Mirror, TAP-Port, Y-TAP
(SPAN Port, Debug Port, Mirror Port)
802.1P, 802.1Q (VLAN)

Internet/WAN

Switch

Sniffing System

Firewall — /

Copyright(C) 2004~2015 2|%5 K (Diamond Liu) 10
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Gateway Sniffing : We intercept all traffic NIC-1 and transfer them into another NIC-2.

Advantage : (1) Capture all computers’ activities (2) Get the SSL keys to decrypt payload
Weakness : (1) Cause a bottleneck to effect all network traffic or slow down the response time
Suitable Status : (1) Monitor HTTPS or Skype (2) Investigate the VoIP/Streaming session

Firewall

Internet/WAN

Switch

S

ADSL/Router Capturing System

Copyright(C) 2004~2015 2|%5 K (Diamond Liu)
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Princip

- Well-known Protocol and Plain-Text

- Analyze the interactive of following major data
- Time and Protoco
% Which Port Number is < 1024 ?

Source IP Address and Service Port

Destination IP Address and Service Port

Content (Payload)
_.15:'414':52'_:1'1"3" "TC) "‘_ :‘21:: '.fﬁé.ii&.'i‘ﬁ"’: 15273 :‘i1'1'_H_'4'1'_1'1'4' ": a0
=15:44:02861 TCP = =202.108.249.184 = 213273, 2211.21.41.114 =.%80¢
=15:44.02861 TCP 1 1202.108.249.184 = [15273. 1211.21.41.114 =280 ;
"15:4402961 TCP " *RiiGladbdddass® *20°""7 0020494840 15773
=15:4403061 TCP . 211.21.41.114 , 202.108.249.184 15273
a15:44:03.051 TCP . SRTTTANALIIA "7 oW 0TS 2ASMTYTA 4192TT
15 uieliE S22e nn TGP * "2027TE 242185 " "rpore WMTUEr AU VBATUTT
15:44:03.522 TCP 202.108.249.184 15273 211.21.41.114 g0
15:44:03522 TCP 202.108.249.186 15373 211.21.41.114 80
15:44:03932 TCP 202.108.249.186 15373 211.21.41.114 a0
15:44:03982 TCP 202.108.249.186 15373 211.21.41.114 g0
15:44:03982 TCP 211.21.41.114 20 202.102.249.186 15373
15:44:02982 TCP 211.21.41.114 80 202.108.249.186 15373
15:44:04 4932 TCP 202.108.249.186 15372 21121.41.114 80
15:44:04 492 TCP 202.108.249.186 15372 21121.41.114 80
15:44:04 493 TCP 202.108.249.185 16266 211.21.41.114 a0

2017/9/29

e of network traffic data analysis

TCP? UDP? ICMP? ARP?

TCP 3 way hand-shaking
Only the IP address is can be confirmed in 2-way communication
of a TCP session

GET fHTTP/1.1. Host: www dismond infotech. com.tw ..

HTTP/A .1 202 Object moved . Server: Microsoft-1I5/5 0

GET StylePagelStylel MainStylel asp HTTP/1.1. Host:
HTTP/1.1 202 Object moved . Server: Microsoft-115/5 0

Copyright © Diamond-Liu  ZiSE dmliu99999#hotmail.com 11



DNS
HTTP

HTTPS

SMTP
IMAP
POP3
FTP
Telnet
CIFS
MS-SQL

Remote
Desktop

Transfer NIC-MAC Address and IP Address on Local Area Network(LAN). Before NIC sent TCP/UDP/ICMP
packet, it will send ARP Packet to ask MAC-Address.

Transfer Host Name and [P Address on Internet. Especially, it is the pre-behavior about computer browse the
Web or send/receive email.

At first, it is used for Web page browsing. Now a day, it is used for many Internet service Interface such like
Webmail, Facebook, Twitter, ...

Secure web browsing, HTTP+SSL, Web bank or email login would use this.

Sending email. Now a day, users send email by Web-mail so that SMTP is seldom used by end users. However,
mail servers still use SMTP to send email.

Receiving email. This protocol will be more popular than POP3 in cyberspace.
Receiving email. As same as SMTP, it is rare in end users because Web-mail. Mail servers still use POP3 to
receive email.

Files Transfer Protocol. This protocol also would be replaced by P2P or Cloud Storage (Web, HTTP or HTTPS)
but online games still use this to update Apps.

It is telecomm command with plain text mode. Mostly it is used for Firewall or Wireless Access Point device by
maintenance engineers.

[t is used for Network Neighborhood which provides the following purpose, (1) Login/Logout (2) Shared
Resource (3) Printing Service.

Microsoft SQL Database Server Service.

Windows Terminal Service. It provides remote desktop service same as Citrix RDP. Mostly it is used for Servers
maintenances from WAN/LAN.

No any Port Number

UDP-53 Normal
TCP-53 * (ISP Only)

TCP-80, TCP-8080, TCP-8000, TCP-
10000

TCP-443 (Encryption)

TCP-25
(Default, no password)

TCP-143
(user-ID, password)

TCP-110
(user-ID, password)

TCP-21 (TCP-20)
(user-ID, password)

TCP-23
(user-ID, password)

TCP-139, TCP-445
UDP-135~UDP-138

TCP-1433
UDP-1434

TCP-3389
(user-ID, password)

Only LAN
UPD-53
often

Very often

Often

Mail Server
Very often

Mail Server
Very often

Mail Server
Very often

Online Game
Very often

Rare
(Night-Fatal)

Very often
(WAN-Fatal)

Rare
(DBs - Often)

Rare
(Night-Fatal)

Copyright © Diamond-Liu  ZIiSE dmliu99999#hotmail.com
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>

192.168.0.4

168.95.1.1

DNS
Server

210.59.230.60

Web
Server

General Behavior of Visiting Web
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172.16.1.220 mmngy ..
®
—~— l..::

168.95.1.1

DNS
Server

202.1.237.23

Web-1
Server

202.1.237.21

Web-2
Server

Relocation Behavior of Visiting Web
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192.168.0.4

168.95.1.1

DNS
Server

DNS
Server

llllll--.-..’> TCP-80

a
“‘l un® aammuEEE®m
““ lll‘-‘--
. .
we®
““
% X
&
X
st
%0'
> www.yahoo.com
éO Web

Server

<<-lll--.;-‘
HTTP-Response
61.219.36.120

Proxy
Server

General Behavior of Visiting Web with Proxy. . .



TOR, The Onion Router, j¥E &
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Home About Tor Documentation

HOME » DOWNLOAD

Want Tor to really work?

You need to change some of your habits, as some things won't work exactly as you are used to. Please read the full list of
warnings for details.

Tor Browser for Windows
Version 7.0.5 - Windows 10, 8, 7, Vista, and XP

Everything you need to safely browse the Internet.
Learn more »

DOWNLOAD Not Using Windows?

‘ Tor Browser Download for Mac or Linux

(si@) What's This? English v

hr #5838 Copyright@2017 Diamond Liu ZI18E dmliu99999@hotmail.com
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TH¢ Hidden Services: 6

Step 6: Bob and Alice
proceed to use their Tor
circuits like normal.

e

Pl
| !
¥ Tor cloud
"*—1_-'"'.

A Tor circuit

Intreduction points
D Futiic key
-cmkln- One-iime secret

Rendezvous point

R £EHR: https://www.torproject.org/docs/hidden-services.html.en
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14:1322702 TCP 192.168.1.117 1481 158 .60 204 36 443

14:13:22926 TCP 158.69.204 36 443 192.168.1.117 1481

14:13:22026 TCP 192.168.1.117 1481 158 .60 204 36 443

14:13:23480 TCP 192.168.1.117 1451 158.69.204 36 443 g b 4<DeZ; o onf s o #4,00. 3905~ %#  www SqnafygbTazpedlseyTaubeleom
14:1323705 TCP 15869204 36 443 192.168.1.117 14581 o~

14:13:23705 TCP 158 69.204 36 443 192.168.1.117 1481 el SRR N 800 @0 000 - 220 % H 08100 LT w2 TR RS Timsbtd.
14:12:23708 TCP 192.168.1.117 1481 15860 204 36 443 DE . BAZeUNZr~. . . ,Q= H z~"IW_KG1EO.R]. . . ... (Cgld Pg *¥)#{<D s.6%

14:13:232938 TCP 158.69.204 36 443 192.168.1.117 1481 ... (L.5. ... [o+. A Ac..r.. 5.

14:12:23038 TCP 192.168.1.117 1481 158.60 204 36 443 L Ce Ve, % t.C..(%.

14:1324 164 TCP 158.69.204 36 443 192.1658.1.117 1481 ... L.5. 800 FL.~ ... gnhrv.EHiRj_.?__.\._l'....d3c..&..L.x.w.Z...._ﬂ_..I;.......I_$T ______ =ViK3#20 .. MJIM. wjqs¥:.:
14:1324 164 TCP 15869204 36 443 192.168.1.117 1481 @Y= K o»....m3D, HA W <01

14:13:24 164 TCP 1921681117 14381 15869204 36 443

14:13:24165 TCP 192.168.1.117 1481 158.60 204 36 443 o CgW BR. o X veW k. [.*¥ %24 ;3D0p@® J+Axle S<.  (31.E }@!5u. [ }XTd. . §. .
14:1324 165 TCP 192.168.1.117 1461 15869204 36 443 Al P oE. . ~1 NO . saw #0315 TU. 5dgR.7. nE¥+/do.. . (-@ tl-.

14:12:24 202  TCP 158.69.204 36 4432 192.168.1.117 1481 =,

14:1324 393 TCP 158.69.204 36 443 192.168.1.117 1481 ... L.5.%. . +..4. p#t u_G_.__n%.$_.ldr_p__._}{.g_?___'__._\iw__t:j..b..t._hE..j._‘_J._u..c.x.D.....w.?B _______ foin, W ]
14:12:24 4032 TCP 192.168.1.117 14581 158.60 204 36 443 e CgE*Cos s b~ [ 4T ah ..nDgfd. ., Q¥ 2v(-KIC QF A&*/ +27.4d". . E_ }2¥V.
14:13:24 672 TCP 15869204 36 443 192.168.1.117 1481 W[

14:13:24 688 TCP 192.168.1.117 14581 15860204 36 443 e Sz ¥ 1 b-mP*T. 8B, v s 00N L. 5¥qp. F2aN. D af. . &1 (. 0. A QB . oz =4 %d@.  4.]
14:1324723 TCP 158.69.204 36 443 192.168.1.117 1481 ... L5 MADb. ... D" 0. R . HEk. v.%I. .. i J— A WJ. . 0Gn@  JE®%S. . Dstl . Nph.L.
14:1224 894 TCP 192.168.1.117 1481 158.69.204 .26 443

14:13-24 912 TCF 158 69 204 36 443 1921681117 1481 EGo
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14:13:25953 TCP 192.168.1.117 1481 158.69 204 36 443 e L M T Mo mo, Ho Lt P DM T sl 3 e -2 M0 6 -8R &K S, g
14:12:26.178  TCP 158.69.204 36 443 192.168.1.117 1481 el S M BRI R OWL H A UG 2 RIICOL. N v HO LN . 9% v AN AT)#
14:13:26.183  TCP 192.168.1.117 1481 15869 204 36 443 g DA LB Txo D JE] o a#y b ll=*¥7 wyl{k KlQn[:. . CyvWDPcFa 1/ %x]
14:13:26 410 TCP 15860204 36 443 192.168.1.117 1481 LSt gl <% h 95 h 888 Q) g Ky Y37 @ (n HA N Y}EO, LS. CM_No.0O3.:
14:13:26 535 TCP 192.168.1.117 1481 158.69 204 36 443

14:12:26688 TCP 192.168.1.117 1481 15869204 36 43 L Cgl i . .~ AkE$-Tlgeik"g=%;n.]1.  Ocve 1Z H5O0I. .gH'\[2.{. . & & FPh. .. ...%2_ 0.\}
14:12:26759 TICP 158.60.204 36 443 192.168.1.117 1481 oL 5 # Te NS "y, -~ H_%},] H,&oK6V h B__ZBEK( o<.."].FlL. 8al 4lgmn.Z X8 q4 4
14:13:26952  TCP 158.60.204 26 443 192.168.1.117 1481 X8,

14:13:26952  TCP 192.168.1.117 1481 15869204 36 443 e Cga Q®P4+2C H  r. 7 1. VA eif ;M. RgE.D. 5 = $Q. "WbUE. L $th 1<& V., m.
14:13:27177  TCF 158.69.204 26 443 192.168.1.117 1481 L5 8 0Ye) o dyT J&C. Felb,; ONGQ. + 28 1 fi0.%C} nl. <= Ra" +,1.-@02< El £
14:12:27.182  TCP 192.168.1.117 1481 158.69 204 36 443 v Cgbe g ¥ - GU S+ ¢ E. 1L Shd x9pf w. . 0].<P  bulp §. Ndt" 20 92Z ( #-<]8..". . . d.C.&
14:13:27414  TCF 158.69.204 26 443 192.168.1.117 1481 el ST 6 ) L Qo Y=Zz EITBKE . v, mVH<StKT ndg k:3b. S tt. 4.0 . 1lm
14:12:27629 TCP 192.168.1.117 1481 158.69 204 36 443

14:13:27857 TCP 158.69.204 26 443 192.168.1.117 1431 el 5 & 82 L qUL) L9 SATS b W 40 M. mY AE.} A 4ATKA 6 M. -L. 10 1g.. 04X
14:13:27863  TCP 192.168.1.117 1481 158609204 36 443 o Cge. mbSZem Niera )9 a2 {3 Tw =2 "W 9 w ZEp=z. =0_ -6 J@4ek| = (92
14:13:28133 TCP 15869204 36 443 192.168.1.117 1481 .B@

14:12:28226 TCP 158.60.204 36 443 192.168.1.117 1481 L5k Zv HEs 6. 1H$Nhw. . e 3G t" P #m Vo Jh 0. "K.D2}gE i nw Din.Q
14:13:28304 TCP 192.168.1.117 1451 158.69.204 36 443

14:12:30394  TCP 192.168.1.117 1471 192.168.1.152 1638

14:13:31798 TCFP 192.168.1.117 1451 158.60.204 36 443 o Cgd l f 0dVded$%d x@ v, % . ULN.0.L.y@, JFkqd.. T. =Z 4-DGvOF AIM! Sag3LZV..
14:13:32023  TCP 158.69.204 26 442 192.168.1.117 1481 M

14:13:32180 TCP 15869204 36 443 192.168.1.117 1481 L SCCITLU . M * 3 CLCL A BT Ca N o DR.PD.O IR P 70w )" /Vh - qq_+.}. . .Hol  wetk
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14.00-47261  TCP 192.168.1.117 1434 212238.208.48 9001
14.00:47261 TCP 192.168.1.117 1435 131.186.40.189 443
14.00:47538  TCP 212238720848 9001 192.168.1.117 1434
14.00:47.538 TCP 192.168.1.117 1434 212238208.48 9001
14.00:47586  TCP 121.188.40.189 443 192.168.1.117 1435
14.00:47.586  TCP 192.168.1.117 1435 131.188.40.189 443
14.00:48473 TCP 1921681 117 1434 212238.208.48 9001 umBPna 4T x¥Cy G 44,0 3975  _w. .. wriewr KSIThSgdanve2sme com. . oo
14.00:48.472 TCP 192.168.1.117 1435 131.186.40.189 443 e YBBIW@PB a ga. .. @ AT 44,0 2905 1. owwwordbedvivdtdreom. ..o #
14.00:48478  TCP 192.168.1.117 1436 163.172.149.155 443
14.00:48.750  TCP 21223820848 o001 192.168.1.117 1434 LA
14.00:48768  TCP 212238720848 9001 192.168.1.117 1434 L% x@ B8zt M 0. 0.0.*  .c.ReD. *H. . 0&1$0". U www 3ak5{2vyShd
14.00:48.773  TCP 163.172.149.155 443 192.168.1.117 1436
14.00:48773  TCP 192.168.1.117 1436 163.172.149.155 443
14.00:48.778  TCP 192.168.1.117 1434 21223820848 2001 LFE BAK%umf wX V. k. 4: 26 - ~311C.Z) 80l ... .(+M B8%iv*  0pHZ. . 74
14.00:48779  TCP 1921681 117 1436 1631721458155 443 et du 0,00 3905 v veww kdiTxddonalkoreq eom. o
14.00:48.798 TCP 121.188.40.189 443 192.168.1.117 1435 4.C
14.00:48806  TCP 131.188.40.189 443 192.168.1.117 1435 95U e« (p. b kesa$MO . T PMIDR. .. ... fo.*H. .| D#L10. T seweie g ggwd jgefup
14.00:48.809  TCP 192.168.1.117 1435 131.188.40.189 443 JEBA gl ke Rxode L CUhot N7 e #6KE Cp HTLL U LFL
14.00:49066  TCP 21223820848 9001 192.168.1.117 1434 (. H., 88 VL& ys.
14.00:49066  TCP 192.168.1.117 1434 212238208.48 9001 L AM 9 WPLa @2 vdo how...
14.00:49073  TCP 163.172.149.155 443 192.168.1.117 1436 L
14.00:49086 TCP 163.172.149.155 443 192.168.1.117 1436 ezt RISz 0 Y ORLOULOUHD L 0L R H OB T e W3 gbrelzoscoew
&R [ % 8 B %
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443
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T RSN R | ¥ B A =
140050764  TCP 212238 208 48 0001 1921681117 1424 P (... QUL .JA k. n %@ G AZo 0 w2 A )R eBwRb Jpl e 4 xS _.2g.{
14.00:50764  TCP 212.238.208 48 9001 192.168.1.117 1424  T$ & [P gdplet. Dé, * OB ¥, lg¥~nnk _F. ("2 JE. -~ L=T* w #0% <k;0PUT%. %60, .
1400:50764  TCP 192.168.1 117 1436 21223820848 9001 .. 4+M Aa Yutod) . ImmP5. ., . n%t 2 Z=(R3b.N.Y. _K.<¥¥ T Sm* _$yé Frdesz
1400:50764  TCP 212.238.208 48 9001 192.168.1.117 1434 q.C.P2.P;M10} 11<Zo¥ K. c7. %0 Ked=) Pmy $* 2x~8., Kf{)Jb{ A <o@.  M(. e ms/SZuk p.]
140050765 TCP 212238208 48 9001 192.168.1.117 1434, me Q. V['6.2"w *2.c #e~ YnRI0F I )77 & E)t=_@: 3(L6. . 10nS. U _kIBIRL @%sZ w]
140050765 TCP 192.168.1.117 1434 21223820848 9001
140051023 TCP 212.238.208 48 9001 192.168.1.117 1434 . 41N 818, 1TPy. 4. Q4 HAS.R.3.3. 11 0gHh coe.>.. Ji&6U.. 8R;... 55 hl...0Q.. dF.4.3
14.00:51 025 TCP 212.238.208 48 9001 192.166.1.117 1434 NP1 A fx$0./8 >X N w..m A A 6. =& H 81 MCk /KBOv. 7% = 1h. . JX.2
1400:51 025 TCP 212238208 48 0001 192.168.1.117 1424 D8~ x)xK AUMx. CHPJ@H LI**AL < T- s #v.j<tl. h..0 0% 0D . K u<P Tel
1400:51 025 TCP 212.238.208 48 9001 192.168.1.117 1434 s*. hiR.Z.Rt/.>.]. TkoQN... <. ($CGT>.Pg#:. 8D.3 U¥mp N R ~0yt¥Wy2w. ol
1400:51 026 TCP 192.168.1.117 1436 21223820848 2001
1400:51 026 TCP 212.238.208 48 9001 192.168.1.117 1434, % Lx. JW+ q#3cr S.Aiv 5 F. K. pfe. Vs> 86.gC. | . qOB. 3. £ U016 /I%y->..
1400:51 027 TCP 212238208 48 9001 192.168.1.117 1434 3. "GAMO._ a*r 0. & C7 kK [.7.CvS 6. e ix)._2f.D{-0.kBG)+. " 42 Cb. npC. DV S
1400:51 027 TCP 192.168.1.117 1430 21223820848 9001
140051027 TCP 212.238.208 48 9001 192.168.1.117 1434 b Lo ElL.rd=.""#4%i.. 1 K_#o F%;.899 Onn~.)m492.. Ut | W.( Kxc0ckN. . }.¥. &. .. R4XG.)
1400:51 028 TCP 212.238.208 48 9001 192.166.1.117 1434 Y. % Q~@,. 3. &FVk# Ja. K. $b. RE}Y. 2y Z1. g . Ah.m. . aCTePe§ -+ 3y Pvz
1400:51 028  TCP 192.168.1 117 143¢ 21223820848 2001
1400:51028  TCP 212.238.208 48 9001 192.168.1.117 1434 _b".E.Fr.Jus.oP6.7.5@w. "0m:H U.m}}. a. Sk Zfq ¥OOLlo K.&V~x4/8. % @DNZ2.. .
1400:51 028 TCP 212238208 48 2001 192.168.1.117 1434 )Lz o[(vd4.e3Z +sf VS X [Wq M. GCN.gI2(@b+ By, I'< i5. . 1. . 1] = = (G\
1400:51 028 TCP 192.168.1.117 1430 21223820848 9001
1400:51029  TCP 212238208 48 9001 192.168.1.117 1434 _egrxi dP....._. *5 A ) le=) "VzR . cots. D3+ U.p. ). %z l>nxdx. 50 sR5K.. .
1400:51 029  TCP 212.238.208 48 9001 192.168.1.117 1434 L.101f.5 Wig3j Al 8 _K{N#8. 0~ QLO. A C?. V30709, _q. .. &oi.nk JW.Q.d. 7
5 | 31 E48R) | SBEE 1P #hit | TR | BBl I EEE | = 2] &
140054123  TCP 212238208 48 9001 192.168.1.117 1434 hn. UjnZ Me@CAwkOUh-j=*, ¥Fq. . [.1.74d.  {L5%_ _ ((m FJl.SZFZL  ~J]....%
1400:54260  TCP 192.168.1.117 1434 21223320848 9001
1400-54 332 TCP 212238208 48 9001 192.168.1.117 1434 GS..3{. . HbL.G&0Fo4 Ev.ny. )2y "KQ". 5. .L10=5& A . FK2.  @%OY. i". 3 ELB.
14.00:54 470 TCP 192.168.1 117 1434 21223820848 9001
1400-55202  TCP 192.168.1 117 1437 1586920436 443
1400:55202  TCP 192.168.1 117 1438 9113421718 443
140055236  TCP 192.168.1 117 1430 51965896 2001
1400:55226  TCP 192.168.1 117 1440 193200241195 9001
140055432 TCP 15860204 36 443 192.168.1.117 1437
1400:55432  TCP 192.168.1.117 1437 158.69.204.36 443
1400-55432  TCP 192.168.1 117 1437 1586920436 443 e BN 5 X2 4y 0. 3005 8§ I yAnEnkn220s2y 3w EYKTQRDH COM. oo
14.00:55566  TCP 91.134.217.18 443 192.168.1.17 1438
1400:55566  TCP 192.168.1 117 1438 0113421718 443
1400:55 566  TCP 192200241195 9001 192.168.1.117 1440
140055566  TCP 192.168.1 117 1440 103200241195 0001
1400:55573  TCP 192.168.1 117 1438 9113421718 443 o ¥ B A NHSHY DX (A0 3905 b W DIOMBISDNDEORYCOM o B
1400:55573  TCP 192.168.1 117 1440 193200241195 9001 LD... 44,0 .39/5 n. .. e Y TR F—
1400:55574  TCP 5.196.58.96 9001 192.168.1.117 1439
14.00-55574  TCP 192.168.1 117 1439 51965896 2001
14.00:55574  TCP 192.168.1 117 1439 5196.5896 9001 B 0 BAOL 65 T 0 305w wew At YS05TEEAZRCOM. o B
FRZ 2017-551 R 140055656 TCP 158.60.204.36 443 192.168.1.117 1437 _-$.
1400:55657  TCP 158 60.204.36 443 192.168.1.117 1437 s ey AAY] 0 0.0, 1.0 0 KH 0101, www 3g63samuab com..
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140100696 TCP 192.168.1.117 1439 5.196.53 96 9001

140100696 TCP 5.196 58.96 9001 192.168.1.117 1439 #u¥x. *_y @P:flvf& fzp$ i).cav.  ORT x| @Vlo5. U%7 TZC mbp B&[, DZamE6 } Yok, q! 8p
140100696 TCP 5196 58.96 9001 192.168.1.117 1439 98 HC4 Cv.?.zb. BOr. W._* 7 DB »f M (Sywll 2,16 . E1dHN=_#  F7E H7+DZI
140100696 TCP 192.168.1.117 1439 5.196.58 96 9001

140100696 TCP 5196 58.96 9001 192.168.1.117 1439 . O(F > w9 EJ 4. #\F_ (. .} OkvMH "5 4l d. K. %l  xNU+%Z\M# [0
140100718  TCP 91.134.217.18 443 192.168.1.117 1438 a$.9.. 42 y B.og.~l=_).% 2z "l<l (. Gl Eyl . @1 i {Ngyi G { {"kQ64N.T> m
140100720 TCP 91.134.217.18 443 192.168.1.117 1438 _p.fal4=Z ., ~0 ' xSPalU A7/H$ 17 Tula%:824. S U7 yM. $X 4kkn8 zwlOV. 1-d. .
140100720  TCP 192.168.1.117 1438 91.134.217.18 443

140100720 TCP 91.134.217.18 443 192.168.1.117 1438 vy )% nlX ZNS R $n O{B8< =iV 1Z%.  f. .. .. n.. ¥=Hizi* xF91 47Vt fE_+sh {t. (#a]]
140100720 TCP 01.134.217.18 443 192.168.1.117 1438 s~ 2?0 .= Kx.. m7 [vFbW. #@] " p_ . ::lLLP.D r<X¥v_v. YThk. diF.=1b. @ \% +g=B"
140100720 TCP 192.168.1.117 1438 91.134217.18 443

140100721  TCP 01.134.217.18 443 192.168.1.117 1438 _AZ? Irowoe... % #V o' z=gP, { . w. S War  c"TZ jnH. T j~xsZg2%( $ "% Heol
140100721 TCP 91.134.217.18 443 192.168.1.117 1438 . _D.N2[mS.p_v.]. BRqvONl p -=W. nl). ... L8 4. w0l 3. 2z N* tm (T.2vEb . .
140100721  TCP 192.168.1.117 1438 91.134.217.18 443

140100780  TCP 193200241.195 9001 192.168.1.117 1440 p. NfVI2IN.m N_AIE. 0sD @ M. =n@<o¥ ow!EJA <Xq¢$ gl U3 kbeH . 0. X K.
140100780  TCP 192.168.1.117 1440 193200241195 9001 ... Z ".vzol.2.D..5 w.!$ lv.5 JLIH jda.m¥ . NtJ & . Z_  0301° (. qe <. +fw07< M[. 7.
14.01:00805 TCP 91.134.217.18 443 192.168.1.117 1438 $qL

14.01:00805 TCP 01.134.217.18 443 192.168.1.117 1438 4.

14.01:00807 TCP 91.134.217.18 443 192.168.1.117 1438 _n

14.01:00807 TCP 01.134.217.18 443 192.168.1.117 1438 \Bs>.4.[ 1&.g9M. Ixl  kaXU [ Y$% Vo )O 1K U'p. lp}z.o.. Nky. B2 <x.y9. 25 z E py.
140100808 TCP 91.134.217.18 443 192.168.1.117 1438 ()Kkg.".0.@9D1. q3P7?N_E3. | IN"vOO{E 1l ya R.".1X s .. @Tp. BI >4 [5lu.. p7 jn. j=H.
14.01:00808 TCP 192.168.1.117 1438 91.134.217.18 443
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ZREHTTPSIE )4 1L 3 8

IN =T - H % ) £ Ei[‘_’,

| Fratocol | SRC IP addr. | Port DST IP address | Port | Pavload [Content of pack.et)
125942687 UDP 172.16.1.100 1026 168.95.1.1 B3 cib.ibanking-zervices. com.....
125943093 UDP 168.95.1.1 A3 17216.1.100 1026 cib.ibanking-zervices.com................ VI enzd metavante' ensl.L.d....... G.....
135943093 TCP 17216.1.100 1567 B4.132.20210 443
135943343 TCP B4.132.20210 443 17216.1.100 1557 .
135943453 TCP 17216.1.100 1857 G4.132 20210 443 Lo A @ db. S I A
135943686 TCP B4.132.202.10 443 172.16.1.100 1857 [0 AT 2do bl bl OMLL G e
135943686 TCP B4.132.202.10 443 172.16.1.100 1867 cd WELDLAT L HE T EE g (Hoos L fwe MUk k@ Dol T N S5.G.mE..0.C..
13.59:43 686 TCP 17216.1.100 1857 B4.132.20210 a2 1$]...mu we [P RB ... fH.s8 e V... +eMlAE deftf b ... 2=HGE.T..T...<.-
1359439417 TCP B4.132.20210 443 17216.1.100 1887 Bk cfme Lz b @ 0.8k e
135344015 TCP 17216.1.100 1857 B4.132.20210 443 An Do M renBine H2 DS ide M Bagy pean 1L gr e b L2 TH L e
1359344218 TCP B4.132.202.10 443 172.16.1.100 18857
1359442801 TCP B4.132.202.10 443 172.16.1.100 1867 2SR e L R AN ZhaE. L9 LA M T E ML d U TEL
1359442801 TCP B4.132.202.10 443 172.16.1.100 1887 Za.[...D.c™ . 3.bni{. . .g. GE0-G. ... nmiEF. e+ O kTd b =T e YR
1353442801 TCP B4.132.20210 443 17216.1.100 1557 Jeb bt T ML s P H L p @A 2B G2 LS a5 T w]d e ) hBdg I
135344280 TCP 6413220210 443 17216.1.100 1867 Ao H CF Ay s Kz ] 3w BE BgU BE + L M w0 Mk QLSRR -0~ e s pBde S o
1353442801 TCP B4.132.202.10 443 172.16.1.100 1857 JBhABpT 2R Lo Bk g, Wi B gm0 P 0L LD ST

M7 2017-251 kR
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SEHTTPSEAN YR {CEI Elge

(&

| Protocal | SRCIP addr. | Part | DST IP address | Port | Favload [Content of packet]
14:20:39.250  UDP 172161100 1026 1689511 R wawn, ricrozoft com. ...
14:30:39.296  LUDP 168.95.1.1 53 172.16.1.100 1026 e icroEaft com... ... toggle. wi. me. akadne.net. /. abl..... [.Ib1.Ee........ E-T
14:30:39.296  TCP 172161100 1533 207 46.199.60 443
14:30:39.500  TCP 207.46.199.60 443 17216.1.100 1533
14:30:39.500  TCP 172161100 1533 207.46.199.60 443 L3, @d b c5.0v0.. " Ha..
14:30:39 656 TCP 207.46.139.60 443 172161100 1533 e FLDL R Tkl oL Hed  EPLC O I H.O.*H....... 0.1.0..
14:30:39 656 TCP 207 46.199.60 443 172161100 1533 - b 0w dlid0a™ w0 BNV e W Z0ND a0 HL 01%08. 1. Micros
14:30:39.859  TCP 207.46.139.60 443 172161100 1533 JEHL Outl.0..U.. 51,0 U, GTE Corporation?'0Z.. U .GTE CyberTrust Solutions, Inc. T#OL.1...GTE C
14:230:39.859  TCP 172161100 1533 207.46.139.60 a“aq3 kog.. blocozWeu b3 BN p . HA L mie B lua........ @t d..Ld e [EeW
14:30:40062 TCP 207.46.139.60 443 172161100 1883 ofl H#5=. e N e MLzt
14:30:40 062 TCP 172161100 1533 207 46.199.60 443 L2 =4t Y akla T e P 0L Y N P bga kdEE LM B LK S 3
14:30:40328  TCP 207.46.139.60 443 172161100 18233 L
14:30:40421  TCP 207.46.139.60 443 172161100 1523 L = - O 1 O s ke ple . AEAMIU L Ob 2 ke A
14:30:40 427 TCP 207.46.199.60 443 172161100 1533 o wd U3y B Fp v RoxT. Ob B ] @MW YN MW m3 AV B ™
14:30:40 437 TCP 207 46.199.60 443 172161100 1533 wowkZ U H B =z Gn T LY 2 = R D _POK snE PRy RE Ko
14:230:400437  TCP 207.46.139.60 443 172161100 1533 U, KR kSgle Va4 o B O RURE L Y b @ DYz
14:30:400437  TCP 207.46.139.60 443 172161100 1533 covLULL s WLCL A0 @ D N W ek eGz 5 3 D e 8.8 0 KR 4 8 S CL PGB Ly
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—— N = N2 2T + /—J s
HMMTORZIZE A UL By B a1 Y 2l F 6!
—~~ I\\ 2 A 5

- PS | 41EtE%) | BEH P bt | TR | BurZ et | @ | 4 B A B

19:11:50961 TCP 158.69.204 36 443 1921681117 4340 .8

19:11:50961  TCP 192.168.1.117 4840 15860204 36 443 01 v TodE) ) 0% Ch L LA K e e TMPE YV f ¥y Ok Ho £ 2. 2k7 6. hDO A

19:11:51 072 TCP 158 .69.204 36 443 1921681117 4840 . U,Qu_zﬂ_d__*_}H___H___Wr__‘_: ______ D=%._ . Muf bl ofHyv Fx Tq.  Yi[Mal $ 7 v 1 o008 * HFI

19:11:51 168  TCP 158.60.204 36 443 192.168.1.117 4540

19:11:51.168 TCP 192.168.1.117 4340 15569204 36 443 .. J{i_Qg VA B hoo-[l Ky Ct.o<b..... [Bt. 1 I¥YWpFodl . xv fif i xsxM F{ Ok M<[pIN. Ri

19:11:51 244 TCP 192.168.1.117 45840 15669204 36 443 L9 s AW ] FlUvyfs' #F. % IQFS5C+ e GB.  Nuw- QV I+ pN=. .. howoo &=2"{ we? JF."3.

19:11:51 344  TCP 192.168.1.117 4340 15569204 36 443 Le DF =M M s S Wz &l s ol gL QSR T ~E. ..t E 4.

19:11:51 37 TCP 158.69.204 36 443 1921681117 4840 Q=l.

19:11:51.483 TCP 158.69.204 36 443 192.168.1.117 4840 . U %0200 cT8gUZ. . w e3vAF. Aa. 0Vaea..  QCy hiyv % t B[ .CE=L P L F[3C] oW .. ...1

19:11:51 535 TCP 158.69.204 36 443 192 168.1.117 4840 L Ouz b eEG e v, JRUAL T Ba b, H g Y e wyF Ll - LB W2 C8 e letd; ¥R r

19:11:51 535 TCP 192.168.1.117 4340 158169 204 36 443

19:11:51 543 TCP 158.60.204 36 443 192.168.1.117 4840 JNee..qW.C.@3byb N.T. A haC).... 74 dk ZeMzkQ,* . AB.. 1% ;. G0 w. W@Q. . 1.

19:11:51.543 TCP 158.69.204 36 443 192.168.1.117 4340 . E.2y........ PkoBE idgs. Tlio™ )Ll ={ g . Bvio X EKTWE dAN31.1 J.00 2 kZ kiEw G5 J_ v G1

19:11:51 542 TCP 192.168.1.117 4840 15809204 36 443

19:11:51 562 TCP 158.69.204 36 443 192.168.1.117 4340 ..

19:11:51 562 TCP 158.69.204 36 443 192.168.1.117 4840 .

19:11:51.579  TCP 155.69.204 36 443 192.168.1.117 4340 K..H*>..\...c..L_.zTB_h.M".T'.f‘._S.i_l..‘....3._...nﬁ{...w.Rf..f.__[z..__'aL.__=".._...I........R.._..I_U..@U.I_EO..PD.z......S.....Y..._t..‘.r._l..

19:11:51. 579 TCP 158.69.204 36 443 192.168.1.117 4340 b s Bog&W H. L@ pzsRO.;. RO« fe o W2 . m.qg....1LE. K. $]1.7 "Mw. 9. . {u

19:11:51 579 TCP 192.1668.1.117 4340 15869 204 36 443

19:11:51 584 TCP 192.168.1.117 4840 15860204 36 443 w9 { =D w3y  KCGIR FRV>=8L . G<B M~ MG w. . 8ecw. $76]]X8.2,2 )1

19:11:51 658 TCP 153.69.204 36 443 1921681117 4340 sz T Ta<.. ... ADY. onh I"1Q. < P 4, E L ¢l P GEY 20@u ZDx. 5. .0.,=DEZ4+6{..9

19:11:51 740  TCP 158.09 204 36 443 1921681117 4840 o 6d L e ? AT D gl DT O s e W I YRR S e 4 T AEAT On
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. N7 - Y% =T 4 5] &5
HIMTORZIZE AR USRI BN T Bl B
Z ~ I\\ - H >

i | $1E485) | 33EE 1P it | @3, | i 1P bt | &30 s = A =

19:15:45832 TCP 158,689,204 36 443 192.168.1.117 4840 L.,

19:15:45832 TCP 192.168.1.117 4840 15869204 36 443 L0 Z <R 12b T T B AE, @ I~ K2 f ) h& e 3L BTS2 ke alMa Y

19:1546038  TCP 158,689,204 36 443 192.168.1.117 4840 L

19:15:46417  ICP 158.69.204 36 443 192.168.1.117 4340 LG K #0606 g 05" 16). ¥, 4. 73 2 P SD{ q..-MéwQQ *. . a5 .1 % GbO. 1. Y M@, =

19:1546432 TICP 192.168.1.117 4240 15869204 36 443 bro T I [ ~-F[d.U. e.. {*B.Y tmuos. .. Ezr; R . q.g W 0. 3 ¥VALKC .. LWBON. co=tw. <

19:1546642  TCP 158.69.204 26 443 192.168.1.117 4840 LED

19:15:47062  TCP 158,609,204 36 443 192.168.1.117 4840 Loy ## 64V AEGD b v 2 TED Aok wid 1" EE% v~ #D LV EM

19:15:47062  ICP 158.69.204 36 443 192.168.1.117 4340 e.2s...jHyo 5 £.0 1Gp{H. % $yx *75q.<&j.....) .1 KhR5ID1 gaF... |.%........ Hi[*Ze\... kM. U $00. . .x

19:1547062  TICP 192.168.1.117 4240 15869204 36 443

19:15:56 461  TCP 158.69.204 26 443 192.168.1.117 4840 LA e n (¥ A HZ®zpn.. B . cZM P ONYP 2FFez  xowhoavn V0. 9 jHz M. _C.-

19:15:56 575  TCP 192.168.1.117 4240 15860204 36 443

19:15:57257 ICP 192.168.1.117 4272 21652233191 12975 KL BQ L WYy g JTONE CER: ML 5. g v

19:15:5747  TICP 21652233191 12975 192.168.1.117 4272 EES

19:16:02392  TCP 158.69.204 36 443 192.168.1.117 4840 LGS LN At e 100 e B e DR L O0=I[U.2 1.l1@ K. ZeK].

19:16:03515 TCP 192.168.1.117 4240 15860204 36 443

19:16:04.351  ICP 158.69.204 36 443 192.168.1.117 4340 LB eV KDV v 4G A Ve F[ @B g Zv._ 2.4 9.6, Sn.... .eR5l. red ). .

19:1604521 ICP 192.168.1.117 4840 15869204 36 443

19:16:07657 TCP 192.168.1.117 4840 15869204 36 443 L0 s8R e C_ P RkeP . B.Go.a?D g Al&TE. S35 bM~ @ dblU S . n F.  #0.1

19:1607866  TCP 158.69.204 36 443 192.168.1.117 4840 Logh

19:16:07866  ICP 192.168.1.117 4340 15869204 36 443 et QO L MUV VL kL # el PELEA N 9 )« FHL.DAE. 7 Town (g A5z dFae L2

19:1608082 TICP 158.69.204 36 443 192.168.1.117 4840 Q

19:16:08.359  TCP 15869204 36 443 192.168.1.117 4840 LU VA KY 4. seeM om MEtPm.  $ c N AU  14dac. 1l u¥]A1...... 6. . . . . #R[P&.
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At N L S 2T) £ 5] &5
HMMMTOR)? ‘%ﬂ \JZEETE Bl Ep Y
o~ I\\ S H 5

F FS | +4E3ER | 323E3 IP Hot | EETlie . | fBUE IP Hid | 3@ | = A =

19-16-53 030 TCP 15869204 36 443 192168.1.117 4840 ..D."‘.

19:-16:58260  TCP 15869204 26 443 192.168.1.117 4840 DOty P Y eV M SY L -G, O=k 0, L P S e SMAW K] AL MR ]G

10-16:58265 TCP 192.168.1 117 4840 15860204 36 443 .09 )8 [BH. 68.CO 08l 1)l Algov. Oy T Lo THEQ M5 G0t G KF. Por ]

19:-16:58478  TCP 158,609,204 26 443 192.168.1.117 4840 LE

10-16:58 478  TCP 192.168.1 117 4840 15860204 36 443 Q9. 2<.5. Z1i3Fz imFF. 20X zBfwy... 5, =gT4DV. gt{ dm ~X. . &2z BS B wh_v..,iv. >M

19:-16:58 0654 TCP 15869204 26 443 192.168.1.117 4840 L0022 VEdu D, PELy"i+.» . &.c.Bulg. BY 1. .m.. a-*'G 1%0*% $"Ve Fo . xamuobd. fQuT

19:16-53 691 TCP 158 69204 36 443 1921681117 4840 _53%.

19:-16:5881% TCP 158,069,204 26 443 192.168.1.117 4840 LDOn P b Vs L2 F= 4. $R....DL..]..... #Bz=T 20, PMx . a. ... s Mal 6p N AL ¥ mw=

19:16:53 813 TCP 192.163.1.117 4840 15369204 36 443

19:16:58 818 TCP 192.168.1.117 4840 15860204 36 443 X9 8 Cpobovy 0 PP aVieq9 3. qQ7.0....... ¥l Ue [T~ tEn. Y. 0. ewvbr. 9T |&r-6g70]

19:16:59 020 TCP 15869204 36 443 192.168.1.117 4340 F'vd. ). S%pvt qF G~ # Ru . 3] bG E@M + 3% pul P2 6 GKFEZ £ ¥ A& d <Lt L4+ge". .. . C]

19:16:59024 TCP 15809204 26 443 1921681117 4840 7

19:16:59 024 TCP 192.168.1.117 4840 15369 204 36 443 .. w03 . B. . =.5.. . T N..my2 . p. Hi8. w. ... M34V] e e wIb e A)

19:16:59 231 TCP 158.69.204 36 443 1921681117 4840 DS pF (e Yo 2% . = Ypw. . om ARGV g A Tmh VB, 27 "13*...0.1‘ ........ 1. K. 9

19:16:59 241 TCP 192.168.1.117 4840 15369 204 36 443 .. w09 2D Ek.... q*. 9. Bel jHe. ... I.}'K..v$....}.'?L......G_.T.F...........0...3....?(.?_9]._.>_...kQ..H.‘#;..'..D

19:16:59.454  TCP 158.69.204 36 443 192.168.1.117 4840 L8 a U0 ke Ny T b8 pmnH L6 TN pQL D T~ RO Wy Kon, DW Lo

19:16:50 454 TCP 192.168.1.117 4840 15369204 36 443 .. w9 v V. F. %14  FL.,Q\h. .. o WEK.X -TSRC/ . E.LLEEK6Z OU. & v\ 0, H9w. . .. ..

19:16:59 662  TCP 15869204 236 443 192.168.1.117 4840 DO gl Al L GISLBIb . R Tl Ity D 20KEK. C..CJ{. f Pogll wx. l. . _g3 _ +..0..1

19:16:59 662 TCP 192.168.1.117 4840 153 69.204 36 443 ... w9 . d.w. qg=MF. ~R,ua ~FK ,x{elh Hze. . w. L "SRU00Dx. >.41.E. <5%0,.J]"REun?

19:16:59877 TCP 158,069,204 26 443 1921681117 4840 LD Ou AL " EBL a0 wPBlat. i <.l Nom/*zquAlU 4. +4b. B, ,.0. .G .  JPv.

19:16:59 877 TCP 192.168.1.117 4840 153 69.204 36 443 .. 09, c.. . 9VEE. N4 .t..?.'I.l}f..r)g.4q$B.‘.’L.".,...B..3#%‘:‘8......1.....ly.....fd.SW.B S MT L WG T dm HC.

191700084 TCP 15809204 26 443 192.168.1.117 4840 LDon{gd@ 41, b pB. F [ (T.V.F 'gpsM <. X ndd,@ d Il . $QEIDW ¥Y7.% X 00 -~
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E\%TOR‘“"\%,\HW SR RSN o]

5 | $E4ER | B3EH IP bt | @ik, | B 1P it | s 31 = A =

18:31:32.171  TCP 158 69.204.36 443 192.168.1.117 4757 .~

16:31:32266  TCP 158.69.204.36 443 192.168.1.117 4757 outs DL pYE Y. 1#b d Freb k+fh9.@.8.]. =9@ D§ >= ,3,x(M( AK Wr2d. " [ C.&"QW
18:31:32.349  TCP 158 69.204.36 443 192.168.1.117 751 he

18:31:32.360 TCP 192.168.1.117 4757 158.60.204 36 443 ER eldeQz"h &t N, ... Z.<WQnh.K1d. TgG 20 0. AGkk&av. . xgh?
18:31:32.595  TCP 158 69.204.36 443 192.168.1.117 4757 .. 0wt EZ. i 2&F R DS lomS1. >! HA <% Yl y~sR QnuT>sK H "S¥q $P. _ #yc*-Mjds
18:31:32600 TCP 192.168.1.117 4757 158.60.204 36 443 EN.e. (. .Z5 . Bde . 8. LT 807 6. W,ovOf nim. 7a9. F b2 K(. . IXg. PRF.
18:31:32758  TCP 158 69204 .36 443 192.168.1.117 4757 . wis Fapl MY 6[b. U #g sg0A OqtelQ L HO 2 % ke2vD.-l B _fPych ,-94 -w__j'
18:31:32840 TCP 158.69.204.36 443 192.168.1.117 4757 zomtj £ &=H 2r)2". . ($... e;A hD... . VO0m.. 9 Y. K VHQK.L. . {.. . 6fqg. V. I\0]g. M8.0O. ¢
18:31:32.840 TCP 192.168.1.117 4757 158.69.204 36 43 . Eh ey 380 p7. 0. wHG- 2.0 NTd=H.I = < N.__ #vJ +AK {} Ay <j5 @ " M+d ¥ GG
18:31:33075  TCP 158.69.204.36 443 192.168.1.117 4757  uwts . # % $U-<G. mZ>TkOy.u*¥ P+ 4 6V H 8= P i?. 81 . h&9B. Y. . .l... Wi k{m.
18:31:33075 TCP 192.168.1.117 4757 158.69.204 36 43 . Eh. eowTl.OV. . 2K K. ¢! MpN saX k. H. .  H. .. '..I-'.F..q...h _____ N =%.L,). H#Q.R7.L.. 5@.
16:31:33301  TCP 158.69.204.36 443 192.168.1.117 4757 . utsK. P .Qwoqg. %y )B3K @ . cz. 6 ~RPNF o Q ¥l VI jAWdg R1, .} M. }GIMM. .. Se W
18:31:33306 TCP 192.168.1.117 4757 158.69.204.36 43 . Eh. e { A~0lS. cpHvr).].8.&. .. ....0..paQ5. X*. 00.. &~r. 811 +[A~L..>. TLkpdoyc DV L2,
18:31:33.566 TCP 158.69.204.36 443 192.168.1.117 4757 K.

18:31:33566  TCP 192.168.1.117 4757 158.69.204 36 443 EhNe. . kL jsg .. CB.7.Ce. (Pqlyz8l 25 up.=)Fyeh n 6. E | O # 32YR*eHt
18:31:33745  TCP 158.69.204.36 443 192.168.1.117 4757 i L.B_...5GT)8. 1K} Ulnv KXj 8, }JF6.i.¢5.]g+ 6. In. . mB, *FDI5..gRvgS(.H.72.".R..4
18:31:33786  TCP 158 69.204 .36 443 192.168.1.117 4757 [

18:31:33876 TCP 192.168.1.117 4757 158.60.204 36 443

18:31:34.114  TCP 158.69.204.36 443 192.168.1.117 4757 wts M {vzeN* 4. VS)o gy ash. V. 4.8 0. MR.V~_ Ko.(.F. % a. {1 6 [N
18:31:34.124  TCP 192.168.1.117 4757 158.60.204 36 443 . EN. el ol¥lv[;u¥dc. nl8##_T%Lp 1. ..y  ELSn,mZ¥9%% 11 M. g . .~ 2+50]]R.
16:31:34.364  TCP 192.168.1.117 4757 158.69.204 36 43 . Eh e KMN_t. 1X...3ix. e..@ (9. .. YD .pAMp. H.....+f3.7.24v.. 0% 05p0)3 K
18:31:34364  TCP 192.168.1.117 4757 158.60.204 36 443 &Ul-. @k hL Xhz he . T . * _ ¥Vr2m.45. 8. . (. <. .i.p@ 0YL.V*H )+.0). L. Qfc
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High-speed Onion Routing at the Network Layer

THEFIIE T BB R BB R

“>a

o I T ER 2R

- Sphinx B TOR %€

- HORNET, St P B BERARERNE EEKJAEEB
HﬁﬁLﬁ?]l]Jé (Two Host-Site) - H AR ERNEZE
T+ LB RE 0] ZE93Gb/s -

Ek}

AAYE = 7 1
tbﬁxri'l *E}FEE

)<T+

hRA 2017-551HR hr #5838 Copyright@2017 Diamond Liu ZI18E dmliu99999@hotmail.com 37



LOOPIX
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MayArchive - HU%%U S IENSY JFE_C &£ ARV INAS %fﬁa%_zﬁ
1024bits - B??F@%ﬁ%ﬁbaf%%ﬁﬁ Rz iam - BN —AxE P E RN A
Raw - BT EEERITAE -

TS RESTEE ZIVATRYCLE - (1) ERRAR BR Y IS PR S RIS 1B 18 (2) T
«"E?EEHEI’JTS‘HTIE*%  BEQ)REFUEBHNER - S {CESNERR
meEE - =BT ° 2013FE/M N EFER - TARNINES RKS -
CryptoLocker - FEZRIEHK = AN BIVEHIA = £ 2 (KII52700F3=E) © &5F
S Y =R - B2 BAAETORAISE 1A ( Deep Web, —

BTOREBHE R ) BREEE

- 2ZRJR: en.wikipedia.org/wiki/Ransomware , 2017
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MENRBEZENEN

Monthly volume of ransomware and ransomware downloader encounters

uuuuuu

nnnnnn
E .

N Fancormivare s—lansormvare downloadern

£ K JR: https://www.microsoft.com/en-us/wdsi/threats/ransomware
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Top ransomware families Latest notable ransomware families
» Ransom:AndroidOS/LockScreen + Ransom:PHP/Ronggolawe.A

» Ransom:Win32/Cerber + Ransom:Win32/Cryxos

» Ransom:Win32/WannaCrypt + Ransom:PowerShell/Abpodul A

» Ransom:Win32/Spora + Ransom:MacOS_X/Ratatonilly.A

» Ransom:Win32/Enestedel + Ransom:Win32/Petya.B

» Ransom:Win32/Genasom « Ransom:Linux/Erebus.A

» Ransom:Win32/Teerac + Ransom:Win32/Shieldcrypt.A

» Ransom:Win32/Locky + Ransom:Win32/Jaffrans

£ E K JR: https://www.microsoft.com/en-us/wdsi/threats/ransomware
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MENRBEEINEN

The global impact of ransomware

UNITED STATES

AUSTRALIA
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iz @I B Ransomware

o AR AV IR
o W EAAHIAVEEE
o BREIHMNEBEIR

- U E—RBFERWERBREBENXMNENAE - BRIREMI)ER

@’Eﬁg Emmm R BIEER#R - BRRESR...) - NENREEE

ZHEIEN - DUERREE AWRSANE 2R - SRZISEUERT -
ﬂ‘ﬁﬁéi‘iﬁﬁa%fﬁ i LG <2 3B BRI TR E NETERE -
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IPhonetP 228 %[
EEEKEE(ABRERREAEE)
TR ERNEFIRE F G
{lRE Chrome, Facebook #1 PayPal & F &4
{iRE Microsoft, Adobe, Java B E 1B Al
FEME KR FH
B R R E AV E
#}fJava -

& hRAdobe PDF Reader, 2t/ &hiRAdobe Flash Player -
278 Windows UpdateE#
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J’ Microsoft Taiwan Corporation nﬁﬁﬁ Moz1lla Firefox

J Microsoft Taiwan Corporation igi=t®s - Mozilla Firefox

wE T #fREE #HRO EERE JF|EE TLTH D e wE T #*FREE #THEO FEFRE FEE TH I HF2EH H)
) _ - é:ﬂ *’_“‘-. ﬁ | | httpeffererer . microseft. comftatarans J _ - g:ﬂ ’_“‘- % | | httpafferwrer rnicrosoft.comitaiwand|
Gl Bt .. OiEsLELYER. O HEST. E@EREE. E (Gl {Ea#mEs ... (O#EBSLMER.. O EHEET E s | |

STEWAESE
==

Windows
Office

Servers

A EEEEEE A EFEwEFL

Creveloper Tools
_Bu=ine==s Solution

SEEmsESER el =i EEEEFEE =i g A EEEFEPL
E=FF Microsoft

Windows

Office

Servers

Creveloper Tools

http://www.microsoft.com
http://www.rnicrosoft.com
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= HIEFE

%3>7] China Airlines - Windows Internet Explorer

& &Y~ !g, http:Avwrw .china-airines .corafchischedules _check hitra 3 j 1 -.,\- Ig, http/Aasrw .china-airl ines .cormichschedules  check hitma
¥ A | @8 chEAZEA T China Aidines

[ @ PEZEA T China Sidines

[

-

- RSB MEMAE B
-
Cruna arLines o ELss BESTTTETE

ES anem
F8E3k
(GO
mAEs =g V510 :
miomA  miEn BB - K2R
BEre BigHhRs
#8_EET= | i = [ TPE-&=4L F

EMREINOE | SR

SSarBH FERRME

BEvS
EJUEICOE | S

o
CHINA AIRLINES " x: EEBIZENE

EE anwk
S1-e=00
GO
hAiEs EiEEs VE 3+ .
3T HIAEIE BEMBATER » KT
b . e
ELEETE | HERES =1  TPE-&4L ~

| httpefferanwr . china-aldines corechSchedules check him

q

£ | httpfhgrengr . china-airl ines comsichéSchedules  check himn I

' FE e Al China Alrlines

[

@ chEEZE 4 A China Aidines
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The "HoeflerText" font wasn't found. ¢ chrome

The web page you are trying to load is displayed incorrectly, as it uses the "HoeflerText" font. To fix the
error and display the text, you have to update the "Chrome Font Pack".

Manufacturer: Google Inc. All Rights Reserved

Current version: Chrome Font Pack 53.0.2785.89

Latest version: Chrome Font Pack 57.2.5284.21 m
/L) Flash Phogin * V.[, REET.ERARE . x ¥ L viewssorcowwwlbe, X v T\ Adebio - FlashPlayer X \\
“— C O © wwaw2beynycom/ine
o gEGn

This site works best with Adobe Flash Player version 23 or later
Currenlly instabed version: 21.0.0.182 PPAPI (Chrome, Windows)

Outdated Flash Player may cause some content 10 be displayed incarrectly. Adobe
relommends thal you dhways Bstal the Ritest updates

By cOcking the “Updale now” DUITen, You SCANOWEIge (a1 you Nave read and agree {o

Me AGODe Soffware Licensing Agréement

Update now Remind me laler
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HBERE  FEIAER?

 Windows s EZBEs

: BEEESRIEE T Microsoft Windows
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NOT YOUR LANGUAGE? USE htips://translate.g
What happened to your files ?

All of your files were protected by a strong encryption with RSA4096

More information about the encryption keys using RSA4096 can be found
How did this happen ?

111 Specially for your PC was generated personal RSA4096 Key , both public and private.

What do Ido ?

ALL YOUR FILES were encrypted with the public key, which has been transferred to your computer via the Internet.
11! Decrypting of your files is only possible with the helpofunpﬁvmkayandd.uyptmnm,wmalhonwr

data
So , there are two ways you can choose: wait for a miracle and get your price doubled, or start obtaining .!;:’OO!N NW!,.M.WW easy way
If You haveroallvv-luabledata.youbcmrnatmyourﬂme,boa_umhnoothaw-vwwmr les, except make a payment
Your personal ID: :

For more.pedﬁcmpl..vﬂtmmdlmmﬂnmar.afmdﬂ«m.“mvdnﬂnwmrmm
1 - http:/ /Skiujogtkmofnyaq.onion.to
2~ htp:// skiujogtkmofnyaq.onion.cab

= http:llskiujogtklnofnv.q.onion.dty
!fformmﬂnw-notw.lhﬂqﬂolwmmz

1 - Download and install tor-browser: http:/ Im.lewM/torbrmr.hbnlm
2 - After a successful installation, run the browser

3 - Type in the address bar -

hep:// ékiujogtkmofnyaq.onion
4 - Follow the instructions on the site

Be wwwmm“dﬂlmbﬂllnkmyourmmwmm.
sure

v rEwsave e privawe Key andg ae("ypgon pTogr‘an; L‘p ‘;
any decrypted folder - inside there is the special file (*_HELP,
5 i with complete instructions how to decrypt your files
A 3 ¥ = B D < e .
If you cannot find any (*_HELP_HELP_HELP_*) file at y
S follow the instructions below: :
Download “Torarouser"

2.

% -4 S R SN =
from https://www.torproject.org/ and install it
In the "Tor Browser" op your personal page A

T b T S L i
http://h hqmbxyiniskkt

Note! This page is available via




A yr““‘ P 4
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Ransomware

e WannaCryptoE’Jﬁzlif\,
e WannaCryptoRVE &5 24T

o WannaCryptoE’Jﬂ’T% vl



WannaCrypto &7
- JR§8 : EternalBlue and EternalRomance

- ) - AJES 7550 SMB v1, MS08-067, MS17-010 (£ CVE-2017-0145)

- BLEME) W B =
- WannaCrypto EE?JLL/)%/HTFHQ R (BRI 2B EHEE )
- WannaCrypto & & A B4 ks B E sl (HM R A —1E)
- WannaCrypto £ H1Z 2B 7 E SMBv1

WannaCrypto 2/0 8lm 58T s AYIN % £) ZRERES

A A TR T 43¢ 1 4 22t BA 5 1 R,
52 % https://blogs.technet.microsoft.com/mmpc/2017/06/16/analysis-of-the-shadow-brokers-release-and-mitigation-with-windows- 10-virtualization-based-security/
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' Wana Decrypilr 2.0

Payment will be raised on
1/4/1970 08:00:00

Time Left

Your files will be lost on

1/8/1970 08:00:00

A bout bitoodn

Howe to busw bitcoins?

Contact Us

Ooops, your files have been encrypted!

K EEE T TERA?

R — S EET R EMERET .

A, B, ow . B, THE. WEITH. exelHY, BMPFHEHERM
SRR MMET . EETEEE TR,

EA— AR HFREEAE EWER . SRWIEE EHREMEST R SIS, R
®E. BERMAOBEERET. REZTFHRMT BT ERES LT .

HHEAIRKESEE N GE?

EAEEIRIEA SIS, HEEEAFRMAEERFFSFI FERE . FHLLAEIER. |HE
HiEHT 2T AR IERETS .

{BEiE2MFey, MT-REMEIEEARYTEE.

FREOEE <Decrypt> fHEL, PIETLIS EBWE -S> . FFER LG, I\ -TT
BT BY -

HEERE=I &, FENFBESEENH.

=D FEFE AT LIEEZERTRE. M WENE. E7T 2. MEMMFIFARERE
147 T F1 -

AW IELAMNEER, AT =25 FAme#E s

EAE, —EEFIZAFETE. FTFEEWRETT .

¥T, BT H5RE. FHFEFLIEEEMAFE,,. TEEBEBREFME. BEE W v
. . Send $600 worth of bitcoin to this address:
bitcoin

prisiiatyiitsll | 12t9YDP gwueZ9NyMgw519p7 AABisjré6 SMw
Check Eayment
55
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Lycorisradiata

Ooops,your files have been encrypted!

IRE 9FPF-

i /A HE

BS (Check Payment ) f{H2%5 B0 % {1

FHB0=t, #EEt. Eft=EEM

BAR  (IRERFERFEED LETHER

(TS iR=E (Copy) MURHNHFRISEESTE ( Contact

Uis » 1B 7SSz TRL LI 2 BB & S 55 1F E.

FIMERkTHS . (FE ST —@ER , SHESHLW  Decrypt) HiH
5 . EESNMARRGATN . BrE (Decrypt) il , ST1IED

st 8 THE,

x5 A=
U1 e T R JRUMIRD |, WS (ContactUs) &i# (JoinUs) , #

Couy Check
Ry Payment
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[#] ShellcodeFile :: DOPU <{ensure correct architecture) ONLY? Other shellcode v
i1l likely BSOD.

ShellcodeFile [1 : C:\Users\test\Desktop\shadouwbroker—master\windows\dopushe

ZAt j'L’ dj] A 11code .bin
H D p— [I] Sig SilellcodeF)ile => C:\Users\test\Desktop\shadouwbroker—master\windous\... (
us characters
l:y 10N N

ExploitMethod :: Which exploit method to use

*A3) Default Use the best exploit method{(s) for the target 0S

1> Fish—-in—a-bharrel Most reliable exploit method (XP/2k3 only)

2> Matched—pairs Next reliable exploit method (XP/Win7/2k8R2 only>

)3) Classic—Romance Original LargePageGroom exploit method (All 0S Uersi

ns
Windows XP 2] Windows 10 BGIETHRTIGR 10 ¢
Credentials :: Type of credentials to use
E]= Windows Server
EES *A) Anonymous Anonymous (NULL session)

1> Guest Guest account
2> Blank User account with no password set
3> Password User name and password
4> NTLM User name and NTLM hash
Credentials [B] =
[*] Protocol :: SMB {(default port 445> or NBT {(default port 139>

*3> SMB
1> NBT

Protocol [B]1 :

www.hackingtutorials.org

[#]1] Target :: Operating System, Service Pack, of target 0S

XP_SPOASP1_X86 Windows XP SpB and Spil, 32-bit
XP_SP2SP3_X86 Windows XP Sp2 and Sp3, 32-bit

AP_SP1_X64 Windows XP Spl. 64-bit

XP_SP2_X64 Windows XP Sp2, 64-hit

SERUVER_2083_SPB Windows Sever 2083 SphB, 32-hbit

SERUER_200A3_SP1 Windows Sever 20083 Spl. 32-hit,/64-hbit

SERVER_208083_SP2 Windows Sever 20083 Sp2, 32-bit/64-hit

UISTA_SPA Windows Uista SpB, 32-bit/64-hit

UISTA_SP1 Windows Uista Spl, 32-bit/64-hit

UISTA_SP2 Windows VUista Sp2, 32-bit/64-hit
SERUVER_20688_SPA Windows Server 20688 SphB, 32-bit/64-hit
SERVER_208088_SP1 Windows Server 2088 Spl, 32-hit/64-hit
SERUVER_20868_SP2 Windows Server 2088 Sp2, 32-hit/64-hit
WIN?_SP@G Windows 7 SpB, 32-bit/64-hit
WIN?_SP1 Windows 7 Spl, 32-bit/64-hit
SERVER_2080B8R2_SPA Windows Server 20088 R2 SpfB, 32-bit/64-hit
SERUVER_2668R2_SP1 Windows Server 2088 R2 Spl, 32-bhit/64-hit

et [6] =
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A9 5575 %8 CIFS/SMB Protocol

- CIFS, Common Internet File System

- SMB, Server Message Block
« CIFS/SMB uses TCP-139(NBT), TCP-445(SMB) for communication

- The major actions of SMB Protocol

- Working Session (Login/Logout)

- Server Message

- Resource Sharing

- Printing Support

- CIFS/SMB uses UDP-135, UDP-136, UDP-137, UDP-138 also.

Copyright(C) 2004~2014 21§ (Diamond Liu)
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A 7558 SMB/CIFS ST BIRVIRZR 72T

BonN e

...... SMBEr...........a request login into server with authentication

...... SMBs..........a reply login message with version and license

...... SMBsm........a server responses login fail

........ X..SMBs....a server responses login successful

...... "SMBt..........a server responses terminate current connection
...SMBu........ 1 create SMB first session (Null session)

...... SMB%.........a send the shared resource name of server

SMB Protocol is a Internal Protocol which only can be found in LAN or Intranet.

In CIFS/SMB analysis, all the IP address from Internet (WAN) is abnormal.

It might cause once Login error SMB message when Windows uses/remembers disk shared resource.
The SMB packets after ICMP packets, it is abnormal status.
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ool

I\\Ei—:‘tﬁ *B ClFS/SMB iE_VBV_’J\/\U
B AR A (SRC/DST

[E=mIWindows Z#t, SMB/CIFS, RgEaliEn, 9=

IP Address)

- IEERWindows% 4, SMB/CIFS, UDP Bzl ERIPort, 22 %% Im 4% 5% & =5 1R 13 Ui
Am5(SRC Port==DST Port)

, IkF % SMBr, SMBs, SMBsm, SMBt, SMBu, SMB%,

- SMB/CIFS, Ei#iE i &l
SMBZ2, SMB3, SMB@, .

60
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£1 6]

=
E

515 CIFS/SMB (Broadcast)

Proto... | SECIP addr. | Port | DSTIP addr... | Port | Payload [Content of packet]

04:01:26.859 UDP 172.16.1.181 137 172161.2585 137 e, EMEPEMDADECOEEEJFECOEMEPEDEBE M, . .

04:01:28.078 UDP 172.16.1.184 138 17216.1.255 138 e, FCFDCMFDFBE MCACACACACACACACACACA, EEEJFECACACACACACACACACACACACABM. SMBX. ..
04:01:52.187 UDP 172.16.1.181 137 172161.266 137 EMEPEMDADECOEEEJFECOEMEPEDEBE A, . .

04:01:52.952 UDP 172.16.1.181 137 172161.256 137 .. EMEPEMDADECOEEEJFECOEMEPEDEBEMAS, . .

04:01:53.718 UDP 172.16.1.181 137 172161.2585 137 e, EMEPEMDADECOEEEJFECOEMEPEDEBE MAA, . .

04:01:55.453 UDP 172.16.1.181 137 17216.1.255 137 EMEPEMDADECOEEEJFECOEMEPEDEBE A, . .

04:01:56.202 UDP 172.16.1.181 137 172161.266 137 EMEPEMDADECOEEEJFECOEMEPEDEBE A, . .

04:01:56.958 UDP 172.16.1.181 137 172161.256 137 .. EMEPEMDADECOEEEJFECOEMEPEDEBEMAS, . .

04:01:52.703 UDP 172.16.1.181 137 172161.2585 137 e, EMEPEMDADECOEEEJFECOEMEPEDEBE MAA, . .

04:01:59.453 UDP 172.16.1.181 137 17216.1.255 137 EMEPEMDADECOEEEJFECOEMEPEDEBE A, . .

04:02:00.218 UDP 172.16.1.181 137 172161.266 137 EMEPEMDADECOEEEJFECOEMEPEDEBE A, . .

04:02:02.906 ARP 172.16.1.160 1721612 B Ko,

04:02:04.750 UDP 172.16.1.183 138 172.16.1.2856 138 = EMEFPEMCHFDFEEMCACACACACACACACACA, EEEJFE CACACACACACACACACACACACAEMN. SMEX..
04:02:16.875 UDP 172.16.1.181 137 17216.1.255 137 EMEPEMDADECOEEEJFECOEMEPEDEBE A, . .

04:02:17.640 UDP 172.16.1.181 137 172161.266 137 EMEPEMDADECOEEEJFECOEMEPEDEBE A, . .

0D4:02:12.359 UDP 172.16.1.181 137 172161.256 137 .. EMEPEMDADECOEEEJFECOEMEPEDEBEMAS, . .

04:02:20.125 UDP 172.16.1.181 137 172161.2585 137 e, EMEPEMDADECOEEEJFECOEMEPEDEBE MAA, . .

04:02:20.890 UDP 172.16.1.181 137 17216.1.255 137 EMEPEMDADECOEEEJFECOEMEPEDEBE A, . .

04:02:21.609 UDP 172.16.1.181 137 172161.266 137 EMEPEMDADECOEEEJFECOEMEPEDEBE A, . .

04:02:22.375 UDP 172.16.1.181 137 172161.256 137 .. EMEPEMDADECOEEEJFECOEMEPEDEBEMAS, . .

04:02:24.140 UDP 172.16.1.181 137 172161.2585 137 e, EMEPEMDADECOEEEJFECOEMEPEDEBE MAA, . .

04:02:24.859 UDP 172.16.1.181 137 17216.1.255 137 EMEPEMDADECOEEEJFECOEMEPEDEBE A, . .

04:02:25.625 UDP 172.16.1.181 137 172161.266 137 EMEPEMDADECOEEEJFECOEMEPEDEBE A, . .

04:02:26.375 UDP 172.16.1.181 137 172161.256 137 .. EMEPEMDADECOEEEJFECOEMEPEDEBEMAS, . .

04:02:27.140 UDP 172.16.1.181 137 172161.2585 137 e, EMEPEMDADECOEEEJFECOEMEPEDEBE MAA, . .

04:02:28.875 UDP 172.16.1.181 137 17216.1.255 137 EMEPEMDADECOEEEJFECOEMEPEDEBE A, . .

04:02:29.625 UDP 172.16.1.181 137 172161.266 137 EMEPEMDADECOEEEJFECOEMEPEDEBE A, . .

04:02:30.390 UDP 172.16.1.181 137 172161.256 137 .. EMEPEMDADECOEEEJFECOEMEPEDEBEMAS, . .

04:02:30.453 UDP 172.16.1.160 138 172161.255 138 e, FAFCEJEQFE CACACACACACACACACACANS, FHEPFCELCACACACACACACACACACACARD . SMEXZ. ...
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#%5) CIFS/SMB (Login/Access

Proto... | SRC IP addr. | Port DST IP addr... | Port Favload [Content of packet]
10:02:01.661 TCP 172.16.1.105 1032 172.16.1.103 123 .
10:02:01.6¥1 TCP 172.16.1.105 1032 172.16.1.103 129 . SkMBr.... 5. b..PC HETwWORE PROGRAKM 1.0, LAMMARNT. O wWindows for wWork.groups 3.1a. L1, 2002, LAk
100201881 TCP 172.16.1.103 139 172.16.1.105 1032 LUSMBL LS 2B p.i= . rnlEL.Z..1
100201881 TCP 172.16.1.105 1032 172.16.1.103 129 . SkMBa.... L I LN Fo w HMTLMSSP. ... B DAl 05 0ORKGRODPYW indow. = 2000 .21
100201891 TCP 172.16.1.103 139 172.16.1.105 1032 1.5MB= ... LT I HTLMSSP......... 0. L L I ' I LEH WM 2K _SERMER. O WIKM.2ZE _SER
10:02:01.701 TCP 172.16.1.105 1032 172.16.1.103 129 . SkMBa . LN | I HTLMSSP......... L....... k... L I L I L I b Dol .05 M. v+
10:02:01.711 TCP 172.16.1.103 139 172.16.1.105 1032 wSkMBe oW indoows BOO W iindow s, 2000 LAKMN Manager.
10:02:01.711 TCP 172.16.1.105 1032 172.16.1.103 139 =SB = AN 2K S ERMERMLIPCE. PP
10:02:01.721 TCP 172.16.1.103 139 172.16.1.105 1032 LBSMBUL L= S IPLC....
10:02:01.731 TCP 172.16.1.105 1032 172.16.1.103 139 L LSMBE d............ Qo LI A8 PLPESLARMBMAR. hwilehDOB16....9....
10:02:01.791 TCP 172.16.1.103 139 172.16.1.105 1032 L SMBAE.. d..... L TR = S = I (= T D MSHOME.......... TEST_GROUP...... WwWORK. ... WORKGRODP.......
10:02:01.941 TCP 172.16.1.105 1032 172.16.1.103 123 .
10:02:04.194 LDF 172.16.1.201 138 172.16.1.105 138 FAFCEJEOFE CACACACACACACACACACACA EEEJEBDBDADFCACACACACACACACACodd, SMBZ. ...
10:02:06.448 TCP 172.16.1.105 1033 172.16.1.201 139
10:02:06.448 TCP 172.16.1.105 1033 172.16.1.201 129 . SkMBr.... 5. b..PC HETwWORE PROGRAKM 1.0, LAMMARNT. O wWindows for wWork.groups 3.1a. L1, 2002, LAk
10:02:06.448 TCP 172.16.1.105 1033 172.16.1.201 129 . SkMBa.. weho [..... wf Iindowes 2000 2195 W indows 2000 5.0, CMWPRIMTAPCE. 7977y
10:02:06.448 TCP 172.16.1.105 1033 172.16.1.201 139 Lo SMBRE | o T F...... 0APIPESLAMBAM . hwirlehDz. B1EBEEBDz. . h... WwWORE.
10:02:06.4528 TCP 172.16.1.201 139 172.16.1.105 1033 [SMBE. Foomm M MPRIMT. V'E (Zag(=a
10:02:08.502 TCP 172.16.1.105 1032 172.16.1.103 139 rtSMBE. d..=@ Qo LI A8PLPESASLAMMAM.  hwilehDO B16....9....
10:02:08.502 TCP 172.16.1.103 139 172.16.1.105 1032 L SMBAE.. L I = T (= SO = TN = N = T I MSHOME.......... TEST_GROUP...... WwWORK. ... WORKGROUP......
10:02:068.682 TCP 172.16.1.105 1032 172.16.1.103 123 .
10:02:07.389 TCP 172.16.1.105 1033 172.16.1.201 129 . SkMBa.. e b Adminiztrator. DLAT 05 W indows 2000 2195 Windows 2000 5.0, . +.rug. 2"
10:02:07.389 TCP 172.16.1.105 1033 172.16.1.201 139 M.SMB- B.... I WPIPE Sarvawe.
10:02:07.389 TCP 172.16.1.105 1033 172.16.1.201 139 cSMBR . F...... F.APIPESLARBAM .. Wwileh B13BWwW=. ...
10:02:07.389 TCP 172.16.1.201 139 172.16.1.105 1033 SMBE Fom I ATEST.... .. TESTZ. ... _... Eeriieen B HF4050PS
10:02:07.419 TCP 172.16.1.105 1033 172.16.1.201 139 L OSMB- B.... I “PIPE“zpoolz=.
10:02:07.419 TCP 172.16.1.105 1033 172.16.1.201 139 LHUSMB- B.... I “PIFPE “winreq.
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=245 CIFS/SMB (Login/Retry)

| Prato... | SRCIP addr. | Port | DSTIP addr... | Part | Payload [Content of packet)
14:45:25.345 TCP 172161.220 139 172.16.1.23 1075
14:43:26.345 TCF 172161.220 129 172.16.1.22 1075
14:43:26.345 TCF 172.16.1.23 1075 172161.220 133 ... SMBr... S b..PC METWORK PROGRAM 1.0, LANMANT O Windows for Workgroups 3.7a. L1, 24002, LANME
14:43:26.345 TCF 172161.220 129 172.16.1.22 1075 B SMEBL S C.P.t.. ... | %" P.R.OGRAMMER..
14:43:26.345 TCF 172.16.1.23 1075 172161.220 133 ... SMBs. LI TI- M. wWindows 2000 2195 windows 2000 5. 0. ... .~%%
14:43:26.345 TCF 172161.220 129 172.16.1.22 1078 .. SMBs. @ . [windows MNT. 4. 0. MNT. LAN Manager 4. 0. PROGRAMMER. ... . IP
14:43:26.355 TCF 172.16.1.23 1075 17216.1.220 129 o SMBE oo 2o, nuHSG e Oky. 3. e F2wGE.0 Jpadministratorn DA Z3 Wir
14:43:26 605 TCF 172161.220 129 172.16.1.22 1075
14:43:28.2369 TCF 172161.220 129 172.16.1.22 1075 L HSMBsm
14:43:28.469 TCF 172.16.1.23 1075 17216.1.220 129
14:43:31.424 ARF 1721611 172161.22 . 3= NSRRI
14:43:32.926 UDP 172.16.1.23 137 172161.220 137 ... DK A0t B B P B B BB BB BB P BB, )
14:4343841 UDP 172161.220 137 172161.23 T TR At A BB B Py By P s BB B B BB i 1 HELLGO _HELLO _PROGRAMMER . HELLO
14:453:45.944 LUDP 172.16.1.22 137 17216.1.220 137 . R 0 P B P B P P BB BB P OB, )
14:45:45.944 UDP 172161.220 137 172.16.1.23 137 K B S B S B P VBB B P BB B BB ) HELLO HELLO _PROGRAMMER .. HELLO
14:45:46.896 TCF 172.16.1.23 1075 172161.220 133 L. SMBs. . FI- NN rSg. .k Oky M. Oc &% phabeodefg. DIAZI Windows
14:45:47.046 TCF 172161.220 129 172.16.1.23 1075
14:43:50.000 TCP 172161.220 139 172.16.1.23 1075 CBSMBsmL
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= Bl &5 5l CIFS/SMB (Password Attack)

| Proto... | SRC IP addr. | Port | DST IP addres= | Port | Favload [Content of packet]
0E:13:08.952 TCP 211.21.99.219 4250 211.21.41.1186 129 . SkMBr.... FC HETwWORE PROGRARM 1.0 =<EMNI= CORE..MICROS0OFT HETWORES 1.03. LAMRMAM-
0E:13:08.952 TCP 211.21.41.1186 139 211.21.99.219 4250 LSMBL B, C..EU K. 1. DOMaALM. .
061307108 TCP 211.21.99.219 4250 211.21.41.1186 129 . SkMBse........... owd. L . v B [o=dd g oo el -vbid o dministbratorn E-K.1LOSE
0E:13:07.309 TCP 211.21.41.1186 139 211.21.99.219 4250
061310312 TCP 211.21.41.1186 139 211.21.99.219 4250 LHSMBam..L L owd
0613103682 TCP 194,144 45 48 2125 211.21.41.1186 129 . SkMBr.... 5. b..PC HETWORE PROGRARM 1.0, LAMMART. O Windows for wWork.groups 3.1a. L1 2002
0613103682 TCP 211.21.41.1186 139 194,144 45 48 2125 LLESMEBLL S B, C.oim s, ea. DO MATLM. .
0613103682 TCP 211.21.99.219 4250 211.21.41.1186 129 .
0E:13:11.214 TCP 194,144 45 48 2125 211.21.41.1186 129 .
06:13:11.364 TCP 194,144 45 48 2125 211.21.41.1186 129 . SkMBa.... L T . N 2.0 08 RO joadM 3 P mt . Gouest AR O MNMHER. WA
0E:13:11.515 TCP 211.21.41.1186 139 194,144 45 48 2125
061314519 TCP 211.21.41.1186 139 194,144 45 48 2125 LHSMBaEmL [C I
06:13:19.827 TCP 194,144 45 48 2338 211.21.41.1186 129 .
061320628 TCP 194,144 45 48 2338 211.21.41.1186 129 . SkMBr.... 5. b..PC HETWORE PROGRARM 1.0, LAMMART. O Windows for wWork.groups 3.1a. L1 2002
061320628 TCP 211.21.41.1186 139 194,144 45 48 2338 LLESMEBLL S B, C.@] .. .85 .D.OMALM. .
0E:13:21.072 TCP 194,144 45 48 2338 211.21.41.1186 129 . SkMBa.... L T . gd.....03. a. )G T P& g0~ R Gues=st 4dRUMNMNER.-M
0E:13:21.229 TCP 211.21.41.1186 139 194,144 45 48 2338
06:13:24.232 TCP 211.21.41.1186 139 194,144 45 48 2338 LHSMBaEmL [C I
0E:13:29.641 TCP 194,144 45 48 2571 211.21.41.1186 129 .
06:13:21.192 TCP 194,144 45 48 2571 211.21.41.1186 129 . SkMBr.... 5. b..PC HETWORE PROGRARM 1.0, LAMMART. O Windows for wWork.groups 3.1a. L1 2002
06:13:21.242 TCP 211.21.41.1186 139 194,144 45 48 2571 LLESMEBLL S B, C.pwec ... .B...8kD O M ATLM. .
06:13:21.694 TCP 194,144 45 48 2571 211.21.41.1186 129 . SkMBa.... L T . N =1 L...edw +  Boal+gow won . Gouest dRUMMER. -
06:13:21.844 TCP 211.21.41.1186 139 194,144 45 48 2571
0E:13:34.848 TCP 211.21.41.1186 139 194,144 45 48 2571 LHSMBaEmL [C I
061340306 TCP 194,144 45 48 2809 211.21.41.1186 139
061340707 TCP 194,144 45 48 2809 211.21.41.1186 129 .
061340707 TCP 211.21.99.219 4386 211.21.41.1186 129 . SkMBr.... FC HETwWORE PROGRARM 1.0 =<EMNI= CORE..MICROS0OFT HETWORES 1.03. LAMRMAM-
061340707 TCP 211.21.41.1186 139 211.21.99.219 4386 LSMBL B, C.0 L pe b DO M A LM .
06:13:40.867 TCP 211.21.99.219 4386 211.21.41.1186 129 . SkMBse............ oo 2, N eva o ) BpE L B EEEE O dminisbrator E.- K.
06:13:409687 TCP 211.21.41.1186 139 211.21.99.219 4386
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Proto... | SRC IP addr. | Port | DST IP addres= | Port | Favload [Content of packet]
23:32:34.377 TCP B1.222173.164 15E1 B1.222.19.128 445
2332352739 TCP B1.222173.164 1029 B1.222.5.140 135
233235379 TCP B1.222173.164 1570 B1.222.89.25 445
23:32:44.892 TCP B1.222173.164 10390 B1.222.5.140 445
23:32:44.892 TCP B1.222173.164 1092 B1.222103.32 445
23:32:45.092 TCP B1.222173.164 1528 B1.222.7.42 445
23:32:46.294 TCP B1.222173.164 1094 B1.222.201.180 445
233247196 TCP B1.222173.164 1596 B1.222.48.228 445
233247296 TCP B1.222173.164 10396 B1.222.76.38 445
23:32:47.897 TCP B1.222173.164 10390 B1.222.5.140 445
23:32:48.097 TCP B1.222173.164 1528 B1.222.7.42 445
23:32:49.299 TCP B1.222173.164 1094 B1.222.201.180 445
23:32:80.280 TCP B1.222173.164 1596 B1.222.48.228 445
23:32:80.350 TCP B1.222173.164 10396 B1.222.76.38 445
23:32:53.955 TCP B1.222173.164 10390 B1.222.5.140 445
23:32:53.955 TCP B1.222173.164 1093 B1.222.201.180 135
233254186 TCP B1.222173.164 1528 B1.222.7.42 445
23:32:65.357 TCP B1.222173.164 1094 B1.222.201.180 445
23:32:86.2089 TCP B1.222173.164 1596 B1.222.48.228 445
23:32:866.389 TCP B1.222173.164 10396 B1.222.76.38 445
23:33:05.983 TCP B1.222173.164 1097 B1.222141.222 135
23:33:05.983 TCP B1.222173.164 1093 B1.222.239.114 135
233308182 TCP B1.222173.164 1613 B1.222.189.23 445
233308282 TCP B1.222.189.23 445 B1.222173.164 1613 ...
233308584 TCP B1.222173.164 1604 B1.222.119.125 445
233308784 TCP B1.222173.164 1613 B1.222.189.23 445
233308884 TCP B1.222.189.23 445 B1.222173.164 1613 ...
23:33:07.084 TCP B1.222173.164 1604 B1.222.119.125 445
233307184 TCP B1.222173.164 1100 B1.222.16.79 445
23:33:07.285 TCP B1.222173.164 1613 B1.222.189.23 445
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EternalBlue Attack Successtully

& | s8R | W PHbEE | RGN | EBiRE P MbE | .. | 3 B A B

01:22.49382 TCP 192.168.196 203 445 192.168.198 204 51112 L s8MBr..S...n @ 2 AV Qreg, WORKGROUPLIELLIWINT..

01:22.49382 TCP 192.168.198 204 51112 192.168.198.203 45 L SMBs @ i Ko Windows 200002195 . Windows 20000 5.0
01:22.49382 TCP 192.168.198.203 445 192.168.198 204 51112 .SMBs @ Windows 7 Enterprise 7601 Service Pack 1. Windows 7 F
01:22.49382 TCP 192.168.196 204 51112 192.168.198.203 445 > SMBu @7 500192168198 2030\ PCS 7

01:2249382 TCP 192.168.198 203 445 192.168.198 204 51112 8. SMEn @ _8.....I°FC

01:22:49.382 TCP 192.168.198 204 51112 192.168.198.203 445 NSMB2. ... AL XELB.N.

01:22.49.382 TCP 192.168.198 202 445 192.168.198 204 51112 # SMB2 SN

01:22.49384 TCP 192.168.198 204 51112 192.168.198.203 445 8SMB... Ao, K et
01:22.49385 TCP 192.168.198 203 445 192.168.198 204 51112 #SMB.... AL

01:22:43285 TCP 192.168.198 204 51112 192.168.198.203 445 SSMB3. A, 5 TSSOSO PSSO S SO OTSE SOOI
01:2249385 TCP 192.168.198 2032 445 192.168.198 204 51112

01:22:49385 TCP 192.168.198 203 445 192.168.198 204 sinz

01:22.49.285 TCP 192.168.198.204 51112 192.168.198.203 445 COSSMBE A5 Az ASwWOH AnK FeBallb TOsWVOavzD8 206 gNoKt2xHjqoptAFHztME4OBTKCsK
01:22.43.385 TCP 192.168.198 204 51112 192.168.198.203 445 WRy50y+KBV6arMpbsap3gagqN Th5RsIGyuH AL HwuC4wD0d x4 WOx5GvozR4ByI0DiMilynd 0E2Q0 YIS U Th7pC:
01:22.49.385 TCP 192.168.198 204 51112 192.168.198.203 445 LaSMB3 A5 E L KPS WSFNH TR VIZps?q Y Ot uv M 2O b+ EEdRoykNop/MN ASPY OybUwa ¥
01:22.43.385 TCP 192.168.198.203 445 192.168.198.204 51112 ..

01:22.49285 TCP 192.168.198 204 51112 192.168.198.202 445 55MB2 Lo 503 BigMPFISIoHqO1S WMugBVEY1gFY DC3b/1 fMi+sod KkY 9ed 19V cNaG Jnr Wel
01:22.43385 TCP 192.168.198.203 445 192.168.198.204 51112 ...

01:22:49385 TCP 192.168.198 204 51112 192.168.198.203 445 55MB3 b5 C SUETSBeuGOHh mnL PSwIS yZZwemyH+ CSDHInxDIQ59)C4xTK HICHRPcR
01:22.403386 TCP 192.168.198.203 445 192.168.198.204 51112 ...

01:2249386 TCP 192.168.198 204 51112 192.168.198.203 445 55MB2 b 5.8 HeOpMEkngxDHAOBmzShX tueiSc DING4BGbqHY 6ivN78DEeEKhZL 2H4VFY
01:22:49386  TCP 192.168.198 203 445 192.168.198 204 51112 .
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EternalBlue Attack Successfully

& | HIEIER | REE P | WK | EweE i | L. | st B A 2B

01:22:50419  TCP 192.168.198 204 51118 192.168.198.203 OSSOSO ST PR OSON
01:22:50419  TCP 192.168.198 203 445 192.168.198 204 51118 L
01:22:50419  TCP 192168195 204 51119 192.168.198 203 445
01:22:50419  TCP 192.168.195 203 445 192 168.198 204 51119
01:22:50419  TCP 192.168.195 204 51120 192.168.198 203 445
01:22:50419 TCP 192.168.198 203 445 192.168.198.204 51120 L.
01:22:50.419  TCP 192.168.198 204 51121 192.166.198.203 445
01:22:50419 TCP 192.168.198 203 445 192.168.199.204 51121 L.
01:22:50.419  TCP 192.168.198 204 51122 192.168.198.203 445
01:22:50.419  TCP 192.168.198 203 445 192.168.198.204 51122 L.
01:22:50.419  TCP 192.168.198 204 51123 192.168.198.203 445
01:22:50419 TCP 192.168.198 203 445 192.168.198.204 51123 L.
01:22:50.419  TCP 192.168.198 204 51124 192.168.198.203 445
01:22:50419  TCP 192.168.193 203 445 192.168.198.204 51124 .
01:22:50419  TCP 192.168.198 204 51125 192.168.198 203 445
01:22:50419  TCP 192.168.193 203 445 192 168.193 204 51125 .
01:22:50419  TCP 192.168.198 204 51126 192.168.198.203 445
01:22:50419 TCP 192.168.198 203 445 192.168.198.204 51126 ...
01:22:50419  TCP 192.168.198 204 51128 192.168.198.203 445
01:22:50419 TCP 192.168.198.203 445 192.168.198.204 51128 L.
01:22:50420 TCP 192.168.198 204 51129 192.168.198.203 445
01:22:50420 TCP 192.168.193 203 445 192.168.198.204 51120 ..
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DoublePulsar backdcor connecting

FE | 3iEaR | BXF P | EGUR. | B IPHE | 3. st B8

00:09:375458  TCP 192.168.198 203 49847 192168 193 204 129

00:09:37 549  TCP 192.168.196.204 139 192.168.196.203 49847

00:09:37 549  TCP 192.168.196.203 40847 192.168.198 204 129 ..D EEEFFDELFEEFFACNEBEGFAFGEFFEDCCA. EJEFDBDEFHEIEODHCACACACACACACAAAL.

00:09:37549  TCP 192.168.198 204 139 192.168.198.203 40847 .

00:09:37 549  TCP 192.168.196.203 40847 192.168.198 204 129 SMBr.. 8 .. PCNETWORK PROGRAM 1.0 LANMAN] 0. Windows for Workgroups 3.1a LM1 2X002.
00:09:37552 TCP 192.168.198.204 139 192.168.198.203 49847 .

00:09:37.552 TCP 192.168.198 204 139 192168193 203 49847 SME@. A OPMD byl @ C e+ 00,0 47
00:09:37553 TCP 192.168.198.203 49847 192.168.198.204 139 hEMB@ .., B yFB... OWBZ....

00:09:37.556  TCP 192.168.198 204 139 192.168.198.203 49847 SME@.... Ao OMD b L@ L0000+
00:09:37.556  TCP 192.168.198.203 49347 192.168.195.204 13 SMB@......coooiiiicini et Xl ‘Ho4. 200 4...7... *(NTLMSSP
00:09:37.55%  TCP 192.168.196 204 139 192.168.198 202 49847 WSME@HU+?HTLMSSPBEUL‘:1VZ}
00:09:37.557 TCP 192.168.198.203 49347 192.168.198.204 122 . SMB@......coiiicii s ol 0. {yNTLMSSP..... o hed K
00:09:37.557  TCF 192.168.196 204 139 192.166.198 203 49847  IEMB@ . "

00:09:37.557 TCP 192.168.198.203 49847 192.168.198.204 13

00:09:37.557 TCP 192.168.198.204 139 192.168.198.203 49847

00:09:37.558 TCP 192.168.198.203 49347 192.168.198.204 13

00:09:37.559  UDP 192.168.196.203 51402 22400252 5355 DESKTOP-AFPVEQZ2.....

00:09:37.559 UDF 192.168.198.204 5355 192.168.198.203 51402 DESKTOP-AFPYEQZ.... DESKTOP-AFPVEQZ...............

00:09:37.560  TCF 192.168.196.203 40848 192.166.198 204 129

00:09:37.560 TCP 192.168.198.204 139 192.168.198.203 40843

00:09:37.560 TCP 192.168.198.2032 49848 192.168.198 204 129 D EEEFFDELFEEFFACNEBEGFAFGEFFEDCCA. EJEFDBDEFHEJEODHCACACACACACACAAL

00:09:37.560 TCP 192.168.198.204 139 192.168.198.203 49848 ..
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WannaCrypto #l8a1Exi Bl&e %l (TORYIG1E)

- i | 318285 | 335 [P dbit | @R | 1B P E:5 3] =) A =

14:57:55507 TCP 10013 49586 199254 23852 443

14:57:55660 TCP 199.254 238 52 443 100.1.2 49586

14:57-55660 TCP 10013 49586 199254 23852 443

14:57:55667 TCP 100123 49586  199.254.238.52 443 o AR 3B VAZIL0E] ] % 04 32E98. LAS. e eww 2ijidzoh252nSngk com.. ...,
14:57:55820 TCP 199.254 238 52 443 10013 49586 ..

14:57:55823  TCP 199.254 238 52 443 100.1.3 49586 5.0:G°P_ EFq GrG./. e D0 0. *H. 0107 www.ojt2cShdude3 cor
14:57:55825 TCP 10013 40586  199.254 23852 443 _F.EA. Jian T80 4)G~hel 2...rs _____ f..1L_.._2._5'nQ ______________ (1Dq v.._+..%_Mi____W_;!f_..__..__j.__

14:57:55982 TCP 199.254 238 52 443 100.1.3 49586 (O P W WEB~U.. . Fvaw.gTc:.

14:57:55082 TCP 10013 40586  199.254 23852 443 ___.!10-; -k #1_J4Bu R3..

14:57:56.140  TCP 199.254 238 52 443 100.1.3 49586 L0.Q.x. PP 2#9R mL. b {4k ¥ /<}u9. 2 b1 vB....... - VIwb NE ¥umD. 9x>... 6..TCh. 2. BF
14:57:56.140  TCP 199.254 238 52 443 10013 49586 _$___R__R_2q_H0_@x_e_+ <9

14:57:56.140  TCP 10.0.1.3 40586 199254 238.52 443

14:57:56.141 TCP 10013 49586  199.254.238.52 43 g % OV 6. ¥ 0 . oA ¢ =< Kh . . 0Oonl.p. eR. 64 . Mz -2
14:57:56.295 TCP 199.254 238 52 443 100.1.2 49586 .0 R B k"KG. A . Tp...d}8¥...yO. nuy¥R 5 vy "Ln,ESIV.eh eQ #d.. @8
14:57:56.296  TCP 10013 49586  199.254 23852 43 gy 1kO.koV.d. . qR. ~6p<D8,k [Pp. i &. Zbigd i%aklcoolz Av. f} Wl %vlt Q. ..
14:57:56.452 TCP 199.254 238 52 443 100.1.2 49586 .0 .5 H jo.. @, c.+....a. TT# dwwsWe ¥ ¥y<ulyahl_. P [ . $.  d0VKP@. Gz WDO.{F
14:57:56 457 TCP 199.254.238 52 443 10013 49586 ... 0.T.. cSH.3D0... z.0.]. a=gnM3hRW+EIPL A}y, HIR +Xo. 28 LI 2 AKuR 0. i
14:57:56 457 TCP 10013 49586  199.254 23852 443

14:57:56 457 TCP 199.254.238 52 443 10013 49586  ES%>0.7. 8j7. 1M -  HL Sy JeX tpb.o. 1. 0. . % iK @ =hu.. ~l.z2g7P._ {Q RCS
14:57:56.457 TCP 199,254 238 52 443 100.1.3 49586  ..£M}.U$ . ~+S EQ.tA 0.2 QLr1™. 1.4V, D,. <¥i. GfR,x—] S-s.qc.0K +07E"}. C o F¥r-?.9.d...#.
14:57:56 457 TCP 199.254 238 52 443 100.1.2 40586  -J0sL.31 £ f) _."=.+>}sL . wR_j}. *FF.vhM1 MeT. ut.. N donil B, Sophle. i Tm. qgh.
14:57:56.457 TCP 199,254 238 .52 443 100.1.3 49586  ...%0..D0Q.VL0L... 7%  $&<.r. [2]U. 2w OWv.iD x"CK.. BZMOL6Wn. Rbql A, &K4 W _ CO9m'
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WannaCrypto E3)

S &5 451 (TORZ@EH)

5 | 312280 | e 1P whit | sEETUR.. | IBW 1P it | 3@ 1 = 2 =

14:50:32651 TCP 10013 49533  104.131.108.7 o001 LT AD 6 U s +6TF. VW@, AYHT. CPe ). Hqa¥GH* 2 %1 /Z ep. ad!{ V T F[. H
14:50:32895 TCP 104.131.108.7 9001 10.0.1.3 495688 ...

14:50:32898  TCP 104.131.108.7 9001 10013 49588 .. x.q=N3F&6. ].p. J. 4% 1i81c3 GG0. 850G tv.G 0P oHSs Lp H'7. . i LxZ(.{ 04 n
14:50:32901 TCP 10013 49583  104.131.108.7 9001 1..Q@.. .g8g i Wh. . @x.p.io.<tFméH? *= gBw>>¥B. . Tn. |~-$E2I.
14:50:33.184  TCP 104.131.108.7 9001 10013 49588 ...

14:50:33230  TCP 104.131.108.7 9001 10.0.1.3 49588  .....xc. )RRu k -A&w. . .wi{. G KW. D4 _VI" 3 uf%yl- tJ1¢. {?.% k3uE(]1bA vE* $ N7
14:50:33233  TCP 100.1.3 49533 104.131.108.7 101 ) R T.A2"jo .~ @1 9% k.. \c.vDdxe.... f[.N.o.L.Ne.~jMab. 4[| GXBETD.$2.).Joc...2bRe6....D..
14:50:33478  TCP 104.131.108.7 9001 10.0.1.3 49588 .. ....H,..~....W.Z)s,F..bQ...J.....N.@i‘r’4...‘?..."..,'~=‘i~ i@J... .= 3&F* F8Khz4p. . #v< V. 1.1(.Bl.o.]7.
14:50:33.481  TCP 100.1.3 49533 104.131.108.7 2101 ) A T.A301. A, 740¢c. 1vi. W #Z. a5E.....bs... E).OM?. 1p.p.Svi tv. X D= YLH* ].V.../x
14:50:33726  TCP 104.131.108.7 9001 10.0.1.3 49588 o b gk R R B X <A ....13.]W\.1.g..+.s.PYK ..... %0 UrFO. . yhe NbZ. . E*Z. . . .=-1
14:50:33922  TCP 100.1.3 49533 104.131.108.7 o001

14:50:34.167 TCP 104.131.108.7 9001 10.0.1.3 49588 i.~7..1%.CmE ** U,DbJE. Y. a. helP. K cM-7%D._.. = F6+Z&K% <Y al. 2{t&.. &
14:50:34 363 TCP 100.1.3 49533 104.131.108.7 o001

14:50:34 423 TCP 10013 49588 104.131.108.7 o001  ...T.A4.<. R?qP. 2 <bB\ E.Vn.n% m2. L. 6. 7qz8&=pl.wL. 3.{3. b snfX}. . Uk 8.Dcs
14:50:34 612 TCP 104.131.108.7 9001 10012 49588 ... %P S Wi bsWLAAVH?6ZB..... 3 7#%s. . oKY. Q. p.E x{. he@. . d N.,RZVX,
14:50:34 714 TCP 104.131.108.7 0001 10013 49588 ...

14:50:34714  TCP 10013 49583 104.131.108.7 o001 .. TAS. 5o W %90 (g PT#. L~ f e R G B Kt Thp. 0L %5 _ 2.} A #wZR
14:50:34958  TCP 104.131.108.7 9001 10013 49588 .. SLUZw... 5':' <-E"d. 1.4\ fﬁ...+.'?BJ.l1v1...W $BwK. N . A}JU. 2.qv. 3 AE . YZ HX.c
14:50:34961  TCP 100.1.3 49583  104.131.108.7 9001 T A6.@Ov. RM.......... Ay S OYQ M 60/ g*a K.k V. AN eny}...b. Yl 2NN yOVT N, E. H ReC * (N
14:50:35205  TCP 104.131.108.7 9001 10013 49588 .. ....T.n..."..0....rﬁ.{ee:e:.......—............,..>.[..,..4..:w.,:rc.,...III,P.d.%.z,.h.M}[.......-',...,?,...,...,..Q.M_..,.}c,}{.j.k...C.b.l.d...,
14:59:35208 TCP 10013 49583 104.131.108.7 9001 .. T.A7LPA... )WF=Dt. Uyo F. IR @0 AT .. 0. wklb. 2 U75. . k<. £ ¢TZ. ... LL7.>. 09 .
14:50:35452 TCP 104.131.108.7 9001 10.0.1.3 49588 qh.g'fz* 4. 680 = %q,. 1Y 7. gyPyx. fup... <. da.Z )#. Cv3DFB . yp...&... 2:Het L.
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WannaCrypto 5] (SMB#@3EH

o L_U}
Y
caT

& | $EiaR) | BEEPudE | ORI Pk | L. | 3| AR5

16:53:19.274  ICP 100115 49805 742081737 445

16:53:19.274  ICP 100115 49909 742081737 445

16:53:19.471  ICP 742081737 445 100.1.15 49905

16:53:19.471  ICP 74.208.1737 445 100.1.15 49905

16:53:19.472  TCP 742081737 445 100.1.15 49909

16:53:19.472 ICP 100115 49909 742081737 445

16:53:19.472  TCF 100.1.15 49909 T4208.1737 445 LISMBr L KA LANMANT O LM1 2002 NT LANMAN 1 0. NT LM 0.12.
16:53:19671  TCF 742081737 445 100.1.15 49909 . sSMBr...(....... JAoA 2 A LML n LF O & 400+ T
16:53:19671  TCP 100115 49909 742081737 445 LeBMBs A @ & Windows 2000 2195 Windows 2000 5.0.
16:53:19.870  TCF 742081737 445 100.1.15 49909 . SMBs...... oo K. A Z.Windows (F) Web Server 2008 6002 Service Pack 2. Windows (R) Web Server 2008 6.0.V
16:53:19870  TCP 100115 49909 742081737 445 L[EMBu KA M B92.168 137 INPCE 777 PATH_REPLACE_ 77772,
16:53:200689  TCF 742081737 445 100.1.15 49900  _#SMBu.[. ... JKL AL

16:53:20069  TCP 100115 49909 742081737 445 CASMB®. e M UL LUNPTPEN

16:53:20.267 TCP 742081737 445 100.1.15 49900  _#SMBR.[.(. M

16:53:20.267 ICP 100115 49909 742081737 445

16:53:20 465 TCF 742081737 445 100.1.15 49900 .

16:53:20.465 TCP 74.208.1737 445 100.1.15 49009 ..

16:53:20 668 UDF 100.1.15 50452 168.95.1.1 53 B VIO 7.172.208.74 n-addr arpa.....

16:53:20965 UDP 100.1.15 137 74208.1737 137 i CKABRARARAAAAANAAMADAARARAARARNAN |

16:53:20965 UDFP 168951.1 53 100.1.15 50452 me.... 7.172208.74 in-addrarpa.............. .7 msvi-dns.com. dnsadmin 1undl dew... 8@ . H. X
16:53:22492  UDP 100115 127 742081737 137 e CKAAAMAAAAAAAAAARDAAAMANAAARDAAN |
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T 02:57:30.4Virus_ Test123.exe
T 02:57:30.4Virus_Test123.exe
T 02:57:30.4Virus_ Test123.exe
T 02:57:30.4Virus_Test123.exe
I 02:57:30.4Virus Test123.exe
T 02:57:30.4Virus_ Test123.exe
T 02:57:30.4Virus_ Test123.exe
A 02:57:30.4Virus Test123.exe
T 02:57:30.4Virus_ Test123.exe
T 02:57:30.4Virus_Test123.exe
T 02:57:30.4Virus_ Test123.exe
T 02:57:30.4Virus_Test123.exe
I 02:57:30.4Virus Test123.exe
T 02:57:30.4Virus_ Test123.exe
T 02:57:30.4Virus_ Test123.exe
A 02:57:30.4Virus Test123.exe

ReadFile
ReadFile

CAProgramData'MWlicrosoft\Uszer Account Picturesi\Default Picturesiusertile1 3. bmp
CAProgramData‘\Microsoft\User Account PicturestDefault Picturestusertile13.bmp

CreateFile CAProgramData'\bicrosoft\User Account PicturestDefault Picturestuzertile 3. bmp. WNCRY T
CreateFile CAProgramData'\Microsoft\User Account PicturestDefault Picturestuzertile13.bmp. WNCREYT

WriteFile
WriteF1l
WriteFl
WriteFil
WriteF1l
WriteFil
WriteFl
WriteF1l
WriteF1l
ReadFile
WriteFile
WriteFile

=
=
£
=
=
=
=
2

l
l
l
l
CAProgramData‘\Microsoft\User Account Picturest\Default Picturesusertile15.bmp WHNCREYT
CAProgramData\MWlicrosoft\User Account Picturest\Default Pictures\usertile13.bmp WHNCREYT
CAProgramData\Microsoft\User Account PicturestDefault Picturestusertile1 3. bmp. WNCREY T
CAProgramData\Microsoft\User Account Picturest\Default Pictures\usertile 1 3. bmp WHNCEYT
CAProgramData\bWlicrozsoft\Uzer Account Picturest\Default Picturesusertile13.bmp WHNCRYT
CAProgramData\Microsoft\User Account Picturest\Default Picturestusertile13.bmp WHNCEYT
CAProgramData\Microsoft\User Account Picturest\Default Picturestusertile13.bmp WHCEYT
CAProgramData'\bicrosoft\User Account PicturestDefault Picturestusertile 1 3. bmp. WNCREYT
CAProgramData‘\Microsoft\User Account Picturest\Default Picturesusertile15.bmp WHNCREYT
CAProgramData\MWicrosoft\User Account Picturest\Default Pictures'usertile13.bmp

CAProgramData\Microsoft\User Account PicturestDefault Picturestusertile1 3. bmp. WNCREY T
CAProgramData\Microsoft\User Account Picturest\Default Pictures\usertile 1 3. bmp WHNCEYT
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- #8815 TOR BRI E145 12

- TCP-139, TCP-445, TCP-9001 A%t 5MES B
- UDP-137 H9¥ M7 B

- SRV NNEE S, BMIFRREESRE
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® PetyalIEARI 148G
® PetyaMIE)RR DT
® PetyaRy=y B4l




O \ -
=1 >7U 0O 55 2\

O
Petya o < 8 1 =
Petya outbreak kill chain (INTERNET / LOCAL NETWORK)

MALICIOUS SOFTWARE DOWNLOAD 2 CVE-2017-0144, Eﬂ Eﬂ |ﬁ
Initial infection appears to involve a CVE-2017-0145 —-_. 5 b ’
O m Org A Org B etc.

compromised software supply-chain or
awatering-hole attack

SMB EXPLOITS | | |

—_\ [\ [\

\ Victim 1 Victim 2 etc. /

From LSASS/CredEnumerateW, Creds/tokens
C or steal active tokens
Victim 0
()
& CREDENTIAL .
THEFT Remote execution through
PSEXEC or WMIC
LATERAL
MOVEMENT

If Kaspersky is present, MBR. and

some disk sectors are destroyed.
Otherwise, MBR is replaces with a
o000 reo oo C

ransom bootloader (or trash if fail)

39
Scanner enumerates targets
g J 445

for lateral / t (admi F—
or lateral movement (admin$) Machne et

&

SCANNING

[SEDEBUG] )

MBR ACTIVITIES

[take effect post-reboot]

LOCAL NETWORK

Local files on the machine are
A encrypted with AES
\ =\ [\ ST\
Victim 1 Victim 2 etc.

Multi-threaded execution of

u ec FILE J
malicious code begins in parallel ENCRYPTION

TRASH INFECT

000000000000 0O0O0
000000 00000000

o000 QC0OCO0CO0CDQO0OOQOO

£ZJJR: https:/ /blogs.technet.microsoft.com/mmpc/2017/09/06 /ransomware-1h-2017-review-global-outbreaks-reinforce-the-value-of-security-hygiene/
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Petya will modify the Master Boot Record (MBR) of Hard disk.

Petya scans LAN to discover enumerate ADMIN$ shares on other
systems, then copies itself to those hosts and executes the malware
using PSEXEC. (FZBEB AN =B ERrV%ER)

Petya uses WMI (Windows Management Instrumentation
Command-line) to connect to hosts on the local subnet and
attempts to execute itself remotely on those hosts.

Petya finally attempts to use EternalBlue against hosts on the local
subnet. This will only be successful if the target-host does not patch
MS17-010.
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Do you want to allow the following program to make

changes to this computer?

Prcgram name:  Windows Command Processor
Verified publisher: Microsoft Windows

Program location: "C:\Windows\SysWOW64\cmd.exe" /c
vssadmin delete shadows /all /quiet &
wmic shadowcopy delete & bededit /set
{default} bootstatuspolicy ignoreallfailures
& bededit /set {default} recoveryenabled no
& wbadmin delete catalog -quiet

Show information about this publisher's certificate

(A) Hide details Yes || No |

Change when these notifications appear

) User Account Control Eg
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WannaCryptofT 451 fE

EE A MIRIFEF(Windows Update)

teXEMEDN, F53-2-1/R8!
310 wEInIESR (1183, 7R 3 1)
218 ARfEEERE (ERED, USBHED, JehsEm, NASEHD ...)
118 AEINEFRME Az, X4E,..)

NASZEEM " FFAEESHI=T0 . (FTPERHTTPIET)

=2 RIF I ERAESHEESMBY1 (FE2
https.//blogs.technet.microsoft.com/filecab/2016/09/16/stop-
using-smb1/)
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WannaCryptoxi I EAfE &

- E—IP{ult, 48R AT, ﬂHjHﬂETCP 443, TCP-9001, TCP-139sLTCP-
445 |:|'|—'l/:l:]L %Tﬁﬁ Z

+ WEPAYES, E—IPﬁZth ijﬁthTCP 1398 TCP-445R9SMB@2L SMB345
MER, AR ERE

- PHERTCP-135, TCP-139, TCP—445, UDP-135, UDP-136, UDP-137,
UDP-138 S4B 48RS H0 B IS -

- ZIFAEAEEAITCP-135, TCP-139, TCP-445, UDP-135, UDP-136,
UDP-137, UDP-138, IS/ E ks %7?(1%5-733)

- DoublePulsar is the backdoor (which listens via SMB or RDP)
installed by both EternalBlue and EternalRomance.
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- TCP-443/% &

;E:E

STRESRHE E15T 3R

g, 823 HTTPS £ TOR, WannaCryptofysi &l - FREEIER
=ERE

- TCP-4431931 8, ¥I9R{EPE R IR A1, =B TOREYWannaCryptoRyE]

@ o

- BIREZEN, TOREZEZWFER, BREATTE -

. IEEHTTPSH#IEA LS, FIERE B I DNSEH &, BEERIBRSARE -
. TORKFAEIE, A& E4EDNSH &
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Name : Diamond Liu (2115 E) 098
Email ;: dmliu99999@hotmail.com

God is not on the side of the big battalions, but on the side of those who shoot best

Voltaire. French author, wit. and philosophcr



