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The Cybersecurity Risk
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The Cybersecurity Risk




The Cyber Breach of Sony




Compute Power and Machine Learning

The downside of the ever-decreasing
cost of computing power:

Cybercriminals can launch
automated and sophisticated
attacks at lower costs
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The Evolution of the Attacker

CYBERCRIME
$1+ trillion industry*
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Unknown and polymorphic malware

Evasive command and control

*2017 Cost of Data Breach Study (Benchmark research independently conducted by Ponemon Institute LLC




Today’s Threat Landscape

THE COST TO LAUNCH AN ATTACK HAS DECREASED

Cost of launching a successful attack e Number of successful attacks
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Security Must Transform

ANALYTICS AUTOMATION CLOUD-DELIVERED




Visibility and Enforcement
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Evolving Network Usage

Desire

= Open network and
unlimited access

Tension

= Security
= Control
= Visibility

=  Performance
Balance

=  Granularity




Threat Prevention at All Stages of the Attack Lifecycle

Y
g, §
Weaponize g
P Command- Actions on
and -
g and-control objective
Deliver

Plan the Silent Malicious file Malware Establish Data theft,
attack infection executed communicates command sabotage,
with attacker channel destruction

Restrict access based Protect systems and apps from Block Command Control sensitive data exfiltration
on apps, users, content vulnerabilities with threat prevention and Control traffic with principle of least privilege




Threat Prevention Requirements

PREVENT PREVENT
KNOWN UNKNOWN
THREATS THREATS

REDUCE
ATTACK
SURFACE

COMPLETE
VISIBILITY
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Places Where Visibility and Enforcement are Required

Detect and prevent threats at every point across the organization.




Foundation for Visibility and Enforcement

Next-Generation
Firewall

Leader In Network
Security

Growing 3x the market

Advanced Endpoint
Protection

Total Endpoint Protection

Ransomware & malware
File-less attacks
Exploits

Continuous Cloud
Security

Most Complete Cloud
Offering

Inline
API
Host
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Investigation &
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. @ New Administrative B

May 27, 12:00 AM - May 27,
. : ! Y 192.168.325

Alert Description

192.168.32.1 192.168.32.2

@ The device Snow performed é new : aministraty

% emote
o New behavior: Remote administ A

o The device Snow was first seen ¢

iexplore.exe  192.168.32.117
Snow

CJ

192.168.32.3

-

192.168.32.0

192.168.32.4




Multiple Approaches to Automation




Built for Automation

AUTOMATED




Automation Example: Immediate Prevention

Third-party
integration
A
H Static Machine Dynamic Network Dynamic Bare metal .
NGFWS! Prisma SaaS’ and Traps Send analysis learning analysis Profiling Unpacking analysis D RAAAA

unknown or suspicious files and links to
WildFire

WildFire(GD 54 #T)

malware analysis

>
>

WildFire analyzes the unknown sample, renders
a verdict, and shares threat intelligence

Platform automatically reprograms network,
endpoint, and cloud to protect against new
threats




Automation Example: Dynamic Enforcement

User Policy

Application Policy

U‘ser Group

Application

Application Abstraction

User Abstraction

User

Application

Location

Deployment N |] Q
In office -

Device . u Context

Dev, Test, Prod




Point Solutions are Not Effective in the Campus
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Totally Ineffective for Cloud and for Mobile Workforce
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The Most Complete Offering For The Public Cloud
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