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° By Richard Corcoran, Manager, Global Business Continuity, Eastman Kodak Company
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°

ARTICLE ARCHIVES Haorre
Lessons Learnt from 911

b Richard Carcoran
Fages: ; October, 2007

| participated in twao Gartner conference calls that were set up to cover the
numerous calls they were receiving from their clients regarding the September 11
disasters. Each call was attended by about 150 participants, as well as
representatives from IBM, Comdisco, and SuniGard (the three largest providers of
contracted disaster recovery services). The conference calls took place on
September 17 and 138
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http://ind.ntou.edu.tw/~ktlee/hydrology/photo/Water_Diaster/Na-Li-5.jpg
http://ind.ntou.edu.tw/~ktlee/hydrology/photo/Water_Diaster/Na-Li-4.jpg
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CEEAR R3tE (DRP)
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BCP(¥ B4 3+ 4) vs. DRP(L ¥R 2t %)

= Business Continuity Plan (BCP) = Disaster Recovery Plan (DRP)
O Business continuity planning is O As part of the business continuity

best described as the process
and procedures that an
organization can put in place to
ensure that essential business
functions continue to operate
during and after a disaster. By
having a BCP, organizations seek
to prevent interruption of mission
critical services. This type of
planning enables them to re-
establish services to a fully
functional level as quickly and
smoothly as possible. BCPs
generally cover most or all of an
organization's critical business
processes and operations.

process an organization will
normally develop a series of
DRPs. These are more technical
plans that are developed for
specific groups within an
organization to allow them to
recover a particular business
application. The most well known
example of a DRP is the
Information Technology (IT)
DRP. Other traditional areas
requiring specific DRPs include
call centers, warehouses,
distribution centers and any other
areas of specialized activities.
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'BC vs. DR

= Business Continuous = Disaster Recovery

O Ffexrict 582045 O BCi- %
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BCP vs. DRP

1\’\'\_ \ ’_ )

\
Continuity of
' Operations Plan
\ (COOP)

.  cyberincident”

i Response ”
\ 4 Sl
Business

Continuity,

y s
/' Continuityof~ X
" SupportPlan/ ~
* _IT Contingency -
: /Plan *

Communications

/

" Business Recovery
» (or Resumption)
, » Plan (BRP)

Business

. = Major Impact DRP;-\/_\IEEI:_‘/J\%BTﬁ
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RTO ~ RPO¥ MTPD

RTO (Recovery Time Objective) p {&w 15 F¥ &Y

O e 382 i s A S BIAFRR G T T2 R E M A R ORTER T
Trr g 2R o

O #32 k AP R R G h S 4ok BRI AT T chpF Y
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RPO (Recovery Point Objective) p &+ ?;a peF 2k
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Overall recovery objective:
Back-to-normal as quickly as possible
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Cost Hardware | Telecom- Setup Location
Site Equipment | munications | Time
Cold Site Low None None Long Fixed
Warm Site Medium | Partial Partial/Full Medium Fixed
Hot Site Medium/ | Full Full Short Fixed
High
Mobile Site | High Dependent | Dependent Dependent | Not Fixed
Mirrored Site | High Full Full None Fixed

NIST 800-34 Contingency Planning

Guide for Information Technology Systems
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BCM £ 8y (WHL¥: BS 25000-1)
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http://times.hinet.net/times/article.do?newsid=3930866&option=graph&optionType=graph
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