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DNFEfEHE2E, BFELYUM

Update package index

dnf -y update

=& freeRADIUS

dnf -y install freeradius freeradius-utils
systemctl enable --now radiusd.service

RERI NS

RS

firewall-cmd --add-service=radius --permanent
firewall-cmd --reload

1 3T WRSEEHIX 28 7E (proxy.conf & client.conf)

vim /etc/raddb/proxy.conf
realm eduroam.a.edu {
authhost = LOCAL
accthost = LOCAL

}

realm eduroam.b.edu {
authhost = "RADIUS-B IP":1812
accthost = "RADIUS-B IP":1813
secret = key
nostrip

}

vim /etc/raddb/client.conf
client RADIUS-B {
ipaddr = "RADIUS-B IP"
secret = key

R Eusers, ERADIUS-ARinternal i RIIESE, 4RADIUS-BiBIEA.

vim /etc/raddb/users
filesA Cleartext-Password := "filesA"

systemctl restart radiusd

I RADIUS-BMinternal k5%

radtest filesB@eduroam.b.edu filesB 127.0.0.1 0@ testing123

R4 freeradius-mysq|l

Cent0OS 8- A



dnf -y install mariadb-server freeradius-mysql
systemctl start mariadb
systemctl enable mariadb

#iTmariadb LM%

mysql_secure_installation

¥ A\mariadb

mysql -u root -p

##1rdatabasefimysql user

MariaDB [(none)]> CREATE DATABASE radius;

MariaDB [(none)]> GRANT ALL ON radius.* TO radius@localhost IDENTIFIED BY "password";
MariaDB [(none)]> FLUSH PRIVILEGES;

MariaDB [(none)]> quit;

FE NRADIUS MySQL schemaZli&1r#database £

mysql -u root -p radius < /etc/raddb/mods-config/sql/main/mysql/schema.sql

B1irsqliE4E R /etc/raddb/mods-enabled/

1n -s /etc/raddb/mods-available/sql /etc/raddb/mods-enabled/

£ EFreeRADIUSHIsql&4RE

vim /etc/raddb/mods-available/sql
driver = "rlm_sql_mysql"
dialect = "mysql"
server = "localhost"
port = 3306
login = "radius"

password = "password"

read_clients = yes

B EHEEMR4Gradiusd

chgrp -h radiusd /etc/raddb/mods-enabled/sql

systemctl restart radiusd

¥ Amariadb insert RADIUS-ARYBIIRSE

mysql -u radius

MariaDB [(none)]> insert into radcheck (id, username, attribute, op, value) values ("1", "mysqlA", "Cleartext-Password", ":=", "mysq
MariaDB [(none)]> quit
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H:XRADIUS-BRIMysqltREE

radtest mysqlB@eduroam.b.edu mysqlB 127.0.0.1 0 testing123

Ri#tfreeradius-ldap

dnf -y install freeradius-ldap freeradius-krb5
EIILDAPE#AES]/etc/raddb/mods-enabled/

1ln -s /etc/raddb/mods-available/ldap /etc/raddb/mods-enabled/

LDAP moduleBGHzEfR

vim /etc/raddb/sites-available/default
authorize {

ldap
if ((ok || updated) && User-Password) {
update {
control:Auth-Type := ldap
}
3

}

authenticate {
Auth-Type LDAP {
ldap
3
}

post-auth {
ldap
3

vim /etc/raddb/sites-available/inner-tunnel
authorize {

ldap
if ((ok || updated) && User-Password) {
update {
control:Auth-Type := ldap
}
3

}

authenticate {
Auth-Type LDAP {
ldap
3
}

post-auth {
ldap
}

SR ELDAP server

vim /etc/raddb/mods-enabled/ldap
server = localhost
base_dn =

systemctl restart radiusd

Debug mode

Cent0OS 8- A



systemctl stop radiusd.service
radiusd -X

BB

REE R EChrony, 7EcentOS 8, chronyBERANTP,

dnf install -y chrony
systemctl enable chronyd
vim /etc/chrony.conf
server tock.stdtime.gov.tw prefer
server tick.stdtime.gov.tw
server time.stdtime.gov.tw
systemctl restart chronyd

4

RER R

K

timedatectl set-timezone Asia/Taipei
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