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DNFEfEHE2E, BFELYUM

Update package index

dnf -y update

Kiopenvpn

dnf -y install epel-release
dnf -y install openvpn

=& freeRADIUS

dnf -y install freeradius freeradius-utils
systemctl enable --now radiusd.service

R E BN AE

o

firewall-cmd --add-service=radius --permanent
firewall-cmd --reload

FRIEproxy.conf & client.conf

vim /etc/raddb/proxy.conf
realm nctu.edu.tw {
authhost = LOCAL
accthost = LOCAL
3

realm nycu.edu.tw {
authhost = "RADIUS-A IP":1812
accthost = "RADIUS-A IP":1813
secret = key
nostrip

}

vim /etc/raddb/client.conf
client RADIUS-A {
ipaddr = "RADIUS-A IP"
secret = key

R Eusers, FERADIUS-BMinternaldhZEILAIEIRSE, 44RADIUS-ARIGEA.

vim /etc/raddb/users
filesB Cleartext-Password := "filesB"

systemctl restart radiusd

B RADIUS-ARinternal iR 5%
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radtest filesA@eduroam.b.edu filesA 127.0.0.1 0@ testingl123

K& freeradius-mysq|

dnf -y install mariadb-server freeradius-mysql
systemctl start mariadb
systemctl enable mariadb

#HiTmariadbZ 2%

mysql_secure_installation

¥ A\mariadb

mysql -u root -p

j#1Idatabasefimysql user

MariaDB [(none)]> CREATE DATABASE radius;

MariaDB [(none)]> GRANT ALL ON radius.* TO radius@localhost IDENTIFIED BY "password";
MariaDB [(none)]> FLUSH PRIVILEGES;

MariaDB [(none)]> quit;

FENRADIUS MySQL schemaZl|##i7#Jdatabase £

mysgl -u root -p radius < /etc/raddb/mods-config/sql/main/mysql/schema.sql

E3IsqliE4E El/etc/raddb/mods-enabled/

1n -s /etc/raddb/mods-available/sql /etc/raddb/mods-enabled/

& EFreeRADIUSHIsqIE4R

vim /etc/raddb/mods-available/sql
driver = "rlm_sql_mysql"
dialect = "mysql"
server = "localhost"
port = 3306
login = "radius"

password = "password"

read_clients = yes

B R AR Gradiusd

chgrp -h radiusd /etc/raddb/mods-enabled/sql

systemctl restart radiusd

¥ Amariadb insert RADIUS-BRY:BIEtRSE
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mysql -u radius

MariaDB [(none)]> insert into radcheck (id, username, attribute, op, value) values ("1", "mysqlB", "Cleartext-Password", ":=", "mysq
MariaDB [(none)]> quit

HIERADIUS-ABIMysqltRSE

radtest mysqlA@eduroam.b.edu mysqlA 127.0.0.1 0@ testingl123

Ri&freeradius-ldap
dnf -y install freeradius-ldap freeradius-krb5
7L DAPE#EE]/etc/raddb/mods-enabled/
1n -s /etc/raddb/mods-available/ldap /etc/raddb/mods-enabled/

LDAP moduleBGHzEfR

vim /etc/raddb/sites-available/default
authorize {

ldap
if ((ok || updated) && User-Password) {
update {
control:Auth-Type := ldap
}
3

}

authenticate {
Auth-Type LDAP {
ldap
3
}

post-auth {
ldap
}

vim /etc/raddb/sites-available/inner-tunnel
authorize {

ldap
if ((ok || updated) && User-Password) {
update {
control:Auth-Type := ldap
}
3}

}

authenticate {
Auth-Type LDAP {
ldap
3}
}

post-auth {

ldap
}

SR ELDAP server

vim /etc/raddb/mods-enabled/ldap
server =
base_dn =
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systemctl restart radiusd

Debug mode

systemctl stop radiusd.service
radiusd -X

BeBF

RERFBEChrony, 7EcentOS 8, chronyE2EANTP,

dnf install -y chrony
systemctl enable chronyd
vim /etc/chrony.conf
server tock.stdtime.gov.tw prefer
server tick.stdtime.gov.tw
server time.stdtime.gov.tw
systemctl restart chronyd

&S

timedatectl set-timezone Asia/Taipei
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