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» Citrix NetScaler delivers the Cloud
* 75% of Internet (cloud) traffic goes through a NetScaler

* Cloud/Web 2.0 : Google, eBay, Yahoo!, e*trade,
amazon.com, AOL, etc.

=1 * Xen and Citrix XenServer power clouds
* Largest cloud implementation built on open source Xen
* Most common deployment platform for public clouds

« Citrix OnLine delivers Software as a Service
« Citrix OnLine #5 SaaS offering

* 100 Million Online SaaS Sessions
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Storage Network
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Rackspace
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Sunguard, Terremark, Navisite, BT

GoGrid

Carpathia, Attenda and other SMB MSPs
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(Very high granularity, (Limited granularity,

limited visibility/security) high visibility/security)

Enterprises will adopt both.

B Ehw £ HE

iR R EIH B .
- e.g., BEAAE LR AR, PaaSE
- B S BRI B IR .

- BEIEERFHEAEERE.
© 2EMEFHRRE/E ) RRER

 FHIRA KEIZ A RE R L ERS.

i * R RN E R HNEN.
)FE E]:;r\.ﬁz ri « VMware, Microsoft, BMC, CA, %5 352509 i 2.

- BRI,




[
CiTRIX -

B HLDESBRISERNER

HEATRENER

g

[SEesN=1]
LRFRITL BafH
o © PR A
" BEms - B A
T - B
- 1T  SETRYE
- EERE s KA1

* BRAIZEE PR O R — (AR
TRV AS - LR LA BRI
ThEWeb 2,088 1R

& 5 i B VS L TR e PO RS B
(S SLV R A B b

arLND~

Service Providers

* Apps on Demand = SaaS
» Compute and Networking on
Demand = laaS

In < 3 quarters of launching
Citrix service provider program
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On Premise Workloads Cloud-Oriented Workloads
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Dev/Test Backup and Desktops App Delive
Recovery
Back-office Real-time Mainframe-based  Collaboration
Apps Trading Apps Legacy Apps
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Data Center Cloud-Extended
Data Center
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DISASTER ON-DEMAND
recovery  COMPLIANCE DEMOS

ON-DEMAND

ON-DEMAND
DESKTOPS
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DISASTER ON-DEMAND
COMPLIANCE
O pe n RECOVERY DEMOS

DEV AND TEST

ON-DEMAND
APPS

ON-DEMAND
DESKTOPS

ONBOARDING

Black Box

Rigid API

Proprietary Infrastructure

F r
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Proprietary

DISASTER  compLIANCE ~ ON-DEMAND
RECOVERY DEMOS

DEV AND TEST

ON-DEMAND

ON-DEMAND

ONBOARDING DESKTOPS

APPLICATION AND DESKTOP
DELIVERY SERVICES
EDGE NETWORKING

SERVICES
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Delivering Cloud Services
with
Citrix Cloud Platform
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L7 content switching
HTTP header and body
URL rewrite

XML XPath support

fo-

&
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HTTP.REQ.Header(“Accept-Language”). CONTAINS(“Chinese")
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SAP Enterprise SOA
» Templates can be imported/exported —
« Easily share/distributed app-specific * Templates posted and shared
configurations +  Community participation

FE P - RS A

& 8 http//192.168.1.101/~img.txt

€ 9 | B httpy/192.168.1101/~img.txt

b S

404 - Not found

go to root

HttpFileServer 2.2f

7/1/2011 12:50:40 PM

[ Start €3 Stop K Clear Summary || | [¥] Autoscroll

Started Time Sent Received Method Result Type URL
http://192.168.1,101/~img.bt

00:00:08.848 0.325 326 692 GET 200 image/gif http://192.168.1.101/favicon.ico

00:00:08.899 0534 326 692 GET 200 image/gif http://192.168.1.101/favicon.ico

Headers | Cookies | Query String | POST Data | Cantent |

Request Header Value Response Header Value

(Request-Line) GET /~img.txt HTTP/L1 (Status-Line) HTTP/1.1 404 Not Found
Host 192.168.1.101 Content-Type text/html

User-Agent Mozilla/5.0 (Windows NT 6.1; rv:5.0) Gecko/20100101 Firefox/5.0 Accept-Ranges bytes

Accept text/htmi application/xhtml=xml applicati q=09"/*q=08 Server HFS 2.2
Accept-Language zh-tw,en-us;q=0.7,en;g=0.3 Content-Encoding gzip

Accept-Encoding gzip, deflate

Accept-Charset UTF-8*

Connection keep-alive

12
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(AN g h1p0/152168.1.101/~img et [+]
9 [ 4 ntps/192168.1.100/~img 0
& )2 [ e img

"The Content is not Exist, MFFElE"

I start €3 Stop ¥ Clear Summary 14 ‘ Autoscroll

Started Time Sent Received Method Result Type URL

00:00:01.769 0.053 323 40 GET 200 text/plain http://192.168.1.101/~img.tet

00:00:01.857 0.277 326 692 GET 200 image/gif http://192.168.1.101/favicon.ico

00:00:01.892 0.489 326 692 GET 200 image/gif http://192.168.1.101/favicon.ico

Headers | Cookms] Query String I POST Data | Cor\ten!‘
Request Header Value Response Header Value
(Request-Line) GET /~img.txt HTTP/1.1 (Status-Line) HTTP/1.1 200 0K
Host 192.168.1.101 Host 192.168.1.101
User-Agent Mozilla/5.0 (Windows NT 6.1; rv:5.0) Gecko/20100101 Firefox/5.0
Accept

text/html application/xhtml+xml application/xml:q=0.9,*/*:q=0.8
zh-tw,en-us;q=0.7,en;q=0.3

Accept-Encoding gzip, deflate

Accept-Charset UTF-8*

Connection

Accept-Language

keep-alive

Branch

Mobile
User

T BB B

Surge Queue

Application
Infrastructure

» Maintains optimal traffic rate to the server

» Does not drop valid traffic surges
* Results in optimal end user response time

13
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NetScaler SureConnect

G - e e e m—
o 1r-jf,~mnr Exp cannot display the webpage 3
Before NetScaler After NetScaler

Datastream — &1} J&E & &1

B

AB,C...Y,Z -> SQL &

7

HE

MysSQL

Microsoft
SQL fAAR=E
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« SQL%T .

> R TCP 84
@ > RS ERESREE (DB)
> b SQL NS

* SQL E#ZE#H .
> E49ATIEEY/CPU
> EREEMBIT

NetScaler Datastreamz{#x

Aith SQL R

AR 3R

> EREXERREER

SQL HARg

FEl=R
ANART M

- BENIP %R
> RS P
> BERFNETAR

- ERERE
> RAZRERM

N+1 High Availability

+ All NetScaler nodes can actively
pass traffic

» Optimizes utilization and increases
capacity of NetScaler pools

» No configuration changes to
upstream router

* Helps meet SLAs

Distributed VIP

15
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User(s Rate T|me Object Action
* IP Address * Requests  * Measuredin  * Vserver IP * Throttle
* IP Range/Subnet * Packets miliseconds ¢ URL/URI * Invoke Policy
« Cookie Value « Bandwidth * Image . Responder
* Wildcards * File « Cache
* Any header * Any header . etc.

or payload... or payload... * Alert

oL
. T?e?p
ST 7] B 8 A 3 R T L ) R s
D
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° fEFFRTEL -
* FIMCitrix NetScaler 25 A il B B 722 S2 MR IR S
X 5% > $3,000

L7 Payloaa

AR

Zoi_price-1>3000
g % % A = $5,000 el H{Pgh_value_TX

L7 Header ™ ¢ @ ,

R RS %
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» Advanced TCP Optimization
« Static and Dynamic Caching
» Hardware Compression

Enhanced User Productivity

17
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TCP Connection Offload and Multiplexing

Client

connection

Application
Requests Server Connection
Client
Connection
Web Server
Application Requests
NetScaler terminates connection . NetScaler transmits client requests
Client transmits requests +  Other clients follow same procedure
NetScaler establishes server connection . Multiple client requests are transmitted across common server

HTTP (Web) B 43

* NetScalerifiE = N & R 4

— Maximize payload per packet

— Increase application performance

18
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Suppliers/Partners .

Cached Copy Original Content

Mobile Users

Remote R
Employees Additional Initial
Requests Request
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- - Coogle Coogle
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#EEMemory Cache

1901
o

Up to 24 GB Cache

(A
o

2GB Cache

* Optimize and offload delivery of multimedia files

* “Hot Content” — videos, podcasts, images

* “Long Tail” — marketing collateral, presentations, documents,
enterprise apps (e.g. SharePoint, SAP, Oracle)

19
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E
SharePoint UP TO 5X ON 8
SAP
With NetScaler
Siebel CRM B Without NetScaler
Oracle Forms 10.1
0 2 4 6 8 10 12

Response Time in Seconds

D 58 LR

CUSTOMERS SS|.
e
: 7; 4. | sS\
ﬁi-——u— |

EMPLOYEES /

/. sst/offload
o « TCP Multiplexing and Buffering
« Static and Dynamic Caching

» Hardware Compression

Supports greater user capacity and more apps with minimal investment

20
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5 Web Server CPU Utilization [9](=0e33] « SSL Offload
L0 GETy W) ol ) (ED =lalx| + TCP Multiplexing and Buffering
Ll L : « Static and Dynamic Caching
e OO0 BB +Xe DEE @« @ « Compression
+ & Performance Logs and Alerts 100
90
80
70 o— Before NetScaler
60
50
40
30
20 1 B
10 Sl
1]
Last 1.000 Average 34.345  Minimum 0.000
Maximum 73.000 Duration 1:40
Color Scale Counter Instance Parent Object Computer

- SvesE

PegasdlE  HEsE:

* Improved response time by 110%
o
dRemate 50% * 40% savings on mgmt. costs
LiveNation 50% - Capacity to support 100X traffic spikes
« Significant decreases in application latency and
o
SINA 66% mgmt. costs
Transport for 95% + 10X improvement in application performance
London © * 60% reduction in application latency

Userplane 87% - Estimated $390K savings in capital investment

21
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Cross Site Scripting (XSS), 6.31%

Stolen Credentials, 4.95%

’rBrme Force, 5.41%

Misconfiguration, 3.6%

Banking Trojan, 3.15%
SQL Injection, 15.77%
Cross Site Request Forgery (CSRF), 2.7%

Predictable Resource Location, 2.7%

Process Automation, 2.25%
Content Spoofing, 1.8%

Known Vuinerability, 1.8%
Malvertising, 1.35%

Abuse of Functionality, 1.35%
DNS Hijacking, 1.35%
Unintant .

Di , 1.35%
Credential/Session Prediction, 0.9%
Malware, 0.9%

Remote File Inclusion (RFI), 0.9¢

-Administration Error, 0.9%

Weak Password Recovery Validation, 0.45%

OS Commanding, 0.45%

Forceful Browsing, 0.45%

Denial of Service, 17.12%

Source: Web Hacking Incident Database(WHID) in 2010 of WASC

22
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Sony#Z A E21% » i {sEFH Citrix NetScaler

Whats that site running? 'm.ptawuhon.mm | (Search )
0S, Web Server and Hosting History for us playstation.com
htip Jus.playstation com was running Apache on Citrix Netscaler whon last queried at 29-May-2011 09:52:32 GMT - refresh now Site Report

Try out he Nedcratt Toolbar! o
os Server Last changed IP address Netbiock Owner

Apache 27-May-2011 7252625 Prolexic Technologies, Inc
unknown Apache 15-May-2011 7252625 Prolexic Technologies, Inc
Citrix Netscaler Apache 14-May-2011 7252625 Prolexic Technologies, Inc
unknown Apache 12-May-2011 7252625 Prolexic Technologies, Inc.
Cirrix Netscaler Apache 6-May-2011 7252625 Prolexic Technologies, Inc
Citrix Netscaler Apache 5-May-2011 7252625 Prolexic Technologies, inc.
Citrix Netscaler Apache 17-Ape-2011 7252625 Prolexic Technologies, Inc
Linux Apache 15-Ape-2011 7252625 Prolexic Technologies, Inc
Citrix Netscaler Apache 9-Apr-2011 7252625 Prolexic Technologies, Inc.
iunux Apache 5-Apr-2011 173203.129.45 Sony Computer Enhmnm+1

Citrix NetScalergli& ZfEEH %%

* First to implement learning
(Teros)

Reporting

+ 4th Gen Web App Firewall

" Fastest App Firewall (12 Gbps) « First to implement positive

 Best Price-Performance security

==

NetScaler MPX and VPX

 Fine-grained policy driven

23
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« 2Ij5ERYWeb Application Firewall
* HTTP B XML I EE 558 ] R

BERRRNE NetScaler Application Firewall and the OWASP Top 10 2010
[Tagh s g et b, sty Bt e |

RGIZRHA o
° gz?ﬁi%” IﬂﬂH—rﬁ/jAAA J—E;(I ﬁjhj T Open el Appicaion o e 0

detai how Applcation these flaws. The

* Z5JEFIPS, Common Criteria B ICSA 5% e

Applcation Firewal n the market foday.

The 11 OWASP Top 10 document s avalable at OWAS? Top 10 for 2010,
iy
° ’% /—&}‘E Iassume some y NetScaler Applcat jon and
EP LB o ot ey OWASP
S secure configuration, SSL)
. q}k%ﬁ jk‘,_@EE AN noted. The OWASP Top 101 best used as a staring point fo gauge your web
FAHR E = ppication securty. NetSealer offers 8 maich richer set of functonaity beyond that
Noe ILLL 12 s covered by this it
* A[ZEAPIsi H B E R
H M}L‘AP Is /. E I = OWASP Top 10 - 2010 NetScaler feature
Al = njection Injection attack prevention (SQLS Custom)

* Role-based administration EeT———— e p—

O somavex o 0

A3 Broken Authentication and Session | AAA, Coolie Tamgering pratection, CSAF tagging. Use SSL
management

Err;lém Web App Firewall (12 Gbps) e

45 Cross Sie Request Forgery (CSRF) | CSRF formtagging, Referer header valdation
46~ Securty Wisconfigurston Bl reports

I ﬁ AT - Faiure to Restrict URL access Start URL protection with URL closure
AEZE, inline 2 PR = — s
A3 - secure Cryptographic storage Applicable to backend server infrastruciure. FIPS compiant model avaiable for

securing keys on Firewal device tself

A10-Insufficent Transport Layer Use SSLwitn strong keys and cphers.
protection

The full document is avaiable as & whitepaper for downioad (NetScaler Appication Frevrall and the OWASP Top 10 2010)

Hybrid Security Model
Hybria

Protect Against

gative

Le Known and

pply
'gnatures

Applic:

Environn' Unknown

Threats

~—
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Protections
Configure Application Firewall Profile 'XI
General ' [Checks|', Settings | Learning ',
Security Checks
Name |Block |Log |Stat
Start URL Yes ves Ves
Cookie Consistency No No No
Form Field Consistency No No )
Buffer Overflow Yes Yes Yes
Field Formats Yes ves ves
Deny URL Yes Yes Ves
Cross-Site Scripting Yes Yes Ves
SQL Injection Yes Yes Yes
Credit Card No No Mo
Safe Object N = o
Modify Rule...
[ ] [(cose ] [ uew ]

Entry Points (Start URL)
Cookie Consistency
Form Field Consistency
Buffer Overflow

Field Formats

Deny URLs

XSS/SQL protection
Credit Card Exit Control
Safe Object

* XML Security
* Threat Protection
* Content Validation
* Data Leak Prevention
* Reporting and Monitoring

* Secures all flavors of XML Applications (not
just SOAP)

Single devices for XML, HTML and Web 2.0
applications security

Check types are categories as HTML, XML
or Common

Block, Log and Statistics can be enable for
all checks.

Integrated HTML and XML Security

2) Configure Web 2.0 Application Firewall Profile

General Socury Cheds] settngs | Lesering |

Name [Block [Log [stat [Learn |checkType
Deny URL [v] Common
Cookie Consistency (] L] = [[] Common
Buffer Overflow Common
Credit Card H EH B Common
Safe Object Common
Form Field Consistency O O O 0O wvm
Field Formats [v] [v] (vl [ HmML
HTML Cross-Site Scripting [ Hm
HTML SQL Injection W W M O[] HmM

25
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#E XML {R7E

* fg1E XML H2
o FE{R XML fZXE &R M
- EIEAIER I AEIRAEEEES

ZEM
% B

75%

X
% i

10%

H& Web i
ERAEX

2/3 web mRBREEERETA

FI B BB E R BRI XML BFRER

Gartner

B IE SRR RN,

Prevent the inadvertent disclosure of customer or corporate data

©) Modify Credit Ca edeare onise:

Description

Add Safe Object patterns to protect specific types of information.

General ' Settings |

|Icon | Credit Card

l Diners Club
[& | master card
- Discover
@ American Expresd
== visa
6

5 worod

[_] Enabled

Name*

[ssm

Actions

[[] Block X-Out
[v]Log Statistics
[] Remove

Regular Expression

(P1000)[0-eNAH{ZHAI0-6NI7[01 2N ~0-93{1, 1}2X(F100NH{ZHI(P10000Ad{4}H[~0-9H1, 1}

[Z) regex Editor... (B Regex Tokens @ Clear
Maximum Match Length® |12 ]

Commen! ts

& Help

My sttempt at matching valid SSNs|

<) Help

[ cioze ]

Financial Theft Prevention

Credit Card Numbers

Configurable Protections

Customer-defined Data
Objects

26
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B 1 &kl9ME-Cookie Encryption

NetScaler Cookie
Encryption Engine

GET /file.htm| JORSIRE HTTP/1.1 200 OK

Set-Cookie: MyCookie=  'Set-Cookie: MyCookie= Set-Cookie:
"ENCBAmM3MwU7SIGAEIA "ENCBAmSMWUZSIGAEIA | -° -0 %%
AjebhB3A==" AjebhB3A==" Y SRS

Client Server

Syn Flood [5:&

Client NetScaler Server

SYN+ACK

Server sees GET

a
first on warm
‘/’Daa./ connection

27
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HTTP GET Floods[5:&

JavaScript based client challenge

request
cript challengé
Client execs JS W
R
Response
ient
W
Genuine Client NetScaler Server
POST /dataform.pl HTTP/1.1 @ HTTP attack (slow headers and slow POST attacks) ol o=
Connection:Keep-Alive Test type and destination
( Content-Length:10000 || Transfer-Encoding: chunked ) Aliack fype Sow EDsT | v
http://www. iverisk.
User-Agent: Mozilla/4.0 URL I ttp://www.proactiverisk.com
General parameters
Content-Type: text
ontent-Type: tex Connections 400|
Host: 10.102.1.91 Connection rate |50
Abcdef 23 This is the data in the first chunk o R fandon,
Abcdef 23 This is the data in the first chunk User agent Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1
Abcdef 23 This is the data in the first chunk Diagnostics
Abcdef 23 This is the data in the first chunk .
Abcdef 23 This is the data in the first chunk Aktack-speciic paramefens
Abcdef 23 This is the data in the first chunk Content length 1000000 Random
(.exnun) (vennun) POST field
Randomise payload
Quit Run attack

28
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 Authentication servers : LDAP,
RADIUS, TACACS, NT4, Smart

) Create Authentication Server X

Neme* L 1
uthertcatin Type
e d

card, Certificate based swmss i*%:cs pot[i8z | TosokGeonid s |
+ Two factor, Dual passwords, T —
Cascading :uﬁt:s;txey ] N;Lmﬂmmmm
* User / group awareness roun Vorelor Code |:| Group Prfi ::
« Fine grained policy based control mennere] e
« Full Audit trail o | S
« SSO: Basic, Digest, NTLM S R N -
Db < QuickLink Greate

N

Citrix Cloud #££
S0 FTLAYER"

4 J CARPATHIA.

;‘m} Ty [ ey [y
. |

SRR

ES

NetScaler

XenServer

==

Carpathia InstantOn, Powered by:

5X FASTER WEB APPS.
NOW VIRTUAL.

Citrix NetScaler | ALL--ONE AFF A

SoftLayer: powered by Citrix NetScaler, the all-in-one

lerati app firewall and I bal luti NTE
app acceleration, app firewall and load balancing solution s ot | 688

SOFTLAY=R  CITRIX CARPATHIA  CITRIX

“Together, Carpathia Hosting and Citrix can deliver a robust
suite of virtualization, networking and enterprise cloud
services to our respective customers, aimed at delivering
maximum application performance in the datacenter. “

Peter Weber, CEO of Carpathia Hosting

“Partnering with Citrix was an easy decision. It’s

clear they are listening to enterprises and cloud

service providers - these solutions meet and exceed

the needs of this rapidly evolving IT segment.”
Nathan Day, CTO of Softlayer
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WNE S EERE

NS9.2: Build 47.11.d, Date: Aug 11 2010, 01:13:03 | Legout

Reporting | Documentation | Downloads

NS9.2: Build 47.11.cl, Date: Aug 11 2010, 01:13:03 | Logout

Monitoring [T et Il Dashboard

® {0 Integrated Caching

@ () Protection Features

& g HTML Injection
|

@ {J AaA - Applcabon Traffic

cimm NetScaler VPX
+ elcome root®10.215.18.2320vxt veniaring eshbord
cimgx* NetScaler VPX
Welcome nsroot@10.215.18.232(vpx 1 citr )

B () NetScaler VPX 10.215.18.232

® {J syst . N

+ NetScaler VPX

@ {J tetwark i CITRIX

@ Jows = () NetScaler VPX 10.215.18.232 ! ®" Welcome nsroot@10.215.18.232(vpx1

® s

& (J S Offead

® {J ApcExpert

B {J Netscaler VPX 10.215.18.232
& {Jsystem

EEEEE

EE

Reporting

Documentation | Downloads

Getting Started

GSLB wizard

GSLB wizard for Cilrix XenApp

‘GSLE wizard for Citrix XenDesktop

GSLB Visualzer

GSLB Configuration

View GSLB configuratien

Syndhworize configuration on remote sites
View synchronization state

Configuration Summary

|
NS8.2: Build 47.11.¢l,

[T contiguration ST

Reporting

Date: Aug 11 2010, 01:13:03 | Logout

Documentation | Downloads

Settings

& save Refresh All Help

| @ retesh | L ace opavontes | @ e |

‘Settings
Change GSLB settings

@ Leamabout GSI8.

Citrix Confidential - Do Not Distribute

oy (B s -
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AppExpert
Visualizer

Center

Command

Dashboard

SRt R{ETR

Graphical View
of Network

Configure an
Pull Stats

Search [

|

1718111
W15 o WANL

12%  VLAN30L

e VLANIO2

iae VAN

‘Secondary 10.102.31.13 1as  VLANIS

Hones  VLAN30S
i1 142 1f3 114 1/S 1J6 1j7 18
goppppn —

Primary 10.102.31

| ———> | @ Force Synchronization. ..

¥ Force Faiover..,

1221123028

17221223004

IP Address: 10,102.31.4, Node State: UP, Master State: Primary

@ Help

Related Tasks

[£) Detais...
i) Remove

& Force Synchronization. ..

¥ Eorce Failover...
3 statistics
Copy Properties

Details

Node: 1

D:1

IP Address: 10.102.31.4

Node State: UP

Master Gtate: Primary

Fail-Safe Mode: OFF

INC State: DISABLED

Synchronization State:
NABLED

Ef

HA Propagation:
ENABLED

Enabled Interfaces: 1j2

17 1/81]1 14 13 1/6 15
Disabled Interfaces:
NONE
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= Application Visualizer - SharePoint X

Ed estPt 4, Zoomin 3, Zoom Out e Save imoge | Search m [, AL Entoes - [ 7] [Csenses aws..u‘
RS [ @ vontors | B Compresson %7 Fiter < Rewrite @ Responder 09 Cache £ Acolcation Frewsl (£ Autharizaton ) Auding

L S e o e R View /Resolve
— Config Drifts

e
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e
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e
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:::~mz View Overlay
N and Detailed
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ERFoRERS

openstack

CiTR!X' XenCenter™ | VMware vCenter”
Server

Access Branch
Gateway Repeater

NetScaler

VMware XenServer
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XML API

B soapui 2.0.2

' =
[Ea] e tscaler 201 B TR R
EB oo Zoao isocv)
& X NConficfirding <zeazeny:Euvelope mins:xzi—hees: ;’z ke amine:S0AP-BI="reep: //schenns. sulsoas, ora/ssas e A]

[Bd Test Netscaler APL & B Tesues 1 <soapanc:Hasdar/> t aseerr

=+ @) petscaler] G of raacset [T S A S S R ————
@ xmﬂwm e & xvexlaspomse®
addaaagroup
addaaaucer
addarp dy Lost Tess ()
addauatnsiogaczion
addaudtnslogpalicy
addaudtsvslegaction
addauditsyslegpolicy
addauthenticationcertackion
addauthentic ationcertpolicy
addauthenticationkiapaction
addauthenticationldappolcy

P-4
z

cering®s10. 217 95, 46« pal
S EMABLIDESsraras

; ine’ »0</domsince|
zArray SOAR-ENC:o:
strings)enny-sres/itens

NALAANANLANN

- BB - - BB - -

Pl pdy>
Lepes
[ Proect Properties. | Test properties [ Teimeamt Priperims | ToPropertas | | =
e Ve ety Vs At [FESBSID] At achmenes (0) Feaers (3) Atechwects () 5
N“"nﬁmla T somrver - Renmst1 &) || —g
[Description 1:1
Fle C:ljenny|APT\soapu ..

[Cache Definitions true

soapllleg httplog iettyleg amerleg n sosputlg [EEIR) Jezylog emcilog rerory kg

NITRO AP

http://192.168.1‘99/hnru/vl/(ohﬁgjlbvserver?wew:summary&@@
RN merics i

L Favorites -3 @ Suggested Sites v €] Web Slice Gallery =

£.2| http://192.168.1.99/nitro/v1/stat/Ibvserver?view=summary&format=xml

: 5. Favorites I (Q Suggested Sites ¥ @ Web Slice Gallery v

http://192.168.1.99/nitro/v1/stat/Ibvse...

http://192.168.1.99/nitro/v1/config/lb...

<?xml version="1.0" 7>
- <nitroRespense>
<arrorcode >0 </errorcode>

<?xml version="1.0" 2> <message>Done</message>
- <nitroResponse> - dlzlhserver_llsb
- dbuservars
<errorcode>0</errorcode> <namesV1</names
<message>Done</message g
Be i <vslbhealth>100</vsibhealth>
<lIbvserver_list> <pri 192.168.1.101</primaryip
- <lbvserver> <primaryport>80</primaryport>
<name>V1</name> (W::f“:.f:f’t“(w
<state>UP</state>
<curstate>UP</curstate> ctothits >0</tothits>

<effectivestate>UP</effectivestate> <hitsratesD</hitsrates RE ST WE B AP I
<ipv46>192.168.1.101</ipv46> il b s bk ain LAY LI o IVYVED ANl
<port>80</port> <totalresponses>0</totalresponses>

<servicetype>HTTP</servicetype> esponstsates0isepncasates . s %i ~ ‘Bi ﬁ ﬁg%
<Ibmethod>LEASTCONNECTION</Ibmethod> 4 » =
</lbvserver> te E
- <lbvserver> <totalpktsrecvd>0</totalpktsrecvd> i%J SQ N Al M L
<name>V2</name> <pktsrecvdrate »0.</pktsrecvdrate> 1A SRR =

<curstate>UP</curstate> <totalpktssent>0</totalpktssents
A 2 <pktssentrate>D</pktssentrate>

<effectivestate>UP</effectivestate> T

<ipv46>192.168.1.102</ipv46> e T

<port>80</port> <totspillovers >0 </totspillavers>

<servicetype>HTTP </servi cetype> dabelledconn>0</labelledconn>
<pushiabel>0 </pushlabel>

<|bmethod>LEASTCONNECTION</Ibmethod> bbbl

</lbvserver> <deferredreqrates0</deferredragrates

lbyserver>
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Citrix
Workflow
Studio

FE BB RE £1T

Stop ¢

Info(

sarching. Start dis

Citrix NetScaler

‘ Citrix XenServer

)gen

scovering

“We use Citrix NetScaler, linked via workflow to
XenServer, to dynamically scale our application
infrastructure - bringing up and tearing down VMs on
the fly - to deliver our customers.mission-ctitical

real-time data.”
Eli ‘Feldman, SVP Eng & Ops

]

AppFlow —
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AppFlow
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SharePoint1
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BviEs evres

288
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Shopping

_— splunk> -

solarwinds 7
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Site availability and responsiveness

» Instantaneous, real time data on key URLs
- TR, TEER. T )

* £} hpy//10.102.31.8/admin_t D t=URL: =topn_id1 -l 8- Pl B - -

- -

etScaler - Top-n Reporti... | + | - -

=)
i - | Logout
CITRIX Menitoring_| Gonfigwotion_| Reporing_| Dosumentation | Dawnioads
{ Home » Top 5 URLs
Top 5 URLs
URLs by Requests 0 | URLs by Bandwidth - URLs by Response Time (ms)

\

B
4

k‘"ﬂﬁ' ‘ - Copyright{©) Citrix Syste Inc. All nights res -
! 7 e =
Cloud BridgeEZCloud Gateway
Enterprise SP/
é Open Management (BMC, vSphere, Cloud.com, OpenStack) §

A
4

XenServer

i
1
' Cloud Gateway
1
; 1
Platiniiy Cloud Bridge
VPX Family XS Advanced

4
1
1
i
1 2 Y e E EA
I
I
I
[}
I
L’

Enterprise &

Onboarding
Apps /
Desktops
PCI
Compliance

Dev # Test

A

A 4

NetScaler

g
~

'~
N
~
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People, Content
& Devices

Apps, Desktops
& Data

SaaS, PaaS
& laaS

Cloud Networking Fabric

Connect it all
together
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“Front Door” “Back Door”

Gateway Bridge

Cloud Networking Fabric

“Front Door”

Gateway

Private .
Cloud 4
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|

Provisioning

Nor@bsitrol

Compliance

(IT Cloud
B |

| ' Enterprise
Apps

SOLUTION

The power of ONE
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@NetScaler Cloud Gateway

Orchestrates delivery of.2 eb and Windows apps

Enterprise
Apps
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NetScaler Cloud Gateway

HEHEY

EA R

AppConnectors

£ SB Taleo ¢

Workstream

@’dc:s‘/brcc.com
SaaS

T terremark
© Skytap ¥a;

S
(K]

CARPATHIA
SOFTLAY=R

laaS

WebSphere. ORACLE
z'.;?'- CaA siteminder
any SAP

éx':im.nge Server i

pist ]

[y TS

User Management [] Application SLA

B Loggedin I Locked Out s O ANocwed W Mecian EInUse W Response ime below E0°
500 750 I Response ime above 80
W Do
750
00 ' I 0
200 20
o o
GoTobtening Box  NecSuie Sabs

Locked Out: 23
Gabriel Rosenberg  Unlock
Johnathan Ahana  Unlock
Frank Sebastian  Unlock

Pending Requests: 18
Michael Jace  View
Peter Kowics  View

Brian McCormak

Logged in today: 1420
Shannon Eizsbetn  Log Off
Rick Grundy  Log Off
Maanga Osberg  Log Off

Copyright © Citrx Systems, Inc. All rights reserved.

2 [ citRIX

%ol SLA
% of SLA

SaaS, web and
Windows apps

Single sign-on
User Provisioning

App request
workflow

Licensing
SLAs

41




8/9/2011

Single view for
end users on any
device through
Citrix Receiver

* Self-service apps
* Windows, web, SaaS
* One login

* Millions of devices

Private
Cloud

“Back Door”

Bridge

Cloud Networking Fabric
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OpenCloud Bridge
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@ NetScaler Cloud Bridge

Connect your datacenter to any cloud with full
transparency, security and performance

. .

Private Cloud Public Cloud

Citrix OpenCloud™
solutions

Citrix OpenCloud™
Bridge and Access
Citrix OpenCloud™

.
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.
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Pay-As-You-Grow — Bringing Optimal

Price/Performance
SERVICE PROVIDER/TELCO/CLOUD +
INTERNET CENTRIC \'/
50 Gbps duxv.“’ e
,‘?a _ MPX21500  50Gb
.
o MPX 19500 35Gb
s 20 Gb —ray
g ps ENTERPRISE ) MPX17500 20Gb
5 ot #08 License
< 2 MPX 15500 15Gb Upgrade
[ 10 Gbps el _
t MPX 12500 10Gb
) 5 [, |
g 5Gbps S N ‘%‘-M‘ MPX 10500 6Gb A
3 ; WX 3o Upgrade
o' =
1Gbps - 451°M MP X 7500 1Gb
© §%  MPX5500 500Mb o License
by ZULE Upgrade
o |
1 2 3 10s 100s Multi-tenancy
Number of web applications
MNZ &
VPX Y&
£
%ﬂ (B vmware  windows Server 2008
. Hyper-V*

Same Build, Same Features
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Home Dedicated CloudLayer™  Solutions Facilities  Reseller Resources  Partners  Specials
Load Balancing: Local, Global & Citrix NetScaler Service Monthly
Citrix NetScaler Standard Edition - 10 Mbps §299.00 =
Citrix NetScaler Standard Edition - 200 Mops: §599.00
Citrix NetScaler Standard Edition - 1000 Mbps $1199.00 VP 00
Citrix NetScaler Platinum Edition - 10 Mops $499.00
Citrix NetScaler Platinum Edition - 200 Mbps $999.00 =
Citrix NetScaler Platinum Edition - 1000 Mbps $1999.00
VEX 1000

VP; 200
VP! -!O

1 Mbps EVAL

S MR E R

Company A

~y-

Company B

e

Company C
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NetScaler Family -- SDX

* Instances, not partitions

» Complete CPU isolation

» Complete memory isolation

« Version independence

« High availability independence
» Lifecycle independence

%iﬁfa%':ljlﬁ\%ﬁ% - Full instance isolation

* Separate routing domain
* Hardware accelerated SSL « Independent routing, IP stack

* Dedicated SSL hardware per « Independent connection table, ACLs, etc.
instance

» Per instance network isolation
« |solation can be enforced at the NIC
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NetScaler MPX 21500

50 Gb/s

Single VIP

NetScaler SDX 21500

50 Gb/s

16 Instances

Performance
OR
Multi-tenancy?
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Citrix Netscalerjii & T —CE R A HEEL
Y EZL

* Modularity: rapid adoption to new Complex Web apps (SOA, Web 2.0, rich media-10X in processing)
» Extensibility: provide a wide variety of app delivery services for any application need
* Flexibility: deliver all types of applications with common infrastructure

g AIEZiEIS

* Decouple application services from physical infrastructure elements
* Enabling single physical resource instances to be shared by multiple users
* “On the fly” provisioning and allocation of servers

> R R EE 5
* Concurrent use of App F/W, compression, SSL VPN, XML Security, caching, content switching, GSLB

> RS E10G AR St i

* Less network segmentation
* “Wire-speed” throughput

> BB R0 B SR i S R 4 T 728 i B e e P AR =R

* Cloud Bridge and Cloud Gateway

> BEIN R B S A

» Excess capacity for future feature support

CiTRIX
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