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» DNS ZZ 45 E

» DNS ACiRr1EERE
» DNS EBE PR

» DNS AR %585 1%

» DNS = RRERE
» DNS #2815 5%




DNSTal ik P& [ 45 18

» DNS $FEh
» DNS BRI 24 - BlEERERBEMBNAGKETEIE
» DNS BRI EEBRERET - BERERERS
> PERETVZRIE
» KBAGEEXE D
» BEHRAER "HE" &Brn o BRIIME "BEX"

> AHB AR =

I

» #4048 : gov * edu * com ~ net - org * mil * int

» X :tw ~jp cn-it-uk-hk....




DNSTal ik P& [ 45 18




DNSE 1R T

=4
: N : WwWWw.stepwise.com.tw
----- client 758 www.stepwise.com.tw £ %[y IP 2 one

Server [2]fE www.stepwise.com.tw E1%HY IP




DNSE 1R T

& & cc.stepwise.com.tw zone

> client &z www.cc.stepwise.com.tw F 4% IP SEMver

\

&3 stepwise.com.tw zone

Server [0]fE www.cc.stepwise.com.tw Ff4 IP



DNSZE 2615

Server )G HOEERAVRSEZE
{8 [E]J%E def.com.tw. 3% zone HYFZFEE:

EN=N4 def com tw zone
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DNS Serverf&#

» Matser DNS Server

St

N

> RETENEMNRTE - OB RFE

» Slave DNS Server

==l
E

EE Y

)

» Bl Master DNS E#EmimAK - AEZEZEINRIBHEE R

» Cache Only DNS Server

» [@ root server ) -

» Forwarding DNS Server

» BOEBREMRBEENS - 18
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RE 1 5%
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»DNS £ M58 E
» DNS #CH#EIE R E

» DNS ZE P& PR

» DNS AR #5817

» DNS & R

» DNS #8150 5%




DNSEXAZ
» TZ2EH rpm EH
» bind-utils
» dns MHEE R FImt 2= L& ( nslookup, host, dig ..)
» bind
» EEHY dns server IRFEIZT
» bind-chroot
» 124t bind 52 chroot IRIBFTSERNEIE
» caching-nameserver

» caching only dns ARFS N E1E 2R




ChrootIzRIRACE
» &nAH
» IEH:E named EI0TE chroot EFHT - IEHEBEZZEFIRIR
> TEER
» /etc/sysconfig/named
» Iefft4s /etc/init.d/named script M T ARBL B IEE
» CHROOT_DIR 52 ERE=&EFH chroot
» CHROOT_DIR=/var/named/chroot
» BERIVAIT

» /usr/sbin/named -t /var/named/chroot




ChrootIZiEHlC &

» k1E /etc/init.d/named 5% - ST EHZEBECEFER chroot I%15

» B
» —HUIRIE ((#EEH chroot IRIS )
» /etc - TEHAREERENE R

» /var/named/ - |E X EERITEZENE B i
» B1EF chroot IR1&E
» /var/named/chroot/etc/

» /var/named/chroot/var/named

( BEARRINIEZ N L /var/named/chroot/ 81X )




DNSE T 15
» named.conf FREEAR
» options { ......... 3 ceeenene ;3
> TELEERTE
» logging { ......... 3 eeseees s b
> AIFIESEERE
» view name { ......... 3 eeeeneens s b
» IEEN S EERERRIERAMARRE
» zone name { ......... 3 eeeneenes s b

» EEEEZ zone B - BIE EREREEFIEH




DNS&E E 1

» options {} A

» listen-on port 53 { ip-address; ..... %
» BREEAY ipv4 {32 port

» listen-on-v6 port 53 { ip-address; ..... %
» FRIERY ipvé i3t port

» directory “/var/named”;

> EREEERIERNE B i




DNS&E2 E &

» options {} A

» query-source port 53;

» I EERE ipv4 B - 357 source port

» query-source-vé port 53;

» I EERE ipv6 E&flFF - 357 source port

» allow-query {ip-address; ...; };

» SBERTOIAERIRY ip LIS E




loneiE[@E &

» zone
» MAREREEEN - RNTEBENALEE
> TETCAEAX

» zone “ZONENAME" in {
» type TYPE;
» file “FILENAME";
> 5
» 1&T0ERER
» BRERGEUER {3 8K - B ; 2RAR
» zone & EXNRIBERIRL - EBTER ; DIRER




loneiE[@E &

» zone
» #HRIEH

» ZONENAME
» IEREIRE - EH "HAEEE"
» RARIEH - £F "ip + .in-addr.arpa“ B4R

» type
» I8 name server F3EAY
» OJIEFIEHE : hint ~ master - slave £ forward

» file

» IEERZ zone EERAEERERME R
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DNS I[FEZES T
» 1FAZ zone EE

»r ESEREENER

> BEIRHE

-+Hd
||

o

» zone “teamO1.com.tw* {
» type master;
» file “master/teamO1.com.tw.zone";
» allow-query { any; };
> 5
> REETRIEH

» zone WREBEERATAE ".” Kt
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DNSIE 215

STTL 1D

all

@ IN SOAdns.teamXX.com.tw. root.dns.teamXX.com.tw. (

2015071200 serial

10H ; refresh
2H ; retry SOA EEE R}
4W ; expire
1D ) ; TTL
IN NS dns.teamXX.com.tw. NS &28%

dnsIN A 10.8.1.1XX

A IEfRECS%
xp IN A 10.8.1.XX




DNS I B# 1252 %E
» HithE#E zone S
» CNAME (5l5&) &€
» test1 IN CNAME www

» test2 IN CNAME www.seed.net.tw.

» %5 A4 E ( Round-Robin )
»test3IN A 192.168.1.1
» IN A 192.168.1.2
» IN A 192.168.1.3
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DNSE #2418
» HithF#Z zone B

» IPv6 A AC5F

> test4 IN AAAA ::1




r ESEEREENER
» EIRH
» zone “1.8.10.in-addr.arpa” {
» type master;
» file “master/10.8.1.zone";
» allow-query { any; };
> 1
» REIRIER

» IP FEE)AHN - zone WEHEEEEEFAS “in-addr.arpa”
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STTL 1D

rE

@ IN SOAdns.teamXX.com.tw. root.dns.teamXX.com.tw. (

2015071200 ; serial

10H ; refresh
2H ; retry SOA EEX &R
4W ; expire
1D ) ; TTL
IN NS dns.teamXX.com.tw. NS &28%

1 IN PTRxp.teamXX.com.tw.

PTR Rz fi#4c 8%
IXXIN PTRdns.teamXX.com.tw.




DNS ZoneZE Rl 1E

» @ IN SOA dns.teamXX.com.tw. root.dns.teamXX.com.tw. (...)
» (...) MEIEE
»serial - slave FAZRAET master 1 Z2EEFHIKIE

» refresh - slave 5FF refresh IFEEZ] master 1R serial

» retry - slave & refresh [FEIKMRIEIR retry BRI
» expire - slave £ master X expire EF LM IEREE R

> ttl - R4 IMNE dns ERRERHERENEGE




DNS SOA Eiil1A

» SOA A5 AHBEBEIRH

. Serial ; Refresh ; Retry ; Expire ; TTL
» Serial

» 75 32bit AHALAY 10 EAIEVE

» —IREBEEH A+ B+H+2URF AR

» It 45 Slave T HEFIER Master B R ZEEBEFHBHIKIE
» slave F 12 &5 BB HTAIFER

» master dns zone serial > slave dns zone serial

> EAEFE master ETHEER - master R IREIE N




DNS SOA Eiil1A

» SOA A5 AHBEBEIRH

Serial ; Refresh ; Retry ; Expire ; TTL
» Refresh

» IFEMRAL - YRGBTV - TJLIFARC D/W/H/M FE1U

» Slave T 5PE Refresh FFREIE4RF] Master T :AR5 F ok

» H= Master FHERFRIR AR Slave TR SE - Slave 1
=@ 43 5l Master 118 zone ERIIMEIETEH




DNS SOA Eiil1A

» SOA A5 AHBEBEIRH

Serial ; Refresh ; Retry ; Expire ; TTL
» Retry

» IFEMRAL - YRGBTV - TJLIFARC D/W/H/M FE1U

» Er Slave T[T Refresh IBREEZABKYN - BEZEHIF
Retry FFE E M0/

> BOAR retry KEROULIERHEZER - BEZTHBKIE

refresh FFBIETT N REFHELE serial EREGEH)




DNS SOA Eiil1A

» SOA A5 AHBEBEIRH

Serial ; Refresh ; Retry ; Expire ; TTL

» Expire
» IFEREN - FRER A8 - ol LIFEEC D/W/H/M S 811

» =& Slave FHE KT 7 Expire BEEBEZEFREAHE
Master EHETFIRHARE - BEMILHZEERNESHIEEE -
ABIRMHEZ zone EBRRERE

O




DNS SOA Eiil1A
» SOA N5 AHEEBEIEE
» TTL (Time to Live)
» IFEIEAL - TREEATVEL - oILIEAC D/W/H/M 81
» BERlFERE - E9MNE DNS £ E87% zone BIERERIT -
[o] & 52 & RHR BN AV 3 2L EABR
» SOA B ZFE
» SOA WA TTL 817 - EEERAFEERAWEIR
» STTL IREHERE @ NEEHFERBERINAIER

Serial ; Refresh ; Retry ; Expire ; TTL




Z root@ns01:/root

acl localsubnets

options

directory "/var/named";
dump-file "/var/named/data/cache dump.db";

e A = "fvarfnamedfdataﬂnamed oo = 1 g sty 1

TT- B

statistics-
listen-on port 53 { any; };
owWw-recursion { luail:UL 1ets;

AL LY




ssh login PE

2% |Froot login
# Authentication:

#LoglnGraceTime 2m

#PermitRootLogin
#StrictModes
fMaxAuthTries




£ FHsudoE 1R 5 7
£ root@os0l:~

user MACHINE=COMMANDS

The COMMANDS section may have other opt

Allow root to run commands
ATil=(ALLY R
owWlse BLE=RTE,




ssh login PE

tcp wrapper

sts which are
as decided

by the
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DNS ServerPi K& 5% XE

» Iptables -L -n

» Iptables -A OUTPUT -o ethO -p udp -s SFW_IP -sport 1024:65535 -d any/0 -dport
53 -j ACCEPT

> ,IA?Ct(a‘,EIlDe? -A INPUT -| ethO -p udp -s any/0 -sport 53 -d SFW_IP -dport 1024:65535 -j

» Firewall-cmd --list-all
» Firewall-cmd -add-service=dns -permanent
» Firewall-cmd --reload

» Di=disable iptables - 1 FA—MPI KGR TE




BIND Al 2N 82 fr

> EEFEHRZEDbIN 9.10LL ERRK
» http://tacert.tanet.edu.tw/prog/showrpt.php?id=3151

ISC BIND TF7EZ 212598, & iR IRTRER BRI LLFI A S5 BE S Al EE
EARTS I -

HE B H&S 3 28RIES BBIND 9 version 9.9.8-P4
ZHEIRREA: * BIND 9 version 9.1@.3-P4 ZHIKEA * BIND
9 version 9.9.8-56 ZRJRE4~  HiNet SOC EHFIEE

@R EER » LB R -

%



http://tacert.tanet.edu.tw/prog/showrpt.php?id=3151

Wget N &Eirpm

[BKRAFT/Blog] - Bind 9.10.2, Bind 9.9.7 for CentOS 6 - Mozilla Firefox I“|_;_|
& centos 7 bind 9.10 - ... x_},u"f.uluu [BKRAFT/Blog] - Bind... x“\U""" Index of /ffiles/RPM s... * | e
€ ) A https://bkraft.fr/blog/bind_9_10_2_and_bind_9_9_7/ v & | [B~ Google Q *'Ba +$ & =

KHAFT Home Article Blog ]

Curriculum vitae Contact me Repositor =1=]

o Save this on Delicious

File listing for 9.10.2 Replacement notice
http://bkraft. fr/files/RPM%20Stuff/hind-9.10.2-0.e16.x86_G4 This package has been
— [4.0K] noarch replaced by a new version
| |— [8.6M] bind-9.18.2-8.el6.src.rpm of the software.
| L— [ 71K] bind-license-9.16.2-8.el6.noarch.rpm refer to Bind 9.10.2-P 3, Bind
L— [4.8K] x85_g4 9.9.7-P2 for CentOS 6
|— [2.6M] bind-9.10.2-0.el6.x86_G4. rpm
|— [ FOK] bind-chroot-9.10.2-0.el6.x86_G&4.rpm
— [4.8M] bind-debuginfo-9.16.2-8.e1l6.x86_64. rpm Resources
|— [439K] bind-devel-9.160.2-0.216,X86_G4, rpm * File repository
|— [1.1M] bhind-1ibhs-9.160.2-0.216.%86_64,rpm * GPG KEY
|— [ B9K] bind-lite-devel-92.10.2-0.el6.X86_G4.rpm * Bind 9.10.2 in the repo
|— [ 86K] bind-pkcsll-9.10.2-0.el6.X86_&4.rpm * Bind 9.9.7 in the repo
|— [337K] bind-sdb-9.10.2-8.el6.x86_G64.rpm s CVE-2015-1349 A Problem with
L

[211K] bhind-utils-9.16.2-0.8l6.x86_64.rpm Trust Anchor Management Can
Cause named to Crash
= CWE-2014-8500 A Defect in

Dl tion Handling Can B
https://bkraft.fr/Social/ —EEQWW| -

Download everything




dns]# more dummy-block

root@ns0l dns]#

[root@ns02 dnsl# more dummy-block
SYelBAmt (EF © — (74%)
[rootl@ns02 dns]# l

root.rs2. |




» DNS ZZ % 7E

»DNS ACER1ERRE
» DNS ZE P& PR
» DNS AR #5817
» DNS & R
» DNS #8147 B3




DNS Log

queies.log
default.log

security.log

vV v v Vv

lamer

A% AE an BH

4CHEclient&E G LEDNS ServerfIFi B 4C 5%
#C#EBINDRIES K ZONE Transferik £&
ACERIEABETFEY

ACEERTE LEDNSE AR A B7




DNS Logs% & B4

> size EEPANIN
> severity #HHlog= 4R

» Critical ~ Error ~ Warning * Notice * Info * Debug * Dynamic
» print-severity Ea#RlogE 4R

» print-category Ea#RlogE 4R
» print-time =& # /K oghsfE]

» channel security.log {

file"/var/log/security.log” versions 3 size 100m;
severity info;

print-severity yes;

print-time yes;

print-category yes;

vV v v v VvV Y

5




logging {
channel queries.log {
file "/var, lKM1<1
severlty dynamic;
print-time ves;

0g |
"/var/ l@q,sJ_ullf‘
rity dynamic;
1* time

security.log;




channel xfer-in.loc
/var/1oc
,-1 :. ~ l._-. e

print-time

1
J

;
{t%qur’*Ibfflf”




—rw-r—-r-—-
—rw-r—--r—-
—-rw-r—--r—-
—rW-r—-r—--
—rw-r—--r—-
—rw-r—--r—-
—rw-r--r—-
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—rw-r—--r--
—rw-r—--r—-
~rw-r—--r—-
—rw-r—--r—-
—-rw-r—--r—-
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named
root

named
named
named
named
named
named

nam

named
nam

named
named
named
named
named
named

named
named
named
named
named
named

named
named
named
named
named

named
named
named
named
named 344K

client.log

config.log

default.log
rvers.log

N

queri
queri

™= U0 U

k
[

=
=

(53 =

04:00 S ( ; ,

03:59 security.log.d4
xfer-in.log

n N o W0

n
I_'_D




o] 1t /var/log/messagesE #Floge G B E S

#? root@ns01:/var/named/chroot/dns
[rootl@ns01l dnsl#| tail /var/log/messages
nsol ' hdc: drive cmd: error=0x04 { AbortedCommand }
ns0l kernel: ide: failed o e was: 0xec
ns0l smartd[3709]: Device: /dev/hdc, not ATA, no IDENTIFY DEVIC

=1 B3
-~

structure
ns0l smartd[3709]: Device: /dev/sda, opene
ns0l smartd[370%]): Device: /devw, = [ VMware Virtual disk

ns0l smartd([3708]: Device: /dev/sda enabled

ns0l smartd[37059]: CY smartct s on /dev/sda 0 turn on

ns0l smartd[3709]: Monitoring 0 ATA and 0 SCSI devices
ns0l smartd[3711]: smartd has forki{)ed into background mode.

ns01 avahi-daemon[3643]: Server startup e. Host name
s01.local. Local service cookle is




» DNS ZZ % 7E
» DNS 40 Ex15 8 E

»DNS &R
» DNS AR#5Bs 12

» DNS = R & &
» DNS #3825 8%




DNS #EFS PR &I T HE

» DNS allow-query

» anhA
» RHEIRFIEARIR
> TREZRLTE
> FARGEAIRRE O LUELRERE
> ERREA
» allow-query { address_match_list; };
> [ER#HE

» /X options E2 zone E A




DNS #EFS PR &I T HE

» DNS Notify

> arAA

» BERETFEI] (Master DNS Server £l 1258 Slave Server )
» EHEE

» notify yes | no; - = FRGZIIBE

» also-notify { addresslist; }; - —H¥I5ETHETTEF
> fEREE

» /X options E2 zone E A




DNS #EFS PR &I T HE

» DNS allow-notify

» &RHA
> IRHRHIEERE EBAR (zone 4 slave A o] DIfER )

> %EIJRE
» FEERR A masters { ..} BERIFEO] DIHELT
» {FRE)

» allow-notify { address_match_list; };

> fEAEE

» /X options E2 zone E A




#* root@ns01 :/root

— - n "
zone "

:
!
type master;

notify yes;

4

also-notify




#* root@ns03:/root




DNS #EFS PR &I T HE

» DNS allow-recursion / recursion

> &AR
» REMRGIDEFIEE NIRRT o] LUERERESIIEE
> TREZRLTE
> RS ERUARRS I UEEEER
» allow-recursion { any; };
» recursion yes ;
> ERREA

» allow-recursion { address_match_list; };

» recursion yes | no;



DNS %= F& PRl DI HE
» ACL (Access Control List)
» il
» EF acl ' BE
» B4 allow-* SIS EfEH
> TET
» acl “name” { address_match_list; };

b BB TS ERTE

» none * any * localhost - localnets




» DNS ZE M58 E

» DNS 4 E%1E 5%

» DNS #E& P& R

»DNS A

—

X

» DNS = R &

%

o




DNS&E:9 [ B
» dns HHEA L E
» 2IEH
» nslookup - host - dig
» EIVIBEH R
» nslookup ( query Internet name servers interactively)
» host ( DNS lookup utility)
» dig ( DNS lookup utility )




DNSE: 1 &

» nslookup
> ARG
» nslookup [option] [host-to-find] [dns-server]
> XHRIRAEHENWS
» exit
> AR
» Iserver / server : tJJ# name server

» Iserver - EFAKEE /etc/resolv.conf Y nameserver Fit

BT 2FHTAY name server

» server - [ BRIIEER default name server &3




DNSE=3R8 1 B
» nslookup
r XXRBEINEHNWS
» set [no]recurse : s EEM [FF] IEECFRASK

» set type=N : SR EEH$EE (any,cname,a,soa,ns, mx, txt)

> Al
» nslookup www.seed.net.tw
» nslookup www.yahoo.com dns.hinet.net

» nslookup -type=ns yahoo.com




DNSE: 1 &

» dig
» 7288 : Domain Information Gopher
> ARG
» dig @server domain quert-type query-class
> &l
» dig hinet.net
» dig hinet.net soa

» dig @dns.seed.net.tw seed.net.tw ns

» dig -x 168.95.1.1




ifconfig HEFAIP

netstat -ntulp | grep :53

Z? root@ns01 :/var/named/chroot/dns
[rootl@ns0l1 dnsl#|netsta grep :53
tep g i o 20505 0% LISTEN : / named

LISTEN named
LISTEN ‘named
‘named
195/ named
udp § 0 0.0.0.0:5353 0.0.0.0:%* 3649/avahi-d

aemon
udp g 0 2001:288 saa? 3195/ named




top - 07:23:48 up 1l:16, 1 user, load average: 0.00, 0.00, 0.00

Tasks: 111 total, 1 running, 110 sleeping, 0 stoppec 0 zombilie

Cpu(s): O TQHT 0.3%sy, 0.0%ni, 98.5%id, 3-ﬁiﬁf 0. 0%h1 0.1%s1, O0.0%st
Mem: 4043720k total, 651868k ueﬁd, j_Jl cee :Qb&;: buffers

Swap: 4192 1FuL total, Ok used, 4152 cee,  33958UL cached

PID USER PR NI VIRT RES SHR S $CPU TMEM TIME+ COMMAND
3195 named 24 0 226m 16ém 2096 & 3.9 0.4 0:28.5]1 named

1 root 15 0 10372 700 5@3 s 0.0 0.0 0:00.95 1nit



MRTG - nagios&z IR 75

» https://www.eriklundblad.com/log/post/monitor-bind-with-mrtg/

» https://exchange.nagios.org/directory/Plugins/Network-
Protocols/DNS/check_dns-2Epl-(Advanced-Nagios-Plugins-Collection)/details



https://www.eriklundblad.com/log/post/monitor-bind-with-mrtg/
https://exchange.nagios.org/directory/Plugins/Network-Protocols/DNS/check_dns-2Epl-(Advanced-Nagios-Plugins-Collection)/details

Hypervisor =AIDNS VM

» OJEHVMZ%EPerformance

DNS1

Getting Started | Summary | Resource Allocation  BEEENGGEN Tasks & Events | Alarms | Console! Permissions ! Maps ' Storage Views | Update Manager

Overview | [Advanced

CPU/Real-time, ____, o, . . — Chart Options... Switch to:  |CPU
Graph refreshes every 20 seconds
— 400
|
| | |
2 ! il
I |
N
—-200
[
; k .", fi! 4]
1 “|‘ Y J"vl ) jI l‘ } | !
J \ AN 15 ||
| | | | It I
[ | | /| ' [
A A N AN 7 I T T -, § NN NN
I I

| |
= U i
Time

Performance Chart Legend
Key [Object | Measurement [Rolup — [units | Latest| Maximum | Minimum | Average |

Usage in MHz Average MHz 153 190 30

Usage Average  Percent 7.08 7.56 215

Usage in MHz Average MHz 282 301 85

Usage in MHz Average MHz 126 189 52




Hypervisor =AIDNS VM

200

DNS1
Getting Startea. Summary | Resource Allocation  BEEGsOIEn==n Tasks & Events - Alarms | Console | Permissions .| Maps - Storage Yiews ' Update Manager
Overwewllndvanced
CPU/Custom.., 20: , ., . . . —eeun.d-2015/ " ... Chart Options... switchto: [pastzmonthcry v & @ H
— 100
o
1]
2 S0
3
~r
-0 | i |
-——— T cs cs B K, & oy —— e -—— -
Time
Performance Chart Legend
‘Key | Object | Measurement | Rollup | Units Latest | Maximum | Minimum | Average |
B onst Usage verags  Perce 285 >.45 >.808
(B onst Usage Average _ Perc 28 319 245 24808
] DNS1 Usage in MHz Average 113 127 a7 111.593




Hypervisorik i

< RN

Getting Started ' Summary | Virtual Machines ' Performance el WEW OGN Tasks & Events ' Alarms  Permissions

Hardware Time Conﬁguration
Processors General
Memory Date & Time
Storage NTP Client Running
Networking NTP Servers
Storage Adapters
Metwork Adapters
Advanced Settings




Hypervisor4d iredundant

Getting Started ' Summary Yirtual Machines - Performance - el WEa il Tasks & Events | Alarms ' Permissions - Maps ' Storage Yiews

Hardware View: |vSphere Standard Switch  vSphere Distributed SWitd"l
Processors Netw&kin g
Mermory
Storage

» Networking Stendrd Swichivowkch  __Removey, Properies

Storage Adapters Wirtual Machine Port Group l-"hysical Adapters
Metwork Adapters 4o B vmnic3 1000 Full
Advanced Settings e B vmnic2 1000 Full

o B vmnicl 1000 Full

Power Management
o B vmnic0 1000 Full

R iR

Software

Licensed Features

Time Configuration

DNS and Routing

Authentication Services

Power Management

Yirtual Machine Startup/Shutdawn
Yirtual Machine Swapfile Location
Security Profile

Host Cache Configuration
System Resource allocation
Agent YM Settings

Advanced Settings

BBl el e




General | Security | Traffic Shaping MIC Teaming I

Policy Exceptions

Load Balancing: &3 Eoute based on IP hash LI
Network Failover Detection: ILink status only L]
Motify Switches: I Yes L]
Failback: I Yes LI

Failover Order:

Select active and standby adapters for this port group, In a failover situation, standby
adapters activate in the order specified below,

Mame Speed Metworks
Active Adapters

B3 vmnicO 1000 Full

B9 vmnicl 1000 Full

B8 vmnicz 1000 Full

BB vmnic3 1000 Full

Standby Adapters

Unused Adapters

interface GigabhitEthernetli/8/1

description “Connect to NGNS
switchport trunk allowed vlan JFFGGEENENGENln

switchport mode trunk

channel—group 1 mode on
g

interface GigabhitEthernetl/8/2

description "“Connect to IHIIIIIEEEEEN''
switchport trunk allowed vlan NN
switchport mode trunk

channel—group 1 mode on




~ VMware HAZ 2850 53 B

(! Cluster Settings E3

Cluster Features —Host Monitoring Status
?Spﬁere HA| ES¥ hosts in this cluster exchange network heartbeats, Disable this feature when
Yirtual Machine Options performing network maintenance that may cause isolation responses.
VM Monitoring s
v
Datastore Heartbeating [V Enable Host Monitoring
VMware EVC

Swapfile Location

— Admission Control [ |
The vSphere HA Admission control policy determines thFios Settings [ X1
reserved for YM Failovers, Reserving more failover capé®

tolerated but reduces the number of ¥Ms that can be n

Cluster Features Set options that define the behavior of virtual machines for vSphere HA,
(" Enable: Disallow ¥M power on operations that violat vSphere HA
(+ Disable: Allow ¥M power on operations that violate ¢ Wirkual Machine Options | ~— Cluster Default Settings
VM Monitoring
Datastore Heartbeating VM restart priority: l Medium EI
Bl VMware EVC Host Isolation response: ILeave powered on _'J

Swapfile Location

— Virtual Machine Settings
Cluster settings can be overriden for specific virtual machines,

yirtual Machine ~ | WM Restart Priority | Host Isolation Response | 4l
1 DNSIC T ) Use cluster setting ¥| Use cluster setting ]

1] pnsz(: ) Disabled Use cluster setting

h DNS3(: ", ) Use cluster setting
@ :
@

Use cluster setting
Use cluster setting

Use Ciuster setting




DNSEZEH 10 ~ 1/ VMIE D

» 1. i%named.confEHEER EtarBm

> 2. EHREERE D




» DNS ZE M 7E
» DNS ZCEf1E R E
» DNS [ R &l
» DNS AR#5E5 1%

»DNS % RE8

» DNS #8255




B EdERR - RUENKRRY

> 1. B MEZREREBmissing config= 4 Al BN EN 5k BY

» named.conf
» HEEincludes EIE

> 2. EFEBURICpRERFED
> EHERARTFRMANERITR R EEcpElR

> 30 “;”g /l_;\l:'a




1. ¥ &slave dns notify log

root@ns02 logl# tail notify.log
R Sgns TN g Cclient iG] (170: recelived notify for zone

client STl 305]2: received notify for zone

x::‘.lim_-# 30114: received notify for zone




+ slave DNS;S B B ¥ 50 &%

» 3. telneti@EM & dns server port 5325 &

> 4. mEFEEmaster dnsE & A Fi4zoness Enotify yesEialso-notify

» 5. B Eslave dnsZ2 & B iZzonesk Emasters ip




1. ¥ &slave dns notify log

root@ns02 logl# tail notify.log
R Sgns TN g Cclient iG] (170: recelived notify for zone

client STl 305]2: received notify for zone

x::‘.lim_-# 30114: received notify for zone




3. master dnss% E = & A B Frserial number

STTL 00
; 2 SOR ront.rsZ ——————— .
5 5110914 ; serial

fer-out.log |grep e

AXFR-style IXFR started {serial 2015110514;
]jliel—lt < ’ = < LA o T




4 ~ dns queryIMREREIE

» 1. EEFREE A Eforwarders

» 2. tEFRdns serverfE FiZforwarder ipEREE S Z#EE

» 3. OJREZHforwarders ip




71~ dns#E )Equery 2 489

> 1. EREEARABBEMIPHIERE
» http://rs.edu.tw/tanet/spam.html

» http://block.mlc.edu.tw/

» https://www.tc.edu.tw/net/netflow

» 2. DNS NAT IP&Uf R user 8 Ez £ 9NNAT 1



http://rs.edu.tw/tanet/spam.html
http://block.mlc.edu.tw/
https://www.tc.edu.tw/net/netflow

/N~ DNSREERE RIS

>

>

>

1. EADNS topEiMRTG#2Edns cpu loading

2. 18 &dns security loge & B A= iHiR

3. B /B4 DDoS

4. & ZHallowdhEBquery




—— b =/1—— [ %@7]
_t h A 2 AN A }2 %q: [Iln\ ?
> NEEIPRE—ESRIR IR

» Dns.stepwise.com.tw = 125.227.68.246
» 125.227.68.246 - 125-227-68-246.HINET-IP.hinet.net

> IERFEAR e 22 150 F e 182

» Mail server

» vmware

puny
Ty
lTE
rs*‘rm

> R
> IBINERERE
» Mail Spam




J\ ~ EEFELAME Server

> FEEMEDNS ServerfEE - EEBEE S
» ServersE _ZHDNS IPAZEZZEINEBDNS IP
» B FEHMETES —2HDNS

» Master * slave DNSEIFTE R [EHIsub-net




71 ~ mail serverZF{5&#E - S5 RDNS

» https://www.senderbase.org/
r BEFEAERZE

» DNSAZEEXUA record

» Mail server o] {ZcaNAT %5 MNP



https://www.senderbase.org/

-+ + DNS Serveri#,ZE=E A &R

> ERZRFIREHE
> MIFRANENESE
» Rotate log

> LVMIEIDZE




T—  HARABREEE

> HERA - INTFHRRREERE
» 1@EIPV6 DNSEEIE

» & web IPV6 IP




+__ - DNSE H & /B4

» DNS serverB#HETE
» E[LOAREE

> REBHFIE
» SNEIDns query RS




» DNS ZZ MR TE
» DNS Z0if1ER%E
» DNS & &R &l

» DNS AR7%ET 1%
» DNS 7 RRERE

»DNS ##;

|25 B




Rl B —- R E _Ens ip

» Dig @8.8.8.8 com.tw ns

» Nslookup
» Server 8.8.8.8
» Set type=ns

» Com.tw




al __-fERS S5 —/&ns ip

/~/\/ J

» Dig @a.twnic.net.tw stepwise.com.tw ns

» Nslookup
» Server a.twnic.net.tw
» Set type=ns

» Stepwise.com.tw




=8 — -1&32dns servers ns record

/~/\/ J

» Dig @dns.stepwise.com.tw stepwise.com.tw ns

» Dig @dns2.stepwise.com.tw stepwise.com.tw ns

» Nslookup

» Server dns.stepwise.com.tw
Set type=ns
Stepwise.com.tw
Server dns2.stepwise.com.tw

Set type=ns

vV v. v v Vv

Stepwise.com.tw




2R =59 Y- 1EFESOAF It

» Dig @dns.stepwise.com.tw stepwise.com.tw SOA

» Dig @dns2.stepwise.com.tw stepwise.com.tw SOA

» Nslookup

» Server dns.stepwise.com.tw
Set type=soa
Stepwise.com.tw
Server dns2.stepwise.com.tw

Set type=soa

vV v v v Vv

Stepwise.com.tw




=8 11 -TE 53 MX record

/~/\/ J

» Dig @dns.stepwise.com.tw stepwise.com.tw mx

» Dig @dns2.stepwise.com.tw stepwise.com.tw mx

» Nslookup

» Server dns.stepwise.com.tw
Set type=mx
Stepwise.com.tw
Server dns2.stepwise.com.tw

Set type=mx

vV v v v Vv

Stepwise.com.tw




gl

/~/\/

=97-MERRa record(WwwHdlIh)

» Dig @dns.stepwise.com.tw www.stepwise.com.tw a

» Dig @dns2.stepwise.com.tw www.stepwise.com.tw a

» Nslookup
» Server dns.stepwise.com.tw
Set type=a

www.stepwise.com.tw

Server dns2.stepwise.com.tw

Set type=a

vV v v v Vv

www.stepwise.com.tw



http://www.stepwise.com.tw/
http://www.stepwise.com.tw/
http://www.stepwise.com.tw/

2Rl Et-Eed#Hun LE

» https://www.whatsmydns.net

» https://dnschecker.org/

» http://dnscheck.pingdom.com/



https://www.whatsmydns.net/
https://dnschecker.org/
http://dnscheck.pingdom.com/

