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19954
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(The Recommendation for the IP Next Generation
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RFC2373 (IP Version 6 Addressing Architecture)£i
RFC2460 (Internet Protocol Version 6(IPV6)
Specification) 2F -
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2002 & - Z 3k F & 5B % B Internet Registry
RIR(Regional Internet Registries) & it # 89 " IPv6
Address Allocation and Assignment Global Policy .
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Basic Address Types

Unicast (2124 {EE) o [l
Multicast (RB¥i&{E ) ] / E
\ B

«Anycast (ZrEIEER) ]
- [
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Unicast Address Scoping

*Global Scope:

oJfEInternet L BE Z {1 ZEME -

Global Unicast Addresses

eLink Loca

Scope:

FTA1

HEZERE - A

HHE =

’:Elﬁ—ﬂﬁlLa%/erzﬁﬂi’t*'FE’JHostFﬁE :[ifivi

i A& Link-Local Addresses

-Unique-Local Scope ($8{l{IPv4B9Private Address) :

P&

_ﬂﬁlznf‘tn%

&

(mm

Bl N 2%

48 B (LI 31k 22

ELfi13t# % Unique-Local Addresses
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Unicast Address Structure

2003:0:0:B3::1234/64

8BSk R4 2003:0:0:B3

Interface {iilk&f{%: IERE =4 :0:0:0:1234
BTl 0123

Networkfi it E 7 4 IS% 2%
Interfacefuit E A _FHAHostlxRE

| n bits | 64-n bits | 64 bits |
i oo e +
| global routing prefix | subnet ID | interface ID |
e ——— oo -
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Network ID 5% 7€ EdfidiX

1.##FNeighbor Discovery (ND)#&ik Router
Advertisement

2.DHCPv6 - Prefix-Delegation

3FHRE

4.Tunnel Server 24 BEIELESNIEE (IPv4T)

5.VPN Server (IPv4 and/or IPv6)
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Interface ID

*Unique to the link
ldentifies interface on a specific link
«Can be automatically derived

- [IEEE addresses use MAC-to-EUI-64
conversion

- Other addresses use other automatic
means

«Can be used to form link-local address

*Can be used to form global address with
stateless autoconfiguration
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Interface ID E&EF I

1. T7I< mOdIerd EUI-64 /Ei'Z'*/i Z«( MAC
Addressit& tiInterface firilt

2AFEAMBE I EEMERRATIL

3.FEERTE

4.Tunnel Serverz& L BHENELESIEE

5. 48NNz 8k il = 4 Z E B (IPv6 IPSec)
6.DHCPv61al il 23 & E (Stateful)
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FAMAC Address == Interface ID

1.First three octets of MAC is Company-ID
2.Last three octets of MAC is Node-ID
3.1% FFFEE ACompany IDEINode-IDfE

4.Company ID 2#EIRRZEZHE 7R Univeral/Local-Bit - 2R 1%RNR
Global Scope

#0: MAC Address#& 00-C0-3F-BB-93-91 . HI
1.Company ID &00-C0-3F - Node IDABB-93-91
2.00-C0-3F-FF-FE-BB-93-91
3.Company ID 2# I3z R;A%400000000 11000000 00111111
41858 7bited &1 - 200000010 11000000 001111111
5.8 4HA02-C0-3F
6.Interface IDA 02C0:3FFF:FEBB:9391
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Global Unicast Address

*Global routing prefix: The global routing prefix is designed to be
structured hierarchically by the RIRs and ISPs.

*Subnet ID: An identifier of a link within the site. The subnet field is
designed to be structured hierarchically by site administrators.

eInterface ID: Identify interfaces on a link. They are required to be unique
within a subnet.

| n bits | m bits | 128-n-m bits |
R e E L P e R e e L +
| global routing prefix | subnet ID | interface ID |
- mmmmm e mm e m o R e R +
| n brts | 64-n bits | 64 bits |
T b o +
| global routing prefix | subnet ID | interface ID |
T fomm e o +
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Global Unicast Address 77 Bc 7= (E017)

R

2001::/16 IPv6 Internet, ARIN,
RIPE NCC, LACNIC

2002::/16 6to4 Tunnel &2

2003::/16 |Pv6 Internet RIPE
NCC

2400:0000/19 IPv6 Internet APNIC

2400:2000::/19
2400:4000::/21
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Link-Local Address

«Meaningful only in a single link zone, and
may be re-used on other links

Link-local addresses for use during auto-
configuration and when no routers are present

*Required for Neighbor Discovery process,
always automatically configuration

«An IPVv6 router never forwards link-local traffic
beyond the link

ePrefix= FE80::/64
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IPv4 vs. IPv6

{731t 2= 2732 =4,294,967,296 27128 =3.4*107 38

ICMP3£12 5 = PIE#%(Broadcast ) 5= PLE%1E (Multicast) /5 =

QoSZRHE HRIEXRE R EE TR ERRBEBRITER

mEN O ER M RAEEM (RZEMH1EOption BRAEEMH(ERLBIRE)

WAUNER)

IPSeciyz 1% REREXE  FTRRINKTE & IPSeci A K& 173 E &

Plug and Play =5 :BDHCPECIP H 7 Statefull (:522DHCPv6 )
BAStateless (B E1#HES) 2 BCIP

#Z[o| 173t 127.0.0.1 1

RNRAT THMNRT - DB IR TRNEMNETR - IERDMR
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1 2 4HY
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« RAEEERWEAFMERARRIEREKE
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ttp://www.kame.net/

The KAME project

1998.4 - 2006.3

Dancing kame by atelier momaonga

The KAME project was a joint effort of six companies in Japan
to provide a free stack of IPvE, IPsec, and Mabile IPvE for ESD wariants.

Our products are available in;
o FreeBESD 40 and beyond
o OpenBsD 27 and beyond
o MNetBSD 1.5 and beyond
« BSOS 4.2 and beyond

The project officially concluded in March 2006 (see press release from the WIDE
project). Almost all of our implemented code has been merged to FreeBS0 and
MetBSD . The historical archive of the KAME repository is available at github.

Google
[Top] [Old info]

) ' Status: /v

Enabied
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<

Sharing

Sound

B0 ®

Devices ?

Details
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B Region& Language
& Universal Access
9 Online Accounts
& Privacy

< Sharing

4 Sound

Power

Devices

B Details >

Details Identity IPv4 IPv6 Security

IPv4 Method O Automatic (DHCP)
Manual

Network

Link-Local Only
Disable

Automatic

[‘

Separate IP addresses with commas

Routes

Address

oy
|
Automatic m:]

Gateway

()

| Use this connection only for resources on its network




Activities ¥ Settings v M 11:41

) Q Settings Network

Wi-Fi

Wired +
$ Bluetooth

B Background

O Dock Details Identity IPv4 IPv6 Security

A Notifications . .

: IPv6 Method 0 Automatic Automatic, DHCP only
Search Link-Local Only Manual

Disable

Region & Language

) Automatic
Universal Access

Separate IP addresses with commas

Privacy

oy [
|
Routes Automatic m:]

Sharing Address X Gateway

Q
o]
1)
9 Online Accounts
"
<

0

{) Sound ) , )
Use this connection only for resources onits network

Power

Devices

B Details ?
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Troubleshoot problems

im L 1




i :J_L: « Metwork and Internet » Metwork and Sharing Center

Control Panel Home

View your basic network information

Wiew your active networks

Change adapter settings

Change advanced sharing Unidentified network Access type:
settings Public network Connections:

]
™
General

Connection
IPw4 Connectivity: No nety
IPvE Connectivity: Mo nety
Media State:
Duration:

Speed:

Details. ..

A

Packets: 120

E;'Properﬁes GDisable Diagnose

w
Metworking
Connect using:

Iij‘ Irtel{R) PRO/1000 MT Desktop Adapter

Configure.
This connection uses the following items:

() Search Control Panel

and set up connections

Mo network access

U Ethernet

&8 Client for Microsoft Netwarks

L.:' File and Printer Sharing for Microsoft Metworks
I___.:IQDS Packet Scheduler

4 Intemet Protocaol Version 4 (TCP/1Pw4)

3 Microgoft Metworkc Adapter Multiplescor Protocol
Microsoft LLDP Protocol Driver
Intemet Protocol Version & (TCP/1PvE)

L
L

fREODREER

M

Install.. Ininst Properties
Description

Transmission Contral Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Internet Protocol Version 4 (TCP/IPvd) Properties
General

You can get IP settings assigned automatically if your network suppaorts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IP address automatically
(@) Use the following IF address:

IP address: | 192 .168 . 1 .100 |

Subnet mask: | 255 .255 .255. 0 |

Default gateway: | 192.168 . 1 .254 |

FPihbtsin Fiklo roaoar addr PN I L p— |
LDiain DM server address automaacally

(®) Use the following DNS server addresses:

Preferred DMS server: | 192 . .1 . 100 |

Alternate DMS server: | . . . |

[] validate settings upon exit e

Cancel




i :J_L: « Metwork and Internet » Metwork and Sharing Center

Control Panel Home

v O

Search Control Panel

View your basic network information and set up connections

Wiew your active networks

Change adapter settings
Change advanced sharing
settings

General

Connection
IPw4 Connectivity:
IPvE Connectivity:
Media State:

Duration:

No nety

Mo nety

Speed:

Details. ..

A

Packets: 120

E;'Properﬁes GDisable Diagnose

Unidentified network
Public network

Access type: Mo network access

Connections: [ Ethernet
L

Metworking

Connect using:

Internet Protocel Version & (TCP/IPvE) Properties
Iij‘ Intel{R) PRO/1000 MT D

General

You can get IPvé settings assigned automatically if your network supports this capability.

This connection uses the followi Otherwize, you need to ask your network administrator for the appropriate IPve settings.

&8 Client for Microsoft Net
E' File and Printer Sharing
IEIQDS Packet Schedulen
Intemet Protocol Versig
Microsoft Metwork Ada

() Obtain an IPvS address automatically
(®) Use the following IPv6 address:

Microsft LLDP Protoc [Pv6 address: | 2001:11:22:1:: 100

i
A
4 Intemet Protocol Versig Subnet prefix length:

fREODREER

Default gateway: | 2001:11:22:0 101

Install..

ihtsin MRS raar =HdAr P S g | T
LIDtain DNo server agdress automaocally

Description

TCP/IP version &. The latest

(®) Use the following DNS server addresses:
that provides communication

networks. Preferred DMS server: | 2001:11:22:1::100

Alternate DS server: |

[ ]validate settings upon exit
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A4 E3 5 Control Panel » Systern and Security * System

w 0 Search Control Panel 2
Control Panel Home . .. . 0
View basic information about your computer
E;I Device Manager Windows edition
G Remote settings Windows Server 2016 Datacenter Evaluation
& Advanced system settings © 2016 Microsoft Corporation. All rights reserved. ==‘ Windows Server® 2016
System
Processorn
Installed memory (f Computer Name  Hardware Advanced Femote
System fype: |\] Windows uses the following information to identify your computer
Pen and Touch: on the networl:.
Computer name, doma Computer description: Computer Name/Domain Changes >
Fi le: "l15 Prod .
Computer name: --EL?;T;HZ Senu'e:?. . The name of this computer has been changed. You must ange settings
Full ¢ regtart this computer for the name change to take effect before
ull computernam| gl computer name: nsl you can change its domain membership.
Computer descripti  worgroup: WORKGROUP
Workgroup: Computer name:
To rename this computer or change its domain or |
Windows activation workgroup, click Change.

. . J Full computer name:
Windows is not acti

nsl
Product ID: 00377-1 vate Windows
Mare. ..
Member of
Domain:
1. Changes will take effect after you restart this Ll L\}
WORKGROLUP

Close

oK Cancel




A4 E3 5 Control Panel » Systern and Security * System

Control Panel Home

E;' Device Manager
E;' Remote settings
G Advanced system settings

View basic information about your computer

Windows edition

System

Processzorn:

Windows Server 2016 Datacenter Evaluation

2 2076 Microsoft Corporation, All rights reserved.

Intel(R) Core(TM) i3-2435M CPU @ 2.40GHz 2,40 GHz

Installed memoi
Systern type:

Pen and Touch:

Computer name, dg
Computer namg

Full computer n

Computer descr

Microsoft Windows x

You must restart your computer to apply these
changes

Before restarting, save any ocpen files and close all programs.

Restart Mow Restart Later

Workgroup:

Windows activation

WORKGROUP

Windows is not activated. Read the Microsoft Software License Terms

Product [D: 00377-10000-00000-A4360

his computer)

w 0 Search Control Panel 2

am Windows Server 2016

E;'Changesettings

E;l Activate Windows




M Server Manager

Server Manager * Dashboard @V Manage ool

] WELCOME TO SERVER MANAGER

IE8 Dashboard

B Local Server

ii All Servers

0 Configure this local server

W§ File and Storage Services P

QUICK START

Add roles and features

(]

3 Add other servers to manage

WHAT'S NEW . - ]
4 Create a server group
5 Connect this server to cloud services
Hide
LEARMN MORE

ROLES AND SERVER GROUPS

Roles: 1 Server groups: 1 | Servers total: 1
Services
@ Manageability @ Manageability
Events Il Events
Performance Pl Services
BPA results Performance

BPA results




Local Server

]
ii All Servers
L]

File and Storage Sen

- @ | r Manage Tools

Fﬁ Add Roles and Features Wizard

Before you begin

Before You Begin

— a

DESTINATIOMN SERVER
ns1

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based cn the computing needs of your organization, such as sharing decuments, or
hosting a website,

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* MNetwork settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

s

de



Tools View

- @ | r Manage

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

B8 Dashboard
B localServer | [
ii All Servers [z Add Roles and Features Wizard — | e
DESTIMATION SERVER
ns1

ii File and Storage Sen
Select installation type

Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).

Before You Begin

Installation Type
®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based

or session-based desktop deployment.




Server Manager * Dashboard

Manage Tools

B8 Dashboard

B Local Server
BE All Servers

W§ File and Storage Ser

EE———

WELCOME TO SERVER MANAGER

Fﬁ Add Roles and Features Wizard

Before You Begin

Installation Typ

4

Server Selection

r Role

LA

erv

i
i

aiJres

=

1]

Select destination server

Select a server or a virtual hard disk an which to install roles and features.

(@) Select a server from the server pool

() Select a virtual hard disk

- d X

DESTINATIOMN SERVER
ns1

Server Pool
Filter: | |
MName IP Address Operating System
nsl 192.168.1.100 Microsoft Windows Server 2016 Datacenter Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Cffline servers and
newly-added servers from which data collection is still incomplete are not shown,

de



Server Manager * Dashboard @V Manage ool

= Dashboard WELCOME TO SERVER MANAGER

B localServer | [
ii All Servers Iz Add Roles and Features Wizard — O e

g File and Storage Ser
DESTINATION SERVER

Select server roles "

Before You Begin Select one or more roles to install on the selected server,

Installation Type Roles Description
Server Selection || Active Directory Certificate Services Web Server (IIS) provides a reliable,
server Roles [] Active Directory Domain Services manageable, and scalable Web

. [] Active Directory Federation Services application infrastructure.
Feature [] Active Directory Lightweight Directory Services
DHCP Server [] Active Directory Rights Management Services de

o [ ] Device Health Attestation
DM5 Server DHCP Server
Web Server Role (II5) DNS Server

. [] Fax Server

Role Services b [m] File and Storage Services (1 of 12 installed)

Canfirmation [] Host Guardian Service
] Hyper-v

[] MultiPoint Services

[1 Metwork Controller

[] Metwork Policy and Access Services
[] Print and Document Services

[] Remote Access

[] Remote Desktop Services

[] volume Activation Services

eb Server (IS




Server Manager * Dashboard @V Monsge Tools  view

5 Dashboard WELCOME TO SERVER MANAGER
B Local Server | —
B& All Servers =

W§ File and Storage Ser
Select server roles

DESTINATIOMN SERVER
ns1

e Add Roles and Features Wizard

Add features that are required for DNS Server?

The following tools are required to manage this feature, but do not
have to be installed on the same server,

Server Roles

4 Remote Server Administration Tools
4 Role Administration Tools
[Tools] DMS Server Tools

Include management tools (if applicable)

Add Features Cancel

X

ption

n Name System (DNS) Server

es name resolution for TCP/IP

ks. DMS Server is easier to

e when it is installed on the

erver as Active Directory ide
n Services. If you select the

Directory Domain Services

u can install and configure

erver and Active Directory

n Services to work together.




Server Manager * Dashboard @V Monsge Tools  view

Dashboard WELCOME TO SERVER MANAGER

B Local Server I
BF Al Servers s
ii File and Storage Ser
C q| - e | DESTIMATION SERVER
SEelect server roles net
e Add Roles and Features Wizard *
X

Add features that are required for DHCP Server?

ption
The following tools are required to manage this feature, but do not

) ic Host Configuration
have to be installed on the same server, | (DHCP) Serv les vo
Server Roles pl (DHCP) Server enables you

4 Remote Server Administration Tools e
- : e temporary IP addresses and
4 Role Administration Tools i tion for client ide
[Toals] DHCP Server Tools tm ermation forclisn
ers,

s

Include management tools (if applicable)

Add Features Cancel




Server Manager * Dashboard @V Manage ool

Dashboard WELCOME TO SERVER MANAGER

Local Server I

]
ii All Servers (=
L]

File and Storage Ser

DESTINATION SERVER

Select server roles
[, Add Reoles and Features Wizard

Add features that are required for Web Server (lIS)?

The following tools are required to manage this feature, but do not

have to be installed on the same server.
Server Roles

4 Web Server (II5)
4 Management Tools
[Tools] 115 Management Console

Include management tools (if applicable)

Add Features Cancel

ns1

X

ption

erver (I15) provides a reliable,
eable, and scalable Web
tion infrastructure,

ide




Server Manager * Dashboard @V Manage ool

= Dashboard WELCOME TO SERVER MANAGER

B localServer | [
ii All Servers Iz Add Roles and Features Wizard — O e

g File and Storage Ser
DESTINATION SERVER

Confirm installation selections "

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Ty

Ype [] Restart the destination server automatically if required

Server szlection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes,

DHCE Sarye DHCP Server de
DS Server

Remote Server Administration Tools

in
o
LA
i
.
i}
b
o
(]
o
LA

Role Administration Tools
Role Services DHCP Server Tools

DNS Servr Toos

Web Server (II5)
Managerment Tocls

15 Management Console

Web Server

Export configuration settings
Specify an alternate source path




Server Manager * Dashboard - @ | l'n Manage ~Tools  View  H

Dashboard WELCOME TO SERVER MANAGER

Local server | —
All Servers [z Add Roles and Features Wizard — O e
DHCP

DESTINATION SERVER

o Installation progress -

File and Storage Sern

]
s
L]
&t
L]
]

s View installation progress

o Feature installation
—

Configuration required. Installation succeeded on nsl

DHCP Server
Launch the DHCP post-install wizard de

Complete DHCP configuration
DMNS Server
Remote Server Administration Tools

Role Administration Tools
DHCP Server Tools

DMNS Server Tools
Web Server (lI5)

Management Tools
115 Management Console

You can close this wizard without interrupting running tasks, View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings I}




M Server Manager

Dashboard

e A o= B o

Server Manager * Dashboard

Local Server

All Servers

DHCP

DMS

File and Storage Services

IS

WELCOME TO SERVER MANAGER

QUICK START

WHAT'S NEW

LEARN MORE

0 Configure this local server

(]

Wy |

ROLES AND SERVER GROUPS

Roles: 4

18

Server groups: 1

DHCP

| Servers

Add roles and features
Add other servers to manage

Create a server group

Connect this server to cloud sei
1 & DNS

Component Services
Computer Management

Defragment and Optimize Drives

®

Manageability
Events
Services

Performance

BPA results

@ Manageability
Events
Services

Performance

BPA results

DHCP L\f
Disk Cleanup
DS

Event Viewer

Internet Information Services (115) Manager
iSCSI Inthator

Local Security Policy

Microsoft Azure Services

QODBC Data Sources (32-bit)

ODBC Data Sources (64-bit)

Performance Maonitor

Print Management

Resource Monitor

Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Secunity
Windows Memory Diagnostic

Windows PowerShell

Windows PowerShell (x86)

Windows PowerShell ISE

Windows PowerShell ISE (x86)

Windows Server Backup




e A o= B o
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g o =

%, DNS Manager

File Action View Help

o9 2@l cBE §EE
% DNS
v i N.S-I Add a New Zone
| Forward | nokun Fones
- il one.. . . .
- The Dormain Mame Systern (DM5) allows a DNS namespace to be divided into zones. Each zone
- View stores information about one or more contiguous DNS domains.
Refresh To add a new zone, on the Action menu, click New Zone,
Help

Create a new zone.

Events Events
Services Services
Performance Performance

BPA results

BPA results

Hide




MNew Zone Wizard

i
N .

Welcome to the New 7one
Wizard

This wizard helps you create a new zone for your DNS
SErVer,

A zone translates DMS names to related data, such as IP
addresses or network services.

To continue, dick Mext.

« Back Cancel

omains.

Events
Services

Performance

BPA results

Events
Services
Performance

BPA results

ce to be divided into zones. Each zone

Hide




MNew Zone Wizard
Zone Type ;‘
The DMS server supports various types of zones and storage.
kg
Select the type of zone you want to create:
@) Primary zone _ ) ce to be divided into zones. Each zone
Creates a copy of a zone that can be updated directly on this server, omains
() Secondary zone
Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides fault tolerance.
() 5tub zone
Creates a copy of a zone containing only Mame Server (N5), Start of Authority
(50A), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.
Store the zone in Active Directory (available only if DMS server is a writeable domain
controller)
Hide
< Back Cancel
Events Events
Services Services
Performance Performance

BPA results BPA results




MNew Zone Wizard
Zone Name ;‘
What is the name of the new zone?
kg
The zone name spedfies the portion of the DMS namespace for which this server is
authoritative, It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone.microsoft.com), The zone name is ce to be divided into zones. Fach zone
not the name of the DNS server. . '
amains.
Zone name:
server.tw
Hide
< Back Cancel
Events Events
Services Services
Performance Performance

BPA results BPA results




MNew Zone Wizard
Zone File ;‘
You can create a new zone file or use a file copied from another DMS server., :
kg
Do you want to create a new zone file or use an existing file that you have copied
from another DNS server?
@ Create a new file with this file name: ce tu.be divided into zones. Each zone
amains.
| server, tw.dns
() Use this existing file:
To use this existing file, ensure that it has been copied to the folder
ZuSystemRootYo\system32\dns on this server, and then dick Mext.
Hide
< Back Cancel
Events Events
Services Services
Performance Performance

BPA results BPA results




MNew Zone Wizard

Dynamic Update ;‘
You can spedfy that this DNS zone accepts secure, nonsecure, or no dynamic
updates. B

Dynamic updates enable DMS dient computers to register and dynamically update their
resource records with a DNS server whenever changes ocour,

ce to be divided into zones. Each zone

Select the type of dynamic updates you want to allov: omains.

Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-ntearated zones.

i) Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.

This option is a significant security vulnerability because updates can be
“%  gocepted from untrusted sources,

(®) Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update

these records manually.
Hide

< Back Nt = Cancel

Events Events
Services Services

Performance Performance

BPA results BPA results




MNew Zone Wizard

i

ol

Completing the New Zone Wizard

You have successfully completed the Mew Zone Wizard. You

spedfied the following settings:

Mame:

Type:

File name:

server.tw

Standard Primary

Lookup type: Forward

server.tw.dns

Mote: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify

name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish.

Cancel

Events
Services

Performance

BPA results

ce to be divided into zones. Each zone

Performance



File Action View Help

Nes nFHXEBd=z HE § 86

)
5 DMS
= NS Mew Host X pta
v i ’ I, ns1., hostrmaster.
Mo Fu?urward Lookup Zones Mame (uses parent domain name if blank): 1,
=] servertw | nsi |
| Reverse Lookup Zones
| Trust Points Fully qualified domain name (FQDM):
| Conditicnal Forwarders | T —— |
IP address:
| 2001:11:22:1::100 |
[]iCreate assodated pointer (PTR) record:
Add Host Cancel
Events Events
Services Services
Performance Performance
BPA results BPA results

Hide




-1 DMS Manager _ O e anage 00

File Action View Help

Ne= 2@ clB= § 8
- b
- h ﬂ N.S-I Add a New fone
i A w | | Forward Lockup Zones
] tw
i! D : E‘ ser'.reLr = The Dormain Mame Systern (DM5) allows a DNS namespace to be divided into zones. Each zone
B n = EVERE Lo N rmnaticn about one or more contigucus DNS domains.
= 1| Trust Point evtsone...
ii Fi | Condition: View , ew zane, on the Action menu, click New Zone.
Ko Il Refresh
Help

Hide

Create a new zone.

Events Events
Services Services
Performance Performance

BPA results BPA results




MNew Zone Wizard

i
N .

Welcome to the New 7one
Wizard

This wizard helps you create a new zone for your DNS
SErVer,

A zone translates DMS names to related data, such as IP
addresses or network services.

To continue, dick Mext.

< Back Cancel

omains.

Events
Services

Performance

BPA results

Events
Services
Performance

BPA results

ce to be divided into zones. Each zone

Hide




MNew Zone Wizard
Zone Type ;‘
The DMS server supports various types of zones and storage.
kg
Select the type of zone you want to create:
@) Primary zone _ ) ce to be divided into zones. Each zone
Creates a copy of a zone that can be updated directly on this server, omains
() Secondary zone
Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides fault tolerance.
() 5tub zone
Creates a copy of a zone containing only Mame Server (N5), Start of Authority
(50A), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.
Store the zone in Active Directory (available only if DMS server is a writeable domain
controller)
Hide
< Back Cancel
Events Events
Services Services
Performance Performance

BPA results BPA results




MNew Zone Wizard
Reverse Lookup Zone Name ;‘
A reverse lookup zone translates IP addresses into DMS names.
kg
Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPva
addresses,
ce to be divided into zones. Each zone
() IPv4 Reverse Lookup Zone omains.
(®) IPv6 Reverse Lookup Zone
Hide
< Back Cancel
Events Events
Services Services
Performance Performance

BPA results BPA results




MNew Zone Wizard
Reverse Lookup Zone Name ;‘
A reverse lookup zone translates IP addresses into DMS names. '
_ff':,
To name the reverse lookup zone, enter an IPvS address prefix to auto generate the
zone name(s). Depending on the prefix you enter, up to 8 zones may be created.
ce to be divided into zones. Each zone
IPv6 Address Prefix: omains.
| 2001:11:22:1:: 64
Reverse Lookup Zones
1,0,0.0.2.2.0.0.1.1.0.0.1.0.0. 2.ipé.arpa
Hide
< Back Cancel
g
Events Events
Services Services
Performance Performance

BPA results BPA results




MNew Zone Wizard
Zone File ;‘
You can create a new zone file or use a file copied from another DMS server., :
kg
Do you want to create a new zone file or use an existing file that you have copied
from another DNS server?
@ Create a new file with this file name: ce tu.be divided into zones. Each zone
amains.
| serveripvﬁ.rev|
() Use this existing file:
To use this existing file, ensure that it has been copied to the folder
ZuSystemRootYo\system32\dns on this server, and then dick Mext.
Hide
< Back Cancel
Events Events
Services Services
Performance Performance

BPA results BPA results




MNew Zone Wizard

Dynamic Update ;‘
You can spedfy that this DNS zone accepts secure, nonsecure, or no dynamic
updates. B

Dynamic updates enable DMS dient computers to register and dynamically update their
resource records with a DNS server whenever changes ocour,

ce to be divided into zones. Each zone

Select the type of dynamic updates you want to allov: omains.

Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-ntearated zones.

i) Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.

This option is a significant security vulnerability because updates can be
“%  gocepted from untrusted sources,

(®) Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update

these records manually.
Hide

< Back Me :> Cancel

Events Events
Services Services

Performance Performance

BPA results BPA results




MNew Zone Wizard

i

ol

Completing the New Zone Wizard

You have successfully completed the Mew Zone Wizard. You
spedfied the following settings:

Mame(s):

Type:

1.0.0.0.2.2.0.0.1.1.0.0.1.0.0. 2.ip6.arpa

Standard Primary

W

Mote: You should now add records to the zone ar ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish.

Cancel

Events
Services

Performance

BPA results

ce to be divided into zones. Each zone

Performance



£, DNS Manager - X

File Action View Help
e pFEEcE Hml § 88

g [ENS Mame Type Data
v § N_S1 [—l (same as parent folder) Start of Authority (504) [3], ns1., hostraster.
v [& Forward Lookup Zones E_llisame as parent folder) Mame Server (M5) nsl.
| server.tw Elnst IPvE Host (AAAA) 2001:0011:0022:0001:0000:0000:0000:0100

<

| Reverse Lookup Zones -

=1 1.0.00.220.01.1.00. Ewanw
| Trust Points
| Conditional Forwarders

IPvE Host (AAAA) 20071:0011:0022:0001:0000: 000000000100




£, DNS Manager - X

File Action View Help
e rEEC= BEIE 8

%, DNs Name Type -~
v B [—l (same as parent folder) Start of Authority (S0A4) [5], ns1., hostmaster.
w | | Forward Lockup Zones E—ll:same as parent folder Name Server (NS) o
- R;VZT;:E[::MP Zones [_l 2001:0011:0022:0001:0000:0000:0000:0100 Pointer (PTR) nsl.servertw.
N [—l 2001:00171:0022:0001:0000:0000:0000:0100 Pointer (PTR) WWW.SENET.Ew,

= 1.00.0.2.2.0.0.1.1.0.0.7
| Trust Points
| Conditional Forwarders




Microsoft Windows [Version 18.8.14393]
) 2816 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>nslookup

Default Server: nsl.server.tw

Address: 2681:11:22:1::166

> W . server. tw
Server: nsl.server.tw
Address: 2881:11:22:1::

= [NETEN Wl . server. tW
@iddress:  2881:11:22:1::

>

» 20881:11:22:1::168
server: nsl.server.tw
Address: 2881:11:22:1::

MName : Wk . server.tw
Address: 20081:11:22:1::

605 PM E
5/8/2019 1
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M Server Manager

Dashboard

e A o= B o

Server Manager * Dashboard

Local Server

All Servers

DHCP

DMS

File and Storage Services

IS

WELCOME TO SERVER MANAGER

QUICK START

(]

WHAT'S NEW

Wy |

LEARN MORE

ROLES AND SERVER GROUPS

Roles: 4 | Servergroups: 1 | Servers

{8 DHcP

0 Configure this local server

Add roles and features
Add other servers to manage

Create a server group

Connect this server to cloud sei
1 & DNS

Component Services
Computer Management
Defragment and Optimize Drives
DHCP

Disk Cleanup

DNS

Event Viewer

Internet Information Ser::fices (I15) Manager

@ Manageability
Events
Services

Performance

BPA results

@ Manageability
Events
Services

Performance

i5CS Initiator e
Local Security Policy
Microsoft Azure Services
QODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Maonitor

Print Management

Resource Monitor

Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Secunity
Windows Memory Diagnostic
Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x86)

Windows Server Backup

BPA results




W3 Internet Information Services (IIS) Manager - X

« € » NS1 » Sites » Default Web Site » 1] e -

File  Wiew Help

Connections g . Actions
Py . e Default Web Site Home ¥
= |8 B Explore
-3 Start Page ) _ == Edit Permissions
: Filter: - { w5 Show All | G by: - 55 -
w B MN5T (NST\Administrator) e - b - roup by: Area g
i - Edit Site
it Application Pools 15 # ] )
v -[@| Sites ﬁ: ﬁ - 1 <§§‘ : 9=
&P Default Web Site 1 ) : (V] | aos =) = [E] Basic Settings
Authentic... Compression  Default Directory  Error Pages Handler HTTP View Applications
Document  Browsing Mappings Respon... View Virtual Directories
5 = " e @= . i
I_[_J J] v <:::E’ﬁ| I‘ﬂi o= % Manage Website &

Logging  MIME Types  Modules Output Request  S55L Settings 2 LE=E
Caching Filtering

Management a B
D Browse Website
[@] Browse =80 (http
Configurat... Acheaneed Cethinme L\}
Editor dvanced Settings
Configure
ﬂ e

Ready €3




e 2 http:/fwww.servertw/ & 1IS Windows Server

am Windows Server

Internet Information Services

Welcome Bienvenue Tervetuloa
&£3z% Benvenuto &0
( 3 b.. Bienvenido Hos geldiniz | o'nan oona Welkom
Bem-vindo L)

Kahwg No6po
Vitejte OplooTe Valkommen [SFEEIHER Y noxanosats [Udvozoljik
e

| Ls e X030

Microsoft Willkommen [Melkommen - Witamy

— : - i 608 PM
w o O € M % Px YFM =Vl 9% 550010 5




am Windows Server

C:\Users\Administrator>nslookup
Default Server: www.server.tw
Address:  2881:11:22:1::168

> W . server.tu
Server: wWww.server.tw

fddress: 20881:11:22:1::1688

Welcome Tervetuloa

Name : Wl . server.tw
Address: 2881:11:22:1::168

Bem-vindo | -

Walkommen

Willkommen

Microsoft

Microsoft Windows [Version 18.8.14393]
(c) 2816 Microsoft Corporation. All rights reserved.
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¥ DHcp
File Action View Help

o 15 E G| HEE

% DHCP
v B ”_51 [0} Add a Scope
& IPvs

& Pvb . .
Display Statistics...

Mew Scope... [/\}

Define User Classes...

Define Vendor Classes...
Set Predefined Options...
View

Refresh

Properties

Help

Create a new scope

‘dresses assigned to computers requesting a dynamic IP address. You must create and configure a

iddresses can be assigned.
e Action menu, click Mew Scope.

ut setting up a8 DHCP server, see online Help.

Actions

[P

More Actions



B

-

File Action

Wiew Help

% DHCP

i E] nsl
& IPvd
& 1PV

Mew Scope Wizard

A scopeisarangs
scope before dyng

To add a new scop

For more informa

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distributing 1PvE
addresses to computers on your network.

To continue, click Mext.

Cancel

Actions

[P

More Actions



B

-

File Action View Help

&= | nH|E | HE E 2
B . Actions
v B r1_5.1 I | Add a Scope Py
& IPvd :
__E IPvE Mew Scope Wizard

A scopeisarangg
scope before dyng

To add a new scoj

For more informa

Add Exclusions e
Exclusions are addresses or a range of addresses that are not distibuted by the server.

Type the |PvE address range that you want to exclude for the given scope.  you warnt
to exclude a single address, type an identifier in Start [PvE Address only.

Start IPvE Address: 2001:11:221: |

End IPvE Address: 2001:11:22:1: ||

Excluded address range:

[k

< Back Mext = Cancel

More Actions



g
ik

-

File Action View Help

? I _ Actions

w EI r1_5.'| i | Add a Scope -
% :E:‘; - Mew Scope Wizard

A scopeisarangg
scope before dyng

To add a new scoj

For more informa

Scope Lease

The lease duration specifies how long a client can use an IPv6 address obtained from this

SCOpE.

Lease durations should typically be equal to the average time the computer is

connected to the same physical netwark:.

MNon Temparary Address{lAMNA)

Prefemed Life Time

Days: Hours: Minutes:
S I = I B>

Walid Life Time

Days: Hours: Minutes:
12 0+ 0=

< Back

Nen >

=

Cancel

More Actions



Administrator: Command Prompt

Ethernet adapter Ethernet 2:

Connection-specific DNS Suffix
Description

Physical Address.

DHCP Enabled.

Autoconfiguration Enabled

IPvE Address.

Lease Obtained.

Lease Expires .

Link-local IPvob Address

Autoconfiguration IPv4 Address.

Subnet Mask

Default Gateway
DHCPvE IAID . .
DHCPvE Client DUID.
DNS Servers

NetBIOS over Tcpip.

Ethernet adapter Ethernet 3:

Connection-specific DNS Suffix
Description

Physical Address.

DHCP Enabled.

Autoconfiguration Enabled

IPvE Address.

Lease Obtained.

Lease Expires .

Link-local IPwe Address

Autoconfiguration IPv4 Address.

Subnet Mask

Default Gateway
DHCPvE IAID . .
DHCPve Client DUID.
DNS Servers

NetBIOS over Tcpip.

Intel{R) PRO/1868& MT Desktop Adapter #2
B8-BB-27-4C-31-A5

: Yes
: Yes

2881:11:22:1:786a:a326:e4d8:dabe(Preferred)

: Wednesday, May 8, 2819 9:19:52 PM

Monday, May 28, 2819 9:19:51 PM

feB8: :T589:0462:e86d:39a4%8(Preferred)
169.254.57.164(Preferred)

255.255.8.8

134742855
Be-81-668-81-24-65-22-C7-88-88-27-70-EB-85
fec@:@:0:FfFFf::13%1

fecB:@:0: 231

fece:@:0:ffff::3%1

Enabled

Intel(R) PRO/1868& MT Desktop Adapter #3
88-86-27-7E-88-5D

: Yes
: Yes

28081:11:22:1:b839:5ac3:2319:5479(Preferred)

: Wednesday, May 8, 2819 9:19:22 PM

Monday, May 20, 2819 9:19:22 PM
fe86::do9bl:e31a:7874:c2b%8(Preferred)
169.254.12 .43 (Preferred)

255.255.6.08

151519271
pe-81-00-01-24-65-22-C7-88-006-27-70-EB-85
fecd:0:8:ffff::1%1

fecd:0:8:ffff::2%1

fec@:0:0:fFFf::3%1

Enabled

Tunnel adapter isatap.{D13F5EE8-FAlB-4456-864C-301AACDBFEF2}:

®# o0 € B &

921 PM

= T A% spone B
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TR EMYSQLBIEPEEHRTE
--bind-address= [IP/Hosthame]
[IP/Hostname] oI 2
IPv4 address
IPv6 address

Hostname

£ my.cnf B2 EEPHI[mysqld] & F
3% E bind-address = ::
HEEERTE o # oI LUEUWL IPv4 or IPv6 BYERE

) ®177
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48 B8 AR 75 71 4R 1Pve 1 {F AR AR

https://is.gd/UCmheO

|P/6iP BB ERBE

WL TR B 4 1PV6 4 RIAE LA

PR T AR B9 - F 8 DNS - Web -~ Email - sA & FTP ¥
LI SR HAEE RS A B AR E IPV6 94 RIEE S T

HiB] DNS fR#% 2 F A4 £ IPvb
(1). #R F A e -

DNS RE 7 7 &% IPv6 = dp B & 1% 104 IPve iR 6235 B e & - 46 5 B &) root
DNS #iR#2 » B .tw DNS L& com.tw/ gov.tw/ org.tw DNS - HB
Bl ey DNS £ 44 -

—B—RakE
ati & ey DNS 28 FH 48 IPv6

b 48 & & &) Domain name & F & 1% AAAA &85 -
(2). #A1EE -

AR A - S AR ERARBSHFA - T EE Linu BT AT 7
dig #5589 H X THRTES A RE 50T

dig -6 [ A sk & 49 DNS] AAAA +Hrace

()40 dig -6 www.gsnvo tw AAAA +trace)
(3). R MA
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R 1Rl Bl 755 4R

https://www.gsnv6.tw/inventory/checkservice
pub.cgi

IP/6VP B BB ERRE
; FERIENICI)E :
&8I b I e %5 8k IPvé el 7 1R i 8 P =

=i H

o — e WebiBuL » Fgimmaan hitp:# - 40 hitp:Avww twnic.net tw

ot https (8L - Frmmsgin hitps:/ - 130 hitps:Avww.gsnve tw

2 Email, DNS, FTP » s H g A T -2 (domain name) » {A1#1 dns2.twnic.net tw
AL www.gsnve tw BIPve{ir il & © 2001:¢50:fff:1::9016

24508 | IRBARGEURLGIA © www.gsnve.tw > (B S FHE ZEREIF)
 web + |

SE A

® ® 180



https://www.gsnv6.tw/inventory/checkservicepub.cgi

[Pv4/IPv6
EHIRIE T
SMZ=REl
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(—) BrXil&

EEBEEASE

B XK iliE LA T 5 48 B8 51 €

A IR TRER 4F HYFR EIJ $37% A TR A IP 31
=a 0Tk LE HisE

=EMATETER - LURE
R FERYIT R

= I1Ee

H {8
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(—) BrXil&

el ERE RiEEHt EI’Ji“EE(Header) AStE
SERNENAS - oJl EMNIE }EIRIE IP i1

it~ B9 IP {

I3 ~ HAEEER(TCP - UDP &) -~ TCP

sk UDP HYZRIRIE ~ TCP sk UDP KB RYIE ~ LIK

ICMP BV E

V|\|1

IR -
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T B33 iR BIPh K ia &

(—) BAXi&E

1E|Z<%'*EL
TFEHE®

Bl 1H'= #1P

Layer 7 Applications Firewall

LA BE

ERYFLRE

RHAE

TR R ACEA KIS

IHYFR A - 1

R{E -

EERE - BREE - WRE

A
nwn/
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(Z) NetFlow i £ &5l

Netflow (Network Flow)2—EMRIEREEAIA

—{& Flow (CFR—{E2RIR IP st F1E /Y IP U2
BEHAE RS

BFr 53 Bl B A E S5 E YRR & B i O 55k
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(Z) NetFlow it =Bl

Netflow U T EASEMNZEIR D TRIGER

"é‘%ﬂﬁ%%ﬁaﬂ’]i%;ﬂ & IP MRREE - &
SREAET I /ﬁEFAEﬁHFFi FF

o] PSSR RS RS BEABREREREIINE
fmFr{ERRY IP 53R
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() NetFlow

Netflow R
E)& HI: gﬁ - *EEI

MEAETM
AE BB BYAKRE -

% — A BB BHAE S
LS SR ES TR
1

F_RISEEREARE

ﬁTm
i
g
0y 12

= EBES
IIILEEILI

EHMNEEFE
=]

u

ﬁTﬁi

1740

'_EEI’\J IP

a4 - BlaNERE Netflow B

S35 8 4% (Session) B4

SELNE

3 BIFERIEIR(TCP Flag) -

E1% - 5

[ BAL

= Y
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(=) DPI EZFh R R

DPI BB QBANERE

HZALBREIIEEES 7T Hin O E 2R 2 (Port
Mirror)3J ¢

AR ENASRVISEIECE

ETFE=EBIFtRNEZRED
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(=) DP1 ELZFHE R

DPI & ZBh & £ 4t o] LI Er 33 Bl Fh Ry AR 5 2R B
P2 EER YouTube FE REVIRFE RE

o] USRI B B pyIE Feimss - 151 90 48 B Bl K Bk =
(Internet Relay Chat Bot, IRC Bot)%'?fé*ﬁf’*ﬁﬂ’]
meter, - WOLLSHHEASEMREEFRENED -
EHAER TEERAAERN
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3E1TFIRI - DPI 24t H) oJ DR A EREZ 3 £

2 Be LD O 2R 39 €

EI)ILE ©

iiﬁ"iﬁl«lé?@ﬂ’ﬁ; znﬂa %u\ Eiﬂ*

LB SRt o

(=) DPI EZFh R R

AT EAZERENT S EER S A RERIAREL

AR -

DP| %47
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(=) DPI iﬁ?ﬁﬁﬁiﬁ%%%ﬁ

HERFE T 4 B E 58 E AV R 48l
PUBZEER (Transparent Mode) h:TEEEEE’ﬂﬂ
Bt lG - ENERBRENET - oJpEEERED
ZZE - EERA0EELIRFI8lESK (Packet Loss) AY
AR °

MK Z 2 DPI iz & 2RI E EE I (Sniffer
Mode) EEHIER{E (Mirror) B9RE -
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&2 177 1€ A 38 2 = B 2 1R

=R

PUNEIEECER IPv4/IPve S 17 E 45 Ol BEE

E 4 %RE

- IPv4 RBBRERNEBITR

» IPv6 #EEZ = HEHIRY5RIE

B A9 22



IPv4 ..ﬂ N R INEITH

IPv4 BUERETEEZ B EHEE - £fEZE
HZE8RD - *ltls%é& aJ,z#E'FﬁlJ.%%EI’JIQ BITR

- HR#5PEENTC B EE (Denial of Service Attack, DoS) :
lﬂ:EIﬁ s AN RISIRM ZETABIEESE R - &
} E RARMAREIRELEEIFZZRKMEELE % IRTS
&RE 17~

- BEREINFUE(Malicious code dlstrlbutlon)
iﬁﬁ_zmﬁ'EEng%E IPV4 /J\1ﬁiJJZWFEIEJ L.\ 2 *EE_t
HBEERIHEREIRZ2ANZE N

e
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et BERYRIE -

—

ClassC A {EFEM 4

ARP ExfR & ICMP 2

2B KE
EAESA IPv4 5
R L L

B OFHINE (Port Scanning) : Fl B in O 7

s IPv4 E’JﬁZthWF'aEHE/J\
gD E Al FE

(Fragmentation Attacks) : FIR{EE &
fosstE - ERAR2EREE

2 il
B ﬂﬁl

5 B EE(ARP poisoning and
ICMP redirect) : {A7&R9 ARP [E Fhi_’z‘ﬂﬁﬂi'ktﬂ'_’frk
FIEREAOY FER T O] g R 31 E i 28
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IPve MRS TEZ =1l R (b

REB7 IPv4 ' R BVINEE B2 0] 35 B R A BV B L2 4 il 28
B ORI el - G2 LE AR EE B flg TRt & -

IPv6 RIfE#dEsaYERET £ - IRIHEL IPv4 E5E 204
EZER - SREAAE
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Securlty IPSec) iﬁ’* IPv4 113718 IPs

M EER - 1
PR EHEL 2R 0 78

{F A IPsec °

#£ IPv6 B3 RFC4301 15

IPve 48 1EZ E R 1E

TR RN E) IP 22 E R E (Internet Protocol

ec BS
ERRABH

e |Psec &1 & Authentication Header(AH) %0
Encapsulating Security Payload (ESP) - L&
Internet Key Exchange (IKE) &1

£ |PV6 aPIEHE
& 3& - 28 -

S t[.jl'EI’J an'l- __”,,(
SIHEWE -

Fiig e

DalleER:

33 L3 fily
FR B
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IPve 48 1EZ E R 1E

- [ERHEEZE(Neighbor Discovery, ND)#1T1iI

W BEERE : AR IPv4 IRE R 45 (Link-

J—

Layer)/E L2l ARP-RARP ¥t

o [

F BT

it - ND nt#f8

i5/E (network-layer)iZ{F i/ B iR £ %89 o] BE

- BEZHIMILLZER (Large address space) : REIHR

IPv4 $5#e—1@ Class C £
— (B4 28 64bits ZA 5 E2 (@}

584,942,417,35 ©F -

o iE -

it IPv6

m 1 R BRI
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ot

N,

B ,

Cd

SHERFNZEEE
B At

#9% IPv6 1838 RSB ZZE & - (BHILIF,
MABHAZZEM HIPEE -

.I

E A IPv4/IPv6 EERIZZEEZ BT R
SIEIEREER 57 - ABEEBAURIRESLEERZS - &
NERAEETTE IE - #i%2 IPve 1HEE flow - EAE
mim=lEl - BINEXRAFEZIRIFRICI G ER R
B -
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SihE

o ﬁﬁi& 2L EHREIRE . flAHE
=« A=ERY DNS &
ﬁﬂ?ﬁﬁ%tﬁfﬁiﬂ

HYTIBE - IS ER

a2HY RA E1&E R

HENZZEE

» ICMPv6 Z=1£ERE

15

(RN Y

& 15 EC ik -

. |Pv6 IR E S Bl R IR &

B = RYFA K= 1

A G 7 4 s 2

HQ s Wi Eiﬁnﬂ.w(Router
Advertisement, RA) - L,(Tnnnﬁiﬂi'i'::"_’f;& RS

VI - o] gE3E A Ef

ST

5% i 0 &% 5
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CSRERFNZEERE

- TREEEEI{EFMHRAERE | AE(PEIRBE(Extension
header))i IPSec EI’JE O] DB s A E0 0 IS
TEEE - FAT i EH /E?)S'Z*“ﬂﬁliﬂi’t*iﬁ EITIE
I . 1B EEI’JL1E|3 4 T2 88 A K $1 81 o] 5t #R I FA 2R 2
R E LA E a0 2L (6140 BhKIIR) - "Emﬂiﬂ HIQE"'
AL - RIFNANEBEIEASZIENR HiE

« Spoofing &rE : EURTLZ 172 CIRESE £ 1E IPV6
AeEsch - 8 E" Nelghbor Discovery -

Spoofing HRER i1 i 6 B (2 15 R 72 P SR 485 -
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SHRERFNZEEE

: Floodlng =4 IPv61 I A ERARBREALLE X
3R/ BB AU T AE Y - 1B 22 BHAT AL R A AT AL 173
A B RE - ﬁ--zﬁ’]ﬁ)‘i'!ﬂfi‘ﬁﬁﬁ BiEAFER

%%ZUILE ©

- ZENtE Mobility : BEIMER IPv6 BIFIEE - n,<

mEE— ?E:sﬁfﬂz‘t A A tE$E Bl R i —HE
B itk (real address)*l]*yim 3t (mobile
address) - HBS LCAE A ER AV Y5 Ii?]l] FERRS RV R
S{Ulltolge REBMA S WERINE - EREIFHZE
THEH  WHHEREREEZMH S BERTE °

>l
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IPve AL EHEREE

MIRZEPERTFHEBIET - BGEENT IHEE

SHAS

kR

B EEH

B °

IR1Pv6 48RS s AR Ak 43 £ - THEIRV AR IS I S
:iﬁﬁﬁﬁlﬁ FRLASER 2R IPv4 RIB L =&
AR E
EITHE

’ EEA IPv6 ELHHT”E‘EEQFI-l-J:E’J;EE ’

%EU__[ Bt EEZEE IPV6 HIRELE

*ﬁﬁﬁﬁﬁﬁﬁniﬁi  SHNZEREMERIES - BEIS
1TZ=3{CRYLIF
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1. BrXi&

BERAMXEEEZIE IPV6 - MiEKRTZIE B
e 2R EFHR B - NEZiE IPv6 EI’JHJJ
PINEE H 2R 75 =0 sz 38 IPv6 RYBA X - T =1
& CPU Loadlng S |EEEE’J/J$I$%H7(/R EEEZ:E
SR ABERE °

BA XKimsz1E IPv6 & o]& %2 IPv4 BAARAIRE
IPv6 EI’JLFTU'T B&IZE IER SR IPV6 EE
RIVETTERER - EDHHIE IPV6 E’JBHi*EfEEU
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ICMPvV6 £ IPv6 iS5 ERE

% IPv4 {AESE KA 709 ICMP B S K EA 1=

] ;EE-
| ’ﬂ~¢

ZEERYIA

1. BrXi&

R -

A

S EZNAE
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1. BrXi&

AR LAY ICMP : Types 1, 2, 3,4, 128,129, 130, 131,
132, 143, 148, 149, 151, 152, 153, 133, 134, 135, 136,
141, 142

B BIIAY ICMP : Types 3 - Code 1, Type 4 - Code 0
WEBIEEZLY ICMP : Types 138,144,145,146,147

BESHTEFBEEEZN ICMP : Types
137,139,140,5-99,102,126
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NetFlow

FH RIS ZEAY 10S £3% 18 NetFlow version 9 - ]
e IPv6 URERETE &l - Netflow 73 #rEi s (U
Netflow Analyzer)th 2 2Isz18 IPv6

ﬁ-nﬁl«i*ﬂﬂjlﬁsﬁﬁﬁzﬂ IPv6 B |Pv4 = E AV
e triGEEERE - IR (R HEE

1:1 A9 NetFlow S HARIIEZS R ERULE

At

fﬂ‘_ﬁ
T
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(1) kAR5 FA B AR ETIRE

FSRIKERIZHEBARTREEN - AU AKIE
Inbound - Outbound - SSH E#4R - FTP &#4R - 4

BEFSHH - JEIR SETEAR - JEIRAZREIFN - Proxy -
Mail - ICMP &&17485T -

METHVIAEH B EMRME ~ 88 H - H|eX/NE .
T EIEBFRBImE (AT 20 B)RIARFSERRIP - ERE2
EHZom=h IP Il - SBR=E8 - B eI8 - 425
Bl A\ o
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& A IPv6 ;i EEME :

SRKIBEFERE IPve UitFHEIEREEN

METWIEEH B S LRI ZEARTS

W ABRERSHERRE—BNERE
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DPI System

DPI T = E’Jt.":ﬁﬁ,—.é]" Payload \”'Il:lsﬁi._..__fﬁﬁuu
- IPv6 ifi= PayloadBILE¥I 5TV E IPv4 I EEA
|§.| - BRIl E R B 2500 IPv6 Ol &R =45 E!
(Signature) - &It S Netflow BI#AEET - &%
R ImEET Payload HEE - LRESEEIERR
=V ERERIRE
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IPv6

(¢

B L3k 36 B

Yy

i {

IHERYE

\}I%

Btz SRl EER SLAAC

= SLAAC RDNSS & SLAAC + Stateless
DHCPv6) L1 K Stateful DHCPV6 - BB kiER

Stateful DHCPv6 BYfirdt#z 224l - ol LIg0[E IPv4
DHCP MBI A -

\

IPv6 {

{

THE -

ZCiE IPv6 (IHEAY4Z BE508E -

[ E MU AYZEZ R A - BlaikiE MAC U341 %E
I3 - S fkiE MAC It EFI &% 3% IPv6
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= {1 th B it HER 2 =

gNRi=H SLAAC %l - Bl R BEMIE Prefix Li’t”‘ﬁu
MHEARYIER B AR S - BEPAFEH EUI-64 EE A O]iE
IPv6 it &t MAC {ullt - {8 JEﬁfﬁ__l- XEANE
] EUI-64 - MAC it th o] IFENEeiE - WA REfR
se BE P AFE IPv6 (UAY(ERE

PR LA SLAAC ROtmI & - 25 A E & A i AY
ERBEAIBITEE/64 HERNELXEERT
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[PvoAd S FtARE =
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VAR . ssipvems? I /BRERE (FER T ' 7
I -« AR AIPVER AE? I LIl DNS Server
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| Internet I I &
. i
! |
|- EpERs 5 L RIPVe? SIP Server
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7 X
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