Snort — Intrusion Detection

By David , CISSP

Agenda

# Introduction to Intrusion Protection (40 min)
& Intro
& HIDS / NIDS
< Deployment
& Forensics / Sniffer / TCPDump
# The software — Snort ( 50 min))
& Installation ( Software Dependency )
& Configuration File
© Test Running
# Management ( 80 min )
& Rules Selecting
< Snort Rules Base
& Alerts & Logs
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Agenda (2)

# Snort Rules (60 min)
< Logic of Rules
 Rule Bases on the Internet
© Writing My Own Rules
# Snort Rules (30 min)
€ False Alarms Problem
= ACID Integration
& Integration ( to Log Management or SIEM )
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@Sniffer / Network Dump

=Network Forensics

& Sniffer + Hash Protection ( Non Repudiation )
@Vulnerability Scanner
¢Log Management & SIEM
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Snort Installation ( Mandriva 2011 )

2011.0
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Installation Confirm
# snort --version

> -*> Snort! <*-

o" )~ Version 2.9.1 IPv6 GRE (Build 71)
et The Snort Team: www.snort.org/snort/snort-team
Copyright (C) 1998-2011 Sourcefire, Inc., et al.

Using libpcap version 1.1.1
Using PCRE version: 8.12 2011-01-15
Using ZLIB version: 1.2.5
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Installation — Test Running (1)

# cat snort-test.conf

config daq: pcap

config dag_dir: /usr/lib/daq
include /root/icmp-basic.rules

# cat /root/icmp-basic.rules
alert icmp any any -> any any (msg:"ICMP Packet"; sid:477; rev:3;)

# snort -c /root/snort-test.conf -1 /var/log/snort/
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Installation — Test Running (2)

# find /var/log/snort
/var/log/snort

/var/log/snort/empty
/var/log/snort/snort.log.1345774981
/var/log/snort/alert

# file /var/log/snort/snort.log.1345774981
snort.log.1345774981: tcpdump capture file (little-endian) -
version 2.4 (Ethernet, capture length 1514)
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Installation — Test Running (3)

# cat /var/log/snort/alert

[**] [1:477:3] ICMP Packet [**]

[Priority: @]

08/24-10:30:10.680421 10.0.0.1 -> 10.0.0.161
ICMP TTL:128 T0S:0x0 ID:3901 IplLen:20 DgmLen:60
Type:8 Code:@ 1ID:3 Seq:51944 ECHO

[**] [1:477:3] ICMP Packet [**]

[Priority: @]

08/24-10:30:10.680589 10.0.0.161 -> 10.0.0.1
ICMP TTL:64 T0S:0x0 ID:10863 IplLen:20 DgmlLen:60
Type:@ Code:@ 1ID:3 Seq:51944 ECHO REPLY
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Installation — Test Running (4)

# snort -A fast -c /root/snort-test.conf -1 /var/log/snort/
# cat /var/log/snort/alert

08/24-10:52:53.643931 [**] [1:477:3] ICMP Packet [**] [Priority:
0] {ICMP} 10.0.0.1 -> 10.0.0.161

08/24-10:52:53.644113 [**] [1:477:3] ICMP Packet [**] [Priority:
0] {ICMP} 16.0.0.161 -> 10.0.0.1
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Snort Configuration & Rules

Snort Configuration

=Snort configuration consists of:
eGlobal configuration (snort.conf)
o0Optional *. rules file(s)

°Additional files
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Snort Rules

oDefault (Sourcefire) Rules

oAuto Update

sBreeding Edge Rules

o(0inkmaster Tool

=Customized Rules

Dynasafe
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Snort Rules

@Default (Sourcefire VRT) Rules

o Auto Update
afree for use after T days
°Breeding Edge Rules

sUse Oinkmaster Tool

2Customized Rules

l)}zhasai@
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Snort Rules - Sources

sDefault (Sourcefire) Rules

o Auto Update

2Breeding Edge Rules

o(inkmaster Tool

=Customized Rules

l)}zhasai@
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File: /etc/snort/snort.conf

=2ipvar HOME_NET 192.168.3.0/24
@ipvar EXTERNAL_NET !$HOME_NET
Zportvar HTTP_PORTS 80

=var RULE_PATH rules

=>..‘

=config decoder

sconfig logdir

e...

spreprocessor http_inspect
=preprocessor rpc_decode
=preprocessor smtp: ports { 25 465 587 691 }

Dynasafe 2
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File: /etc/snort/snort.conf (2)

@include $RULE_PATH/attack-responses.rules
einclude $RULE_PATH/backdoor.rules
o2include $RULE_PATH/bad-traffic.rules
@2include $RULE_PATH/blacklist.rules
2include $RULE_PATH/botnet-cnc.rules
2include $RULE_PATH/dos.rules

@2include $RULE_PATH/exploit.rules

2include $RULE_PATH/ftp.rules

oinclude $RULE_PATH/icmp.rules

The Rule Header

alert tcp any any -> any any (msg:”Sample alert”;)

@Header contains the following fields
sAction (log, alert)
¢ Protocol (ip, tcp, udp, icmp, any)
@Src IP & Port
eDst IP & Port
=Direction operator (“->", “<>")




The Rule Header (2)

alert tcp $EXT_NET any -> 192.168.3.0/24 80 (msg:”Alert A”;)

©Src or dst IP addresses can be:
= Variables (like SEXT_NET)
¢ Individual IP addresses
2CIDR IP Subnets
@ Lists of the above
© (“[192.168.3.12,192.168.3.9]")
v Ports can be:
e Individual ports
= Port ranges (“80:85”, “:1024", “1025:")

The Rule Body

alert tcp $EXT_NET any -> 192.168.3.0/24 80 (msg:”Alert A”;)

=The body is usually the complex part

@ BReaqins and ends with “(\”
Begins and ends with “()

> Series of “rule options” ( <B4 F >:<p j&> > T 1A ELEHIE)

Dynasate .

Rule Options

¢Five types of options
<Metadata
=Payload detection
©
°

o
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Metadata options

=“msg” specifies the human-readable alert message
a“reference” includes a URL for more info
@“classtype” and “priority” give some idea about the
atype of attack and the severity of the event

@“sid” and “rev” uniquely identify the rule (including revisions
& edits)

Payload Detection Options

oStart with the basics
@ “content” looks for a string of bytes
@ “nocase” modified content, makes it case insensitive
= “offset” skips a certain number of bytes before searching

=“pcre” allows the use of Perl-compatible regular expressions

(support must be compiled in)

Dynasafe 2
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Real Rule Sample (1)

alert tcp $EXTERNAL_NET any -> $HOME_NET 110
(msg:"POP3 APOP USER overflow attempt";

flow:to_server,established;
content:"APOP"; nocase;
isdataat:256,relative;
pcre:"/~APOP\s+USER\s[~\n]{256}/smi";
reference:bugtraq,9794; classtype:attempted-admin;
sid:2409; rev:1;

)

IDynasafe 33
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Real Rule Sample (2)

alert tcp $EXTERNAL_NET any -> $HOME_NET 995

(msg:"POP3 PCT Client_Hello overflow attempt";
flow:to_server,established;
flowbits:isnotset,sslv2.server_hello.request;
flowbits:isnotset,sslv3.server_hello.request;
flowbits:isnotset,tlsvl.server_hello.request;
content:"|01|"; depth:1; offset:2; byte_test:2,5>,0,5;
byte_test:2,!,0,7; byte_test:2,!,16,7;
byte_test:2,>,20,9; content:"|8F|"; depth:1; offset:11;
byte_test:2,>,32768,0,relative; reference:bugtraq,10116;
reference:cve,2003-0719;
reference:url,www.microsoft.com/technet/security/bulleti
n/MS@4-011.mspx; classtype:attempted-admin; sid:2518;
rev:13;)

Dynasafe 24

P fmasr

Situations

=IDS vs IPS
»False Positives
=Log Management

2Benefits of Security Management ?
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s L EEE Snort 2 FTj 0 AeZEEE tepdump o (B[1ZEZE peap library » A F]FA Troubleshooting )

Snort &1

Snort E—{lEELT libpcap HYERIEMIRPRES » 0] DUE F—(EES E 4R HIAERSE AR 2458

( NIDS )>Snort T 38 { T{F % FE{F2E 247 = » (541 UNIX 2511 Windows.( 52 libpcap for Win32
HS24% ) - BURZERGSEE MHEE - BEEE RSHIMRME ELi K - HHEHE T DRE H Oy
S S MR A i P ] P B B A R SRS

Snort & T SAEEEEHIRIE LRI S & IhEE - B4 ¢ syslog ~ FHFFEERE ~ UNIX Socket
iF#H SMB Client {52 WinPopup ¥ Windows i P42 o Snort (VIR B = 2 46 E B B Rl g
EHE T HAEEAMREMNZRSNZEE - 0] DUE B/ NS A4S T B A RO B AR R =
A A=A T By o

FAQO1 - Fil® Snort Senor [yt 5IFba ELER AT 2

KL .
PN
=

WANAR IR A S SCE L FBORITTAE » 1T HAREERE CRagIrLt -
A—ETEAHE - IREE TN KIS Z AT 1% -

AR ZSDS) AL KAE Z Al » B iR ] LAEDRIFTA $HR gt ny g - A E Mg
WBTGERTPHLE » BRFRUES - AREMRAGLLBAETN KIS Z BRI ARE N ZRAEE]
EEEM - EZRCHREEL -

SR A B ROE KA R B A B - SHE AR EN RGNS 2 1% - R ETRET
AIEVEE - SR RUE — B ENDGEZAT - — &SNS Z 1% » SRt 7] LG ST AR
VARSI R - R AT HIEHE A RS H R -

Mandriva 2011 ZZZ453EF2 -

[root@mdvale9 ~]# urpmi snort

To satisfy dependencies, the following packages are going to be installed:
Package Version Release Dist DEpoch Arch
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(medium "Main")

libdag@ 0.6.1 1 mdv  2011.0 1586

libdnet1 1.12 11 mdv  2011.0 i586

pcre 8.12 2 mdv  2011.0 1586
perl-Archive-Tar 1.680.0 2 mdv  2011.0 noarch (suggested)
snort 2.9.1 1 mdv  2011.0 i586

snort-rules 2.4 6 mdv ~ 2011.0 noarch

(medium "Contrib")

oinkmaster 2.1 2.20080218.2> noarch (suggested)
snortsam 2.70 1 mdv  2011.0 i586 (suggested)

13MB of additional disk space will be used.
Proceed with the installation of the 8 packages? (Y/n) Y

http://ftp.kddilabs.jp/Linux/Mandriva/official/2011/i586/media/main/release/snort-2.9.1-1-mdv2011.0.i586.rpm

installing snort-2.9.1-1-mdv2011.0.i586.rpm pcre-8.12-2-mdv2011.0.1i586.rpm
perl-Archive-Tar-1.680.0-2-mdv2011.0.noarch.rpm libdnet1-1.12-11-mdv2011.0.1586.rpm
snort-rules-2.4-6-mdv2011.0.noarch.rpm oinkmaster-2.1-2.20080218.2mdv2010.0.noarch.rpm
libdag®-0.6.1-1-mdv2011.0.i586.rpm snortsam-2.70-1-mdv2011.0.1i586.rpm from /var/cache/urpmi/rpms

warning: LOOP:

warning: removing snort-rules-2.4-6.noarch "Requires(hint): oinkmaster" from tsort relations.

warning: removing oinkmaster-2.1-2.20080218.2mdv2010.0.noarch "Requires: /etc/snort" from tsort relations.
warning: removing snort-2.9.1-1.i586 "Requires(post): snort-rules" from tsort relations.

Preparing...

1/8: snortsam

HHHEHHH
2/8: libdaqge

A
3/8: libdnetl

HHHEH
4/8: pcre

A
5/8: perl-Archive-Tar

A
6/8: snort

S S S S
7/8: snort-rules

A
8/8: oinkmaster

A

JERE(EH Snort [ ARJE: AT H H :http://xfocus.org /E&: xundi ]

YEETE

WIRARZEELT T libpeap 7% » ¥ snort ZZASREEIRIE B - BANC libpcap HYZEEEBH
el DLEZE blackfire(http://go.163.com/~bobdai/fJ—LE<7 2 » B> WINDOWS
THY winpcap 1 ﬁ“Tu%ﬁzifﬁLm SNIFFER FOR NT _E (Y2550 - ZEE41 libpeap 1% >
R LASE R a2
1.) ./configure
2.) make
3.) make install
HEAZ R BT DLE FH make clean R — b 278505 it 22 AR RS -

(HLEEZ 440 freebsd LA ZHE T libpeap » FrRURESER - AHFESEET ) -

7 WINDOWS S fif B » BRI AREE I PA T
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4% snort -[options] <filters>

BEH -
-A <alert> g 'E<alert>AIFE T E full fast, 722 none;full = E308%
FEAEHY alert 1H=(ZF alert f5rf 5 Fast AZ(0H 55 ABFRIELEC - messages,
IPs,ports Z(fEH » None HFHPAHRE -

-a H5E ARP £ ;

-b EIE LOG 1Y EENELELHE Fy TCPDUMP 155 » AT &b HaC ik By
FVEFITE > ST snort-0612@1385.1og > = {[EEETEET A FAST
LB AL - R ER R E BV E N bR SRR -
Snort 1 100Mbps 4fEE H {5 "-b"ELER T

-c <cf> {fi R E M <cf> S EFAIE B 55T A M TRV EE LOG »

B EHE > B -

-C FENEENEH ASCH iR T~ » ~& hexdump »

-d %ﬁpﬁ%ﬁﬁﬁf‘

-D i snort DASFEEMERRAN T VASELT 0 THERIE T ALERT SCgREE 4

#l|/var/log/snort.alert SZ{EHZ o

-e HUTRIGELSE 2 [EENETEVER -

-F <bpf>{it<bpf>1EH5E BPF Eifat2=t (filters) > iZHRAY filters FAEAE
H BPF & ERfRfE =\ > /R ALAFE TCPDump #EE ] » KA A& F TCPDump
HY man BEUERRE A S (EE e = o

-h <hn>EEEAERS AL > 20—(E C 35 IP firkik 192.168.0.1 B HAMHY - {2 (E
BT g ETHE T S NERE R T A

-| <if> {HFH4ERS T 1 2 Hi<if>

-l <ld> LOG EEHE LR E<Id> H k7 -

-M <wkstn> #7% WinPopup & EHE ) & <wkstn>HE F{FEA L TAERY R 2
5 TS Samba (V7% » wkstn FEIREH - G— 1T HERNIIBEE
£ SMB iy EEAAEATA] o CEEATFZE\\WERHL)

-n <num> EFEEE R <num>EE R R -

-N [P LOG EC$% » {H ALERT ZHRE(VEEIET -

-0 UEFTERFRVECERE - WIEFE N NERA Alert->Pass->Log order

1B A M e TE 2 s BEYIE S © Pass->Alert->Log order » 2 Pass

TEHREL SR R AR I TN SCBR AR E > ALERT 2R eaFaasny R Al »

LOG #5 LOG &Cgf @ NA L AL E#a 57 e - 52 CASPER » QUACK BL=#K
RS -

-p BHPAREBLBIIRER T — AR 2 e E st aERs -

-r <tf> FEHL tecpdump J5 =R AR HVRE <tf>, 5 8 05 A FH 2R B A0
f3-2]—1E Shadow(Shadow IDS ZE A=) FE - R fyis LeiE R AE
FH—f%HY EDIT ZR4RIRETE -



s LOG #EHVECERE] syslog 125 - £E LINUX s [ > iEEe &

H IR 1F /var/log/secure fF HAM 2 [ H IR 1F /var/log/message H175 »

-S <n=v>iE (EEX EEBHIE - B0 DIFRIEd S E S Snort rules £&
HHEYSEEEL - WIPREEAE Snort rules £& HHE 22858 HOME_NET, /R
A MEmSYIFETTHERME -

v {FEHEs verbose 5= HEEHESIEITE console - S {[EEETH{E A%
GHEHEERIS - ERERAHRIN R Eg R EERS -

-V ZE7 SNORT FRAN R

THREEGSHEENE - EARESHERA I B

Snort FAAELLER S an S EEIEMISHY > Jesky M4 — AR —Ean 5 YRR
RN EER L (RATEAER

snort -v

i& {lay < & 1T Snort FIEUR IP 1 TCP/UDP/ICIVIP FEE
T ping 192.168.0.1 FRAUR 140 FEER
06/10-10:21:13.884925 192.168.0.2 -> 192.168.0.1

ICMP TTL:64 TOS:0x0 1D:4068

ID:20507  Seq:0 ECHO

06/10-10:21:13.885081 192.168.0.1 -> 192.168.0.2
ICMP TTL:128 TOS:0x0 1D:15941
ID:20507  Seq:0 ECHO REPLY

06/10-10:21:14.884874 192.168.0.2 -> 192.168.0.1
ICMP TTL:64 TOS:0x0 ID:4069
ID:20507  Seq:256 ECHO

06/10-10:21:14.885027 192.168.0.1 -> 192.168.0.2
ICMP TTL:128 TOS:0x0 1D:15942
ID:20507  Seq:256 ECHO REPLY

WIS R RS > WL

snhort -vd

FFREEF ping 192.168.0.1 LB 141 N&ER ¢

06/10-10:26:39.894493 192.168.0.2 -> 192.168.0.1
ICMP TTL:64 TOS:0x0 ID:4076
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ID:20763  Seq:0 ECHO

581342 39 EO BB 05 00 08 09 OA OB OCOD OE OF X.B9............
101112131415161718191A1B1C1D1E1F ...
202122232425262728292A2B2C2D 2E2F  I"#S%&'()*+,-./
3031323334353637 01234567

06/10-10:26:39.894637 192.168.0.1 -> 192.168.0.2

ICMP TTL:128 TOS:0x0 1D:15966

ID:20763  Seq:0 ECHO REPLY

581342 39 EO BB 05 00 08 09 OA OB OCOD OE OF X.B9............
101112131415161718191A1B1C1D1E1F ...
202122232425262728292A2B2C2D 2E2F  I"#S%&'()*+,-./
3031323334353637 01234567

WISE TG F AR A R ethernet BEAVE T - BREE(HEA

snort -vde

{5 F ping 192.168.0.1 L&~ T 40 NE&EH ¢

-*> Snort! <*-

Version 1.6-WIN32

By Martin Roesch (roesch@clark.net, www.clark.net/~roesch)

WIN32 Port By Michael Davis (Mike@eEye.com, www.datasurge.net/~mike)
06/10-10:32:01.345962 0:60:94:F9:5E:17 -> 0:50:BA:BB:4A:54 type:0x800 len:0x62
192.168.0.2 ->192.168.0.1 ICMP TTL:64 TOS:0x0 ID:4079

ID:21787  Seq:0 ECHO

99 14423947 4C0C 0008 09 0A 0B OCOD OE OF ..B9GL..........
101112131415161718191A1B1C1D1E1F ..............
2021222324252627 2829 2A 2B 2C 2D 2E 2F I"#S%&'()*+,-./
3031323334353637 01234567

06/10-10:32:01.346164 0:50:BA:BB:4A:54 -> 0:60:94:F9:5E:17 type:0x800 len:0x62
192.168.0.1 -> 192.168.0.2 ICMP TTL:128 TOS:0x0 1D:16090

ID:21787  Seq:0 ECHO REPLY

9914423947 4C0C00 08 090A0BOCODOEOF ..B9GL..........
101112131415161718191A1B1C1D1E1F ...
202122232425262728292A2B2C2D 2E2F  I"#S%&'()*+,-./
3031323334353637 01234567

R FIE—ted SR LRI R RTEHE 106 i E > fRETLL
ST —{H log H§% - 1R THEAYHS -

snort -dev -| ./log -h 192.168.0.1/24 17



B a5 FLE Snort f1 ethernet BHE SHAIIE @ &Rl #kE]./log HERGEL T » Il
SO R 192.168.0.1 CLASS C HYEET

WRARAER]H—LEF1AE (—LEEl st E ERYFIRIRE - 40 SYN ATTACK ZE5C 8% )
A

snort -dev -l ./log -h 192.168.1.0/24 -c snort-lib

SEAHHY Snort-lib ZIRHVARAERVIE RS - ISR snort-lib 18 R EHY
RARAIAHR E R R sk (E &AL - 1

snort -d -h 192.168.1.0/24 - ./log -c snort-lib B DA ECEE—LL ethernet BHEER
41 > FH./nmap -sS$ 192.168.0.1 -p 21 5 {E/log/alert.ids FHECEEY N &R

[**]IDS246 - MISC - Large ICMP Packet [**]
06/12-13:48:31.992395 192.168.0.1 -> 192.168.0.2
ICMP TTL:128 TOS:0x0 ID:36579

ID:46802  Seq:0 ECHO REPLY

I E AT rules HIHATFRA php.cgi/? > 41 192.168.0.1/cgi-bin/php.cgi/? > FtEE T

[**] IDS232 - WEB-CGI-PHP CGl access attempt [**]
06/12-13:53:35.106323 192.168.0.2:1789 -> 192.168.0.1:80
TCP TTL:64 TOS:0x0 ID:8945 DF

*HEEEPA* Seq: OXAO70C880  Ack: OxF113872  Win: 0x7D78

snort -d -h 192.168.1.0/24 -1 ./log -c snort-lib -s FE & H L5308 1R
HAFE R FTERRD LOG FEH » iR EEREEHY alert.ids H o

snort -d -h 192.168.1.0/24 -| ./log -c snort-lib -o [ a2 E-2EH HikE A9 IER -
FHEe \REFEE > Fe L 00RE e PR RIS  F3E alert BAIRE > ZA{&7K LOG B8k » ARk
e R EAYa S AR E -

WERARI A S5 KA E 2 > fRE] DAERT -

snort -b -A fast -c snort-lib

B BRI ES HER L BN B ERP BRI Lt v DA B 5 &
Bl o B INERRECERHY LOG FE 2 MV AERIHY » J{LIEE tepdump AYARZC - (O] DABE RSB T 52K
HEIBL LOG :

snort -d -c snort-lib -1 ./log -h 192.168.1.0/24 -r snort.log
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structure of the alert:

<Rule Actions> <Protocol> <Source IP Address> <Source Port> <Direction Operator> <Destination

IP Address> <Destination > (rule options)

TR P E S

msg => message to output in the alert/log files

flags => TCP flags, use 0 for no flags at all

ttl => the TTL value you want to key on (nice for catching traceroutes)
content => the packet application layer, look for buffer overflows here
itype =>the NUMBER of the ICMP type

icode => the NUMBER of the ICMP code

minfrag => minimum fragment payload size

seq => tcp sequence number

ack => tcp ack number

id => IP header fragment ID number

logto => file to log specific alerts to

dsize => match on the packet payload size

offset => start a content search <offset> bytes into the payload

depth => only search <depth> bytes into the payload for a pattern match
session => record the session traffic from clear text protocols like

ftp or telnet

H O OH OH OHF O OHF O HF F OF O OB OH O H OFH OH O

ipopts => check for a specific IP option

{5 Oinkmaster &5 &h74k Snort FHAI
{EZ& : JP Vossen TechTarge (2005-04-01 11:25:23)

IR Snort HYIHE: - R ATRE &3 — LR AR Z M MR - 1 — LR AR 2EHY
RATGIAREE TR MEM > & 2ARHEROZAES— 2R - HHY Snort HIARAINGIREY
e TH—ERFFEE W EE - BN Eu iR AR TEh R LR EeE AR A D ERE -

EEEIE A —E%E T A Oinkmaster o] LB RMEE V) T o] DUEFTAE UNIX Fl
Windows Z:47 [ < (] Oinkmaster 2 H Perl GES4RE5HY » AT Windows 4% HAETTHFRR
B ActivePerl fEAYLIE ) -

TR AGERHIEVETTIR - 2004 4F 5 HE3 i 76— ExXHRARY Oinkmaster « S8 FAF
Snort EESAHES » Oinkmaster — & & {F—{E#R RIS 852K E ] © Oinkmaster #2255 EAE
TRATE ZRAVIREEIT - Eot - REREE S F e - Ll E e - A8 Emt
afe ~ FEAN SCP J7 A EG Bt BVRARI < 281% » (R E FRIPLEAS 75 22 S M P L AE FR 22 gk 5 Ujpt

19



# % 1D (SIDs) FREMZLL + WEEES 4 1D JERZ(EREMMILE %4 1D JERZEEH - R EI ] LIS
ARG HHETEICE - (R ] DARIEFE RS [ » Oinkmaster H VS ERE BA S8 HHVEE
&l MEEEAMH HHEREICE @ (HE 07 A B LA IR T sk AR AR IR B R T
iy Snort ARCATHTT & -

{RE] DA A Oinkmaster HREFERIRAYIADERS - 55— (EEAFIVFAE © EeH—EzE
FERFE M — M 0 B H sk - 0 H s BORTAE AR - RSB IRIEREN A 1 i S0 - #RaT A
S — (2 EfEEE R 4IEEEES - (EE5E5 AL http://oinkmaster.sourceforge.net/faq.shtml
= Oinkmaster 1Y FRIEE Q3) »

IRAREESR %2 ID JRDOE] “fERE” & "ZEAT SR - miasiE S ERE S E A E -
B — (%% 1D AR - A —(ERRAE R A RS URAY . St rT P o Fl FHEEAE =] Lo
B EARERVEREESERIE - HR Snort LA IR RIE R (AT - NI - QRIREHE

AERAARRAE > BEANEREE —L& - ABEH TR A E R A EA
IEFEZ -

YA 7E Snort ZFfEF Bleedingsnort Rules — RiREEER AR

( http://www.bleedingsnort.com/)

Sample oinkmaster-bleedingsnort. conf for use with the Bleeding Snort Ruleset:

url = http://www.bleedingsnort.com/downloads/bleeding.rules.tar.gz
path = /bin:/usr/bin:/usr/local/bin

tmpdir = /tmp

update_files = \.rules$|\.config$|\.conf$|\.txt$|\.map$

skipfile local.rules

Then run oinkmaster like so:
oinkmaster.pl -q -C Oinkmaster-bleedingsnort.conf -o ./rules

Adjust ./rules to be your rules dir of course.
Add these lines to your snort.conf:

include $RULE_PATH/bleeding-virus.rules
include $RULE_PATH/bleeding-attack-response.rules
include $RULE_PATH/bleeding-policy.rules

include $RULE_PATH/bleeding-custom.rules 20



include $RULE_PATH/bleeding-dos.rules
include $RULE_PATH/bleeding-exploit.rules

include $RULE_PATH/bleeding-inappropriate.rules
include $RULE_PATH/bleeding-malware.rules
include $RULE_PATH/bleeding-p2p.rules

include $RULE_PATH/bleeding-scan.rules

include $RULE_PATH/bleeding-web.rules

or just:
include $RULE_PATH/bleeding-all.rules

And finally, only if you are using Barnyard or some other tool that relies on a sid-msg.map you

need to add the bleedingsnort map to the stock file like so:

cp sid-msg.map sid-msg.map.orig
cat bleeding-sid-msg.map sid-msg.map.orig | sort -u > sid-msg.map

And you’re ready to go!!!

Snort B EHA T B AYELEL -

t

Snort 19 B FAFLEAERET - ERHETEHIRIARTE - THERS G L
R DA R T LA ELRS -

=4

>--snort Hi tcpdump Y ELER

Tepdump JE 87 Ry 8K BLVIRER T H » F2E R ECsrErs &kt MErsiiERPoii2er T -
Snort BLE RV RHYEE[E] Z FRAE Y HVE AL libpeap BN H 757 BPF #EEi%H] » FTAAE
B A EE R AT EE S 0 (HE snort /Y H AV N EE ATt sEERE 2%
S FE 2 e A IS AT e 3l B tepdump FEEEAMTE T BB E S = IR T
MRS E 2T - M snort Al ST T E AV ERHE T o Iie m BB A R T & - BR
FEZ4h » HHIA tepdump SAEPUERSEESECSRRE » FTLLERIE T FRAEn AR =C0 2SR
B ZERE - M snort BLEEft 178 R A s = » AN ASEH B ERES T -

--Figure 1 - Typical Snort telnet packet display:

20:59:49.153313 0:10:4B:A9:66 -> 0:60:97:7:C2:8E type:0x800 len:0x7D
192.168.1.3:23 -> 192.168.1.4:1031 TCP TTL:64 TOS:0x10 DF

***PA* Seq: OxDF4A6536 Ack: OxB3A6FDO1 Win: 0x446A
FFFA220303E20304820F07E21C088204 ..".............
09C21A0A827F0B82150F 8211108213 FF................
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FO OD OA 46 72 65 65 42 53 44 20 28 65 6C 72 69 ...FreeBSD (elri
63 2E 68 6F 6D 65 2E 6E 65 74 29 20 28 74 74 79 c.home.net) (tty
70 30 29 0D OA 0D OA pO)....

--Figure 2 - The same telnet packet as displayed by tcpdump:

20:59:49.153313 0:10:4b:d:a9:66 0:60:97:7:c2:8e 0800 125: 192.168.1.3.23 >
192.168.1.4.1031: P 76:147(71) ack 194 win 17514 (DF) [tos 0x10] (ttl 64,

id 660)

4510 006f 0294 4000 4006 b48d c0a8 0103

c0a8 0104 0017 0407 dfda 6536 b3a6 fd01

5018 446a d2ad 0000 fffa 2203 03e2 0304

820f 07e2 1c08 8204 09c2 1a0a 827f 0b82

150f 8211 1082 begin_of the_skype_highlighting % 8211 1082
end_of_the_skype_highlighting 13ff f00d 0a46 7265 6542 begin_of_the_skype_highlighting ¢
#r 7265 6542 end_of_the_skype_highlighting

5344 2028 begin_of the_skype_highlighting & 5344 2028 end_of the_skype_highlighting
656¢ 7269 632e 686f 6d65 2e6e

6574 2920 2874 7479 7030 290d 0a0d 0Oa

2.5

snort {F fy—{& NIDS » T {EFRI R E R 3 AR _EAg R R 4G A pE &kl » i oAl
FEERERML » EETERUCEC AR T BIVEHEECE AR GBI A R E T R > MR
AR THEBGECSE « (AR S » snort BN EaR HAH] (misuse detection) = [ © 3%
JES OISR RHES T UCED - B4EA A T E R - RORARE T iV EREs Bt T
i DUSCH— RS TE R R R - ]

TEAE B EAGER - snort BRI HIEY AR (N T E, » Bt & AR R > Fi 2l
THVRHEEAZ R s R B A - R —(ERATERE - HOR e E R e g i
R Z—ULEC - S VCRCRICE) > FIEE Rk A=A T Rolliar - EAT > snort BRI RIlE £ AL 1S
TUUTBIARITR

snort Y45+ 557 By —(EER 47 4llE n-1 ¢

|--ERVEL R ERIfENTT- 2241 ( Capture Packet Mechanism from link layer and the

packet decoder ) :

2T R AT RE B A AR B IR TCP/IP {57 YA B IR &R e A 1T AT

- Snort F libpcap FESRSCEEFTHRAEEOR, » AT D AR PR S B S

TS RMERYY T ek B0 T s B B R E AV Ei e iE DU s AV ER - (HYEE 4
s SRR N) o HpSERHERURIEATHEHZ 58 NIDS BIRAVERE » H P RHsr 22 R
ro e AAHERHY AER - EANMEERUNEEEIIRCR B[R RS HY R HERE JIAHRE o ST



PRHIZRER - RESIR I B BRI SRR R R B - HAT > snort A LIEREL 2K
4 > FERLERDUR SLIP FEX fap AR -

I--f 015 22 (the detect engine)

WIS [ —(E NIDS BFERATIEL, » MEREMERIO M R R M AR AT ST - W% L
BRSBTS R R TE LR IS B A R B R i8S A

24 H B AtmasEnE—— HAE B DR SRRV E R - A RE LB A BRI

EPRH - BT B R AR T BRI ER S K foh E BYR RN VR BUE - i ieL

EERFEART eG4 - 28 LEHUAN G BHVAHSGER - &AMt T

FRAINUCHE -

Snort £ T BIEHYIMETE ZUP HACKHER AR - RITEHE AT RAVTESE] 7y RAH ERT S METE
=

{5 A T LIRS BE HUA e RS MR 2 T T » H AT ELFRAYSNERE U Bl T

- BMEE A T S TR IRAVERIR A > AR E BRI A R ARIT Ry - HHOERA]
HYEFE > snort (] 7 —EFGHERRY - PIERAVRAIEAGES - EAEATE R E Rl %

1T Rl 2t B R T A YA IR - BIARSEL R ERAIARRE - o T E A
SRR ACE (R - RPIER—PIRR I

A EE 4 FE--NT 1IS Showcode ASP

YRR JE N AP AR -

VB it A RIS R E #Y URL 855K A DIIR AR E (Al g5 EAYEAAS -
http://attackhost/msadc/Samples/SELECTOR/showcode.asp?source=/msadc/Samples/../../../../.
./boot.ini

ANZFFES 1P itk - CREESEEL LIS 1P HHE -

—lhei A ¢ TCP

i 80

--TCP #EzEAT T + PUS, ACK

- ERIEEANZR © [selector/showcode.asp

CVE ID--CAN-1999-0736

Bugtraq ID --167

LN EREEARER - T IR HEE RN ARTT BRI ETRSA2
BREENZE > P izt ~ fp e AN TCP ST B MBI VR B - (HR ERtarth FIaE R
Bl > R EZ RIS RN A ? SREES T2 AR AT Ry B ARV UCEC
BEREmREN - HEEE DERME R EERRARTNER - N ARG EH R
BERZ TR EZEE R NETAE AT RE S ER B S (E e R

Al > Bnan s Setecl] 1P Hihk > — H SRR A @ e lEEE 2 A - s BT T~ —(EE
LI IR AR R Y BB - S RERROREE T ARl R - SRS T B NE
HRFE o

Snort IEE 7 IR B FRRIEZSAR AR » e AR RIS s (50 7y ¢ AR RIBEATAR AR -
AFEEATA MRS AR RS IP A4k - i~ Ret > R [F AR A e fEAH Ry
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R BESE S - B0 TCP AVEESEML T B R E AN » RpRIRRAIBR T E4E R atayRE “EhaH]
T BIEZER “WHE TZMATE - snort EFR T —fdpaE J7={——alert(3F 145k
EEH) log (FUskaZERHE) T pass (RESEZERMEL) I E 78 Ry A1V 55— (& UCHC Re g

T EEGE T HIPER - AR SR AR AIE - BUREFT A RV Rl I
PP 7 FCAH SRk = (5 = DL IS S PR E st A f T UCHC » BS3R T e a2 R -
NEFATAEE - E PR ARG R A E R

alert tcp ISHOME_NET any -> SHOME_NET 80 (msg:"CAN-1999-0736 - lIS-showcode"

;flagsA; content:"/selector/showcode.asp"; nocase

2 B PIEASH TR (N) PRTRIY AR T RATESRA AR - B8 B LUE Y snort
HMARE S EHE R - AR

RAIENE e HaY 1P ikl HRSE > fsisl 1P irkh SB5%  (FRANER)

T HEVEERZ TS

BRI AR A RS E FAR RN FE AL - N BRI 3] Z E DO LA B -

1 BB
snort {F Fs—(E NIDS » - ZEH) 93k 26 o A L S BR M PY  Bi i
+ FLUI i 1P (L 36 T TR P S 4IPS S4B L A RO - FHUE snort 3] AT 82

A F Y o SRR HIES snort 7 E BEHASSIN(E » RN T HINIEELE
) R FUBERE 1P RS A R L R — (e -

BT B A RS T IR » snort JETE S T SIEIRIELT ¢
R —— 1

FAIAFET: snort BRITI T AEFT 1" A4 PIERAERISNEAE « HIANG] n 19 1SHOME_NET -

TR R —— > AT <
PRI /7] » 53 3R B e 4
R ——

FIRFITRAAVATR - B0 : “600: “FITATR 600 YR -

2. #HIEETS

FH HIEETE (E b NS 1) EE SRR R T snort AUSESHIE [BEMRZ0, » B 5 WIER B idnh
K o B H SR T DRI B E1T Rl E fEFEAUAS HIZEETH A 7S > HE &K
MERFENMEMI RS —ENIRERE IR B ER THAEIREZ TR - snort F175 15 (&
FARIEEIE R SR 7 - Horp A = (ERE SR 2 MR i A E {2 Y Ol FE

msg - FEREEE HEEFYIET—EH S

logto - R ELECEEE (& EHVAE i R R sC SRR

resp- TEIZIE (VETEESE)

Resp F# $8 = 0] U UCHE —14% Snort FRANEY R £ TEIEAIRE (flexible reponse
-FlexResp ) © FlexResp {5 /05T Snort TS REPARE EHVERE - ZEAHATENS AT

rst_snd - [A]5F K T 55 1% TCP-RST EH A
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rst_rcv - [A]3357 58835 TCP-RST &ML

rst_all - [E]UEEEE 53836 TCP_RST B
icmp_net - [o]&%7% 77E%3% ICMP_NET_UNREACH
icmp_host - [A]2%3£ J5257% ICMP_HOST_UNREACH
icmp_port - [a]257% F5E%7% ICMP_PORT_UNREACH

icmp_all - [EIE%5 77885 EAATAHY ICMP HRA -

TER ARENZRS - Him EARERIAR > WATEEREEART R - BTLIZIRE
FERZEAE Ry SNORT HYFfFIILIAE - (E2ES—F=HYE » 8%i% RST Al ICMP UNREACH ERHEL I

B2 75 m] DU G HA H AR AT, > FPIFbFeay—(E B I dsniff tREY tepkill L2
FIFHEEF AR TR A= - (BN —AEERIRB IS - L5 ANERREAE
HAEET - $I° SNORT ZKaf > IR IIRE LR G R (A I YRR L H R AR SR B R
FBRHiE -

FAh 12 AR H S S E iR R YA FEIR e E Y

BE P R A 5 - T S A B T Ry

ttl--faHl ip BHAY ttl A{E - ¥ traceroute BRAIYARHI

id--fgfll ip BEAV T id (E--BZE M EE S - BIIIEE By 31337

dsize--fgn HIlBLAY) e RO BV B -G T i (U 8 -

content--{F A1 HY 3] FHERTE BRI - Ry B Y — (38 - FINEE MRV E RS

PRI EN N IR E R R EIE - af DR E SRS SCAT &R - W8k

‘B =(EdHERAsES « offset,dsize,nocase

Flags--fgfl tep flags FY{E--IR AR R B0 A IR EPRON EHFE R 4 A% -

Seq--ffl tep NEFPSRAV (ATl TS AR Pt e G BB ENES « AMRE A DUH
HZEE A& ERAF R AREEFEER  (REEE I EE U EIEEE A IR AS

g -

Ack--#H] tep EZR (acknowledgement) AY{E--Nmap fY TCP PING &5 & % AR (E £ 0,11

FIET AT BETEAE A Nmap HEfTIRATmHH

Itype--fge i icmp type MYE--TEAEARS A EE - )% @ HAE R E iy —fERH L -

Icode--f&3H] icmp code HI{E--FISEHTTR &

Session--s0 ¥k T & G ah I IEH B & AN E--SC 8 AT TCP et AV &K} -

lcmp_id--fgH] ICMP ECHO ID AY{E--

lcmp_seq--f&H] ICMP ECHO JIE52AY{HE--

lpoption--E5 15 IP option Y4 & AE--

Rpc-- 85 (R & IE H /#ERE 5 FHHY RPC ARES-—-feHIFEVARY RPC 555K - & RPC 352K » 3l H B

&R (Application ) » #&F2 (procedure ) FIFZ=HRAS (program version) fi#hE » 415

FrE = (E{EEBICHCHYES » SR AR -

3. FHRRHEFE R

THER EERR ZUTE Snort RiCAS 1.5 BRIAS | A - HAESERS [ S 600 F Z Ao g T > Ryl
b=y > RSt lHyAEEMERTZRE - 1 E R B PR S MR R UE 2 - P RIRE =D
E‘E%@H@Tﬁéﬂf EAYSMEFE T (AL A Snort Ztf « H AT snort FAHY TR IR UHHA LI N =
fif

25



[--Minfrag

Minfrag THER BIRZ i A da e R IR 0 7 Bl - Bty R #E iR E £
P HHIEE RS S [REHY - —MERAR - REMESEE N gEA /MR 512 fTeiavsr R/ 6« FI2L
FHEESEE - KEEEE/ N RRE -

[--HTTP Decode

HTTP Decode Fjitz®E HTTP URI & - K 2 0y et b Ry nTEEY ASCI S ef - T
A HTTP FVERIE ARl WebURL fifiss IS B ARE -

[--Portscan Detector

Snort Portscan TEEFFZAYHIE -

(AR ST Bk e (A RO BRI — (LR P L SR H R BRAG R4S T -
WERAEE T —EECsHE - (EaCsrimiRnEF L ECEE 5 Y 1P (LR AR - IRfm
EFMERE T (Fb) 2 AEE P ERAETT TCP HRFER » SHE R T (7)) ZAH
i P {EIRSEE UDP BRHEL  IRIFHH I DU T — IP ik 2 (EIR - el IR H 2%

& 1P iz kA [E—4R 3 T o BRAE S (B RRA ] DA 3 — 3 — 1 — 382 7 =(IRfmdts - T

— {858 ERAR AT R EL B IRIEH (2H—8EH %) - IRt EREE—

IR EsmH (stealthscan ) ERMEL » EEAT NULL » FIN » SYNFIN » XMAS 55 o 41 5E 5
YRS - IRIFREAH R — (AR ERaEE -

network to monitor - E5IRESRHENY H 4G ES DL network/CIDR &I~

number of ports - {EHRIEATA I R HYERE H

detection period - DAFDEHEHYRA7 B R R

logdir/filename - EEERFI HER/AEE S - SEW LU AR S ERE S -

I-- H 5% #1248 (logging/alerting subsystem )

NRAE R S SR 45 R AR DR ECR RN 2 1 - RS TERes e R AR
TR HYIEIRS S SO s IS » 12 B e RE SRR T KB 2o i )y U TEC B A - —
{[EFHY NIDS » B FERZ R BE A AP A B 0 I B R e 5 5 o

Snort 2—{EPIE4RAY NIDS » ERYSSM—(AEZE e e B EEL sk - FTlZ 24+
TREE T 7

1.--fast model :£%H{ TCPDUMP HYFE X EC8E & ]

2. readable model FZ MR EMSHECEE » HINEHEEE -

3.alert to syslog: [o] syslog 575 EEEH, -

4.alert to text file : DAHASOP AL SRR E &R -

{ESHRHIAYE » snort BB FE S MRS - BIMEEEIRIZEIFE R - vl DURHEL
B EEHET R E RN SR E -

3. 245

1)--snort HYELHS4ERE

Snort 45 64 {[f c KEFI h £% > H /M 4H

R VSRR SET: - HOEE T ¢

HL AR R BRI eI ProcessPacket(),-HRAZ X0 T

2)--ERHEE -

snort Y T EHE RIS HUE R (SR > LIS M o snort 4HARH AIERVITD 2 PR FLE
P BeRA R R BB E 2 E o Bl = g Fe - Horp (g ) i sy - TCRIP 1 ICMP



TR AERESR  FrRAFTA YRR & BB (8 = (e T - SR TR B k2 Rk
EHERA RIS — —RuleTreeNode » 3% 451 AV — (18 5 22 R B B2 S0 Bk a% A R R 2 bRy
Bk ——RuleFplist » —{oRAR Al HRHi2: 75 S5 FH 26 (1l e B bR BB HET T 70 AT = s 4t
AN 558 h— (Bl BB B Rl B AR B TRV 4SS - sz 45t E R B R Ay B A s DA R B
SEHBUE vEe By

HERENE » A EE R RIE B —(E RuleTreeNode 451 - R AR 2RIl EETH
HTHYERE AR EIHY » R EARE A FAYR RIEEE SR ECN [FHY BETH e B TR R - A
BECHIAEREAIE n FR - BT ERAVIG( LA S EEE R R AT AETTHY -

FRUA_ES#ERAN » snort ZHEFS T THEEIE ~ a0 RE#HE A T ek SR - seetiiRny £ 3
BEES T ERIMEMEANYEE - BIE I E T LRI TR SRR R THZE ER AV DhRE A - B H
CH

IERIGERELT T

typedef struct _PreprocessKeywordNode

{

char *keyword;

void (*func)(char *);

} PreprocessKeywordNode;

/] TR EERH R A AN -

typedef struct _PreprocessKeywordList

{

PreprocessKeywordNode entry;

struct _PreprocessKeywordList *next;

} PreprocessKeywordList;

/ITRE PR R SR 73 -

typedef struct _PreprocessFuncNode

{

void (*func)(Packet *);

struct _PreprocessFuncNode *next;

} PreprocessFuncNode;

/[TRZ PR R B -

Fr A R OHG LA S E B R R ATE T by - — H#ERIE T 2% - BiGH
EERE - B E—EE ARG G LT THRE R R P A e B TR R - H
RGO TR A7 4B FE AlertList,PassList 1 Loglist —{EfZE - AT E R EERE

N TiA e A E (AR IR - LG R AR I e O TAR AN 22— TS e » RITE SR UCHECHR RIEE
» F5 UCPC R4 AR AR UC O AR RIT8E T - 25 AN UCHC - ELREVCHC N —FRR AT o By TP EEry
T > snort fEARATEEIH Y content” NZFUCHECHFEH ] T Boyer-Moore JEEE -

Ya] % IDS HYE7E ( Network IDS Tuning Methodology ( White Paper from Cisco ) )

Tuning sensors is critical to a successful network IDS implementation.Without tuning, IDS sensors

generate alerts in response to all traffic matching an established criteria. The number of false



alarms can easily overwhelm security personnel and reduce the value of the information the IDS
provides. IDS sensors that are not tuned may also raise an alarm on an attack that does not impact
the network resource being protected. Given enough false alarms, the security personnel will tend
to ignore the IDS sensor—increasing the odds that a real attack will be successful—or will disable it,
which leaves the network segment unprotected. The following are guidelines for tuning network

IDS sensors.
Step 1. Identify Potential Locations for Sensors

To properly tune IDS sensors, the first step is to identify network locations where the sensors can be placed for
maximum efficiency. In the public Internet segment, placing an IDS sensor in a location without traffic filtering
can overwhelm the sensor’s capabilities. Place IDS sensors behind a traffic filtering device such as a firewall, or
in the case of a DMZ, a router with ACLs. If traffic is filtered upstream of the IDS, only traffic destined for the

network resources being protected will reach the IDS, which reduces the sensor’s workload.

Step 2. Apply an Initial Configuration

The objective of step 2 is to take a first pass at configuring the network IDS sensors. First, sensors are classified
and grouped according to active signatures and are then configured by group with a common signature profile.
The sensors in a group are managed collectively, which simplifies the management of large groups of sensors. A
decision must be made to either deploy signature profiles using the default values or to tune specific signatures.
Refer to Appendix A, “Intrusion Detection Primer,” for a discussion of signature types and how they are
implemented on different sensors throughout the network. A general guideline, if this is the initial deployment

of network IDS, is to use the default settings at this step and then to tune them in one of the later steps. The
destination for sensor alarms should also be determined during this step

Step 3. Monitor the Sensor While Tuning

The objective of steps 3 and 4 is to monitor IDS sensor alarms and tune out any alarms caused by normal
background traffic rather than malicious activity. As steps 3 and 4 are executed, there should be a decrease in the
number of false alarms. The monitoring period can last from several days to a week or more. If this is an initial
network IDS implementation with a large number of sensors, the number of alarms may be quite large.

Step 4. Analyze Alarms, Tune Out False Positives, and Implement Signature Tuning (If Needed)

During the initial tuning period, you will need to determine the cause of every alarm in order to identify false
positives. This task could be tedious, but it is necessary for your network IDS deployment to be of any use in
detecting malicious activity.

How do you determine if an alarm is a false positive? A few suggestions follow:

1) Consult the IDS Network Security Database (NSDB) to determine whether the alarm in question is typically
due to malicious activity or normal network background activity.

2) If the alarm appears to be the result of normal activity, determine the source of the alarm.

3) If the source of the alarm is a server, work with the appropriate applications and operating system support
groups to determine if they think that this is normal behavior, malicious activity, or perhaps an unknown

process or application running on the server. If possible, duplicate conditions in a known secure lab with a
known, uncompromised server. The server may have to be built from scratch to guarantee this. It is critical

that a list of all systems, their operating systems, and the applications running within the monitored

environment be available in order to refine the IDS tuning as well as to determine the applicability of any

patches released by vendors.



4) If the source is a network device (router, switch, etc.), follow step 3 procedures, but consult the appropriate
network operations staff.

5) Deploy a threat analysis system in order to help validate IDS alarms as well as evaluate their significance,
impact, and possible responses.

Once a false positive is identified, determine first if the activity that caused the alert can be modified so that an
alarm is not generated. For instance, if NetBIOS is running on a server and is unnecessary on that server, disable
NetBIOS before tuning the network IDS sensors to ignore alerts caused by the traffic. If the service or application
generating the alarm is required, however, or cannot be disabled, an alternative is to configure the network IDS
sensors to ignore the alarm. The following configurations are possible:

- Do not generate an alarm if this particular signature is seen for all sources

« Do not generate an alarm if this particular signature is seen from this particular address
It is always better to be specific when implementing security. Therefore, it is recommended that the network IDS
sensor be tuned such that it does not generate an alarm for the specific signature from the specific address.
However, if additional servers that also require the application or service are later implemented on the same
network segment, it may be necessary to go back and tune these sources out as well. The administrative overhead
is reduced if the server IP addresses can be grouped together into a single profile.

As mentioned in step 2, IDS sensors can be grouped and collectively managed according to their alarm profiles.
This tuning feature reduces the administrative impact when sensors are added to the network.
Similarly, IDS signatures can be grouped into four broad categories:

« Exploit signatures—These signatures indicate attempts to compromise network systems through buffer
overflows, Structured Query Language (SQL) injection, brute force password attacks, and other well-known
exploits.

« Connection signatures—These signatures indicate reconnaissance activity: an attacker is enumerating
systems and services on the network.

- String-match signatures—These signatures indicate corporate policy violations detected by sensors
searching for custom text strings in the network traffic. For example, an IDS sensor could signal an alarm on
any connection that transmits the phrase “Company Confidential” by e-mail or FTP.

« Denial-of-service (DoS) signatures—These signatures indicate attempts by attack tools such as Trinoo, tribal
flood network (TFN), Stacheldracht, and TCP SYN floods to consume bandwidth or computing resources to
disrupt normal operations.

These signatures are discussed in detail in Appendix A. If the default signature tuning templates were deployed

in step 2, then specific tuning should now be attempted. Implement the specific tuning in stages, rather than all

at once. If the sensors are grouped into four profiles, for example, tune each profile separately. Tune each
category of signature separately as well. If a group of new false positives appears after pushing a new
configuration to the sensors, this tuning method helps to identify the specific tuning responsible. The potential
confusion that tuning all of the sensors at once would create must be weighed against the time that it takes to tune

the sensors in stages.
Step 5. Selectively Implement Response Actions

Once the false positives are tuned out and logging due to IDS tuning changes is sufficiently reduced, response
actions such as TCP resets, shunning, and IP logging can be implemented. Please see the section titled “Response
Actions” for usage guidelines. Again, deploy the response actions in stages, rather than all at once.

Step 6. Update Sensors with New Signatures



Automatic signature updates should be implemented for deployments with large numbers of sensors. See the
subsection titled “Configuration Management” under “Scaling Network IDS” for a discussion of the benefits of
implementing these updates. After a sighature upgrade, repeat steps 3 through 5 to tune each new signature
appropriately. The time required to monitor the deployment for false positives should be reduced to just a day or
two, because the number of new signatures introduced with each signature pack is small. This is another reason

to keep the signature levels on the sensors up to date: the greater the difference in signature pack levels, the larger
the number of new signatures introduced and the greater the length of time required to monitor and tune out false

positives.
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4 #Ef URL fizochE

IDS IDS182 http://www.whitehats.com/IDS/182

CVE CVE-2000-0138 http://cve.mitre.org/cgi-bin/cvename.cgi?name=CAN-2000-0138
Bugtraq BugtraqlID 1 http://www.securityfocus.com/vdb/bottom.html?vid=1

McAfee Mcafee 10225 http://vil.nai.com/vil/dispVirus.asp?virus_k=10225

Log snort message to MySQL

Go down to the output section and uncomment the following line. Change it to be like
the following except the password. Remember what you make it because you will need it

later when you set up the snort user in mysq|l.

output database: log, mysql, user=snort password=snort dbname=snort host=1localhost

Setting up the database in MySQL:

I will put a line with a > in front of it so you will see what the output should be. (Note: In
MySQL, a semi-colon ” ; “character is mandatory at the end of each input line)
(‘password’ is whatever password you want to give it, just remember what you assign.

For the snort user use what you put in the output section of the snort.conf in the section
above)
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# mysql

mysql> SET PASSWORD FOR root@localhost=PASSWORD( 'password');

>Query OK, @ rows affected (0.25 sec)

mysql> create database snort;

>Query OK, 1 row affected (0.01 sec)

mysql> grant INSERT,SELECT on root.* to snort@localhost;

>Query OK, © rows affected (0.02 sec)

mysql> SET PASSWORD FOR snort@localhost=PASSWORD('password_from_snort.conf');
>Query OK, © rows affected (0.25 sec)

mysql> grant CREATE, INSERT, SELECT, DELETE, UPDATE on snort.* to snort@localhost;
>Query OK, @ rows affected (0.02 sec)

mysql> grant CREATE, INSERT, SELECT, DELETE, UPDATE on snort.* to snort;
>Query OK, @ rows affected (0.02 sec)

mysql> exit

>Bye

Execute the following commands to create the tables

mysql -u root -p < /usr/share/doc/snort-2.2.0/contrib/create_mysql snort
Enter password: the mysql root password

Then install the extra DB tables using the following command

zcat /usr/share/doc/snort-2.2.0/contrib/snortdb-extra.gz |mysql -p snort

Enter password: the mysql root password

Now you need to check and make sure that the Snort DB was created correctly

# mysql -p

>Enter password:
mysql> SHOW DATABASES;

Hmmmmmmmm——a- +
| Database
T +
| mysql

| Snort

| test
Hmmmmmmmm——a- +

3 rows in set (0.00 sec)
mysql> use Snort
>Database changed

mysql> SHOW TABLES;

mmm e +
| Tables in_ Snort
Hmmmmmmmm e +
| data

| detail

| encoding

| event
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| flags

| icmphdr

| iphdr

| opt

| protocols

| reference

| reference_system
| schema

| sensor

| services

| sig class

| sig reference

| signature

| tcphdr

| udphdr

+

19 rows in set (0.00 sec)
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