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Job progress:

SUMMARY DATA STATUS

Duration: 09:08 Processed: 716.2 GB (100%) Success: 2 O
Processing rate: 72 MB/s Read: 176GB Warnings: 0
Bottleneck: Source Transferred: 10.2GB (1.7%) Errors: 0
THROUGHPUT (ALL TIME)

Speed: 104 MB/s

.

Name Status Action Duration
(571 163.28.6540NEHSN... (@ Success ) 163.28.64.198 HCRC-Web-old is no longer processed by this job. Make sure this change is intentional

{7 163.28.66.45 DNS-CUST @ Success © WM size: 781 GB (738.5 GB used)

I =

53 163.28.64.11dns.horc.... (9 Success © Changed block tracking is enabled
(571 163.28.66.66 HCRC-O... (9 Success ) Processing 163.28.65.40 NEHS Nurse_Jun 06:34
5_1 163.28.66.70 DNS-SLA... (9 Success ) Processing 163.28.66.45 DNS-CUST 02:20
(511163.28,64.160 HereCa.. (9 Success @ Processing 163.28.64.11 dns.hcrc.edu.tw 02:50
51163.28.64.163NEWE.. @ Success () Processing 163.28.66.66 HCRC-OPNSense 01:53
(51 163.28.65.46 NEHS-JEDI @ Success () Processing 163.28.66.70 DNS-SLAVE-SGGS 03:36
!’:Ij 163.28.64.197 HCRG-... @ Success ) Processing 163.28.64.160 Herc-Cacti 02:22
{51163.28.66.55 DNS-SGGS (9 Success © Processing 163.28.64.163 NEW-EPDP-2012-2 02:29
5§71 163.28.6410 FEE.. © Success @ Processing 163.28.65.46 NEHS-JEDI 02:07
(11632864240 ns2hxr.. @ Success © Processing 163.28.64,197 HCRC-Web-2018 02:21
@ Processing 163.28.66.55 DNS-SGGS 02:04
Processing 163.28.64.10 T& FR v e 02:00
Summary Maonitor Configure Permissions VMs Datastores Networks Updates
Hypervisor: VMware ESXi, 6.7.0, 19898906 CPU Free: 48.84 GHz
e Model: UCSC-C240-M4S .
Used: 3.84 GHz Capacity: 52.68 GHz
Processor Type: Intel(R) Xeon(R) CPU E5-2650 v4 @
Memory Free: 98.9 GB
o 2.20GHz
Logical Processors: 48 Used: 140.99 GB Capacity: 239.89 GB
NICs: 8 Storage Free: 83.53 TB
Virtual Machines: 17
Used: 44.17 TB Capacity: 127.7 TB
State: Connected ———
Uptime: 68 days
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@ @ HCRC-EHEISHHRE
(@ @l HCRC-TEMATERES

(@ HCRC-EXEFR2HEHHILTEZER
(@ HCRCEFEZ=XTHEESRETEREE

- %E_% Eﬁi II]E %ﬁ,é%ﬁ] ;ﬁ%%ﬂ ﬁ% ‘ (Z @ HCRC-EIMISHISTHRES
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ﬁ *ﬁ lﬁn:lél: % @ @ HCRC-FIAERIITEREE
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- BIRQRSEBGRABIRY: - | g0 i
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T EENINetflow °

- No. B2 EEN Sessions Packets Bytes

[] @%%*ﬁﬁ*ﬁ%}?g #E% ‘ 1 HCRC-EHE#HBEMHIE P 1.12G 7.23G 7486.90G
2 HCRC-HiTHMHUBEMITEEEH/IE P 5.46G 16.94G 6729.47G

“ EI, 7\]_/\\\ %% ,ﬁéﬁ W @ ﬁ4 3 ﬂﬁl 3 HCRC-HiTImh ¥ B #8kE iy 762.70M 5.71G 5807.06G

. AN == =T 4 TIEAE 45.88M 2.79G 3649.47G

TO p N $I§ % 3 5 ﬂﬁl /] HT-I- — 5 HCRC-#HiITTmtEST 114.73M 2.20G 2627.59G

EF% $I§ %E o 6 HCRC-HE#RIA 723.82M 277G 2293.38G
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Flow ATD Bl 2 HE

2022/10/01 09:10 ~ 2022/10/16 09:10 (time unit: 2hours)

1.17K
0 - - - - - - - - -
2. 0ct 3. Oct 4, Oct 5. 0ct 6. Oct 7. 0ct 8. Oct 9. Oct 10. Oct 11. Oct 12. Oct 13. Oct 14, Oct 15. Oct 16. Oct
ATD @ Burst Session @ Long Time Session
- sn
IPEM : = hd @ 3D Globe
: BEREEN - SRE P2 (BEEEN < BE _ :
Global TCP SYN Host Scan - 81.161.229.107 DE TCP 5555 73.65K T4.23K 4.19M 2022/10/16 08:31 2022/10/16 09:10 |¥ =
Global TCP SYN Host Scan 192 241.205.51 us TCP 44277 33K 33K 23257TK  2022M10/16 09:10 2022/10/16 09:10 lg
Global TCP SYN Host Scan 185.167 .97 .38 NL TCP 44818 1.58K 158K 92 04K 2022/10/16 09:10 2022/10/16 09:10 |!
Global TCP SYN Host Scan - 202.168.152 251 KR TCP 4153 85 4TK 854TK 4 51M 2022M10/16 06:20 20221016 09:10 |!
Global TCP SYN Host Scan - 45.93.16.71 us TCP 50802 85761K 861.41K  4801M 2022/10/16 00:00 2022/10/16 09:10 [
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Wiesk 40 Wiesk 4 Wieek 42 Wesk 43
m Inbound  Current: 153G Average: 329G Maximum: S.73G
W Cutbound  Current: 65554 M Average: 115G Maximum: 268 G

BHE EFHE BRL v BEXE v FEHEIE TANETIPWHDE ~ Sak#E ~ THEFE v B854 - 110ETBERY ~

[E48-ASROK BRETRHEAE - Traffic - TenGigE0/5/0/1
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700 M
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g 500M
ﬂ%ﬂﬂﬂﬁq:"ﬂ\ E 400 M
w 300N
2
G TR -2 BB TR RAE-2 Pt
o .
TANetEﬁﬁ?ﬁ e Week 40 Wieek 4+ Wieek 42 Wesk 43
m Inbound Current: 3924 M  Average: 8613M  Maximum: 32282 M
T T o th 4 650 |Pye xgﬂﬁ*i W Outbound  Current: 26352 M  Average: 380.14 M Maximum: 844.85 M
i TT E 8 wa_|Pv4 w71 £ B RE_IPVv6 7T 3¢
SRERS B ACER B Fo kR 9 277 73 3 A AR 55 Ak Z AR . . .
ISP#xEE R "B PE E4B-ASROK S4Sh2 - Traffic - GigabitEthernat0/4/0/14
EHEE TABIE e TR =
g G0N
L § soM
TEEE fZEEFCDN (CrEmEeR HiEhE 2400 m
i § 300 1
B tHEs T oM
100 M
0
Efﬁ’. Eﬁi Wiesh 40 Wesk 41 Wesk 42 Week 43

m Inbound  Current: 2217 M Average: 2202M  Maximum: S3.75 M
W Cutbound  Current: 10099 M Average: 178.35M  Maximum: 781.45 M

MBI
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m Inbound  Current: 2418 M  Average: 5543M  Maximum: 321.63
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NORMAL: &48-ASRIK - Y78 PE - &
GigabitEthernet0/4/0/14 [traffic_out] [traffic_out] Restored
to Normal Threshold with Value 677.5865

38 » WAE x HCRC X HCRC-Alarm X

\

MEEREE1-64-160 <netsys@cc.nctu.edu.tw=> MB48 BR TF155(B3 F8) W “
=4h I

SLEHE
X BN > > BN(ER) v BEzs x
A warning has been issued that requires your attention.

Host: E#3-ASRIK (192.192.60.113)
URL: http://163 28 64 84/cacti//graph.php?local_graph_id=211&rra_id=1

Message: NORMAL: E#-ASRIK - #EFE - GigabitEthernet0/4/0/14 [traffic_out] [traffic_out] Restored
to Normal Threshold with Value 677.5865

E48-ASROK HAEHRE - Traffic - GigabitEt

bils per second

o W B a
1400 1600 1800 2000 2200 0000 0200 0400 0600 0800 1000 1200

minbound  Current 7560M Average: 27.28M  Maximum: 142,51 M n
m Outbound Current: 986,14 M Average: 20062M Maximum: 996.14 M
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PRTG: [ASRA000] (234) ### MUST(165)-vb #F5F Traffic
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Abstract

Information and communication technology is developing
rapidly nowadays. In this era of extremely frequent
information security incidents, there are still educational
units burdened by history using outdated systems, or not

technology testing operations in the education system. It has
been found thousands of potential vulnerabilities, of which
about 10% are high-risk problems and about 30% are
medium-risk problems. They also help track the lack of
improvement in the detection of historical cases, and
climinate hundreds of information security problems. It also
compiles common information security deficiencies and
security vulnerabilities based on previous operating
experience, provides relevant suggestions for each unit of the
education system and promotes protection knowledge, and
hopes to gradually improve the information security
environment of the education system.
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