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Certificate TW12/11622

Tre maragarert sysere of
Information Technology Service Center,
National Chiao Tung University

1001 University Road, Hainchu, Tatwan

ISO/IEC 27001:2013

For the Sodowng actvies
The cperation, maintenance and management of the IT server room

Technology Development

Group. The scope does not include the system research
and testing on Beta Site, ge and service of

campes natwork, of and

natwork,
management of servers owned by administrative and academic units,
and management of PC classrooms. The scope declared above is in
accordance with the Statement of Applicability version 2.0.

This certificale is vaid from 18 June 2015 until 18 June 2018 and
remais vald subject to satisfactory survellence

R cerffication audit due before 14 May 2018

lssue 3. Centified since 18 June 2012
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Duration Repeat Hi/Lo

¥

/J\ ~

N

C1
N—

Warn

Alert

Hi/Lo

BL

HifLo Current

Triggered** Enabled

[0 %, BEERE- Gi7/10 [traffic_out]

(4] ) i 2 ERERE - GI7/10 [traffic_in]
[ FERIE - Gi7/1 [traffic_in]

[F1@) 4 =ERIE- GiI7/1 [traffic_out]

[4] (80 % BEERFIA - Gi7/12 [traffic_in]

[4] (@) %, BEERFIR - Gi7/12 [traffic_out]

[F1E) 4 =i - vI703 [traffic_in]

[[@ 4. EEePE- VI703 [traffic_out]

[4) 0 4 TEFRISIEHARE- Gi7/4 [traffic_in]
(4] 00 2, EEAAIEIEHTEEE - Gi7/4 [traffic_out]

High/Low
High/Low
High/Low
High/Low
High/Low
High/Low
High/Low
High/Low
High/Low
High/Low

I Minute
1 Minute
I Minute
1 Minute
I Minute
I Minute
I Minute
I Minute
1 Minute
I Minute

N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

MNever
MNever
Mever
Mever
MNever
MNever
Mever
Mever
Mever

MNever

-/0.01
-/0.01
-/0.01
-/0.01
-/0.01
-/0.01
-/0.01
-/0.01
-/0.01
-/0.01

900/-
900/-
900/-
900/-
900/-
900/-
90/-

90/-

400/-
400/-

N/A
MN/A
N/A
N/A
N/A
N/A
/A
N/A
N/A
N/A

140.025
21.9412
19.6183
117.8966
20.6509
254.9238
6.2034
11.5248
0.8239
29.2744

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
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An Alert has been issued that requires your attention.

Host: PTEEEE_HCIX (140.113.0.2)
URL: http://163.28 64 111/cacti/graph . php?local_graph_id=19&rra_id=1
Message: ALERT: BEEFREI - Gi7/12 [traffic_out] [traffic_out] went above threshold of 200 with 383.7873

TIEEE_HAX - Traffic - Gi7/12-BEFFEIIE A2

soom t
700 M |
600 M
500 M
400 M
300 M
200 M |
100 M |

o 4

bits per second

12:00 14:00 16:00 18:00 20:00 22:00 00:00 02:00 04:00 06:00 08:00 10:00
@ Inbound Current: 3405M Average: 59.55M Maximum: 183.56 M
MW Outbound Current: 278.27 M  Average: 37908 M Maximum: B06.95 M
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FHixfh=p A4TOP 1002 ¥ nE3F &

PA-5060 : Wednesday, November 25, 2015

NY

Source Host Name T N, T

106.36.184.54 120.106.222 66 r22266.mT.nhcue.edu.tw unknown-icp HTTP Mon RFC-Compliant Response Found
192,237 226117 192 237 226117 120.906.220 201 rZ20201 b _rihcue mdu tw web-browsing Suspicious. Gen Command And Correl Traffic
120.106.218.214 1218214 m3 nhcue. sdutw B4BE.1.212 =c2 B4.66-1-212 ap-northeast- 1. computs. amazonaws. com web-browszing HTTP OFTIONS Wethod
96211186171 hosted bf leaseweb com 120.106.220.53 rZ2098.mE nhicues edu tw web-browsing Vrnprotect User-Agent Traffic
120.106.219.66 121965, md. nhoue. adu.ra B4BE.1.212 =c2 B4.66-1-212 ap-northeast- 1. computs. amazonaws. com web-browszing HTTP OFTIONS Wethod
120106221 120 r221120mE nhcues . sdu tw 123.59.63.227 123.69.63.227 web-browsing HTTP CPTIONS Wethod
120.106.219.66 121965, md. nhoue. adu.ra BA248.1.103 =cd 542491103 ap-norheast- 1 compute amazonass.com web-browszing HTTP OFTIONS Wethod
116.231 21626 116.231.216.26 120.906.216.186 r216186.m1_nhcue =du tw unknown-icp HTTF Mon RFC-Compliant Response Found
116.231.216.24 11E.231.216.24 120.106.222 .92 r22293 mT.nhcue adu.tw unkniown-tcp HTTP Mon RFC-Compliant Rezponse Found
140.206.143 .44 120.205.125.44 120.106.216 .66 r21886.m3 nhoue edutw weh-browsing Suspicious user-agent siings
120.106.220.164 2201 54 mE nhcue. sdu tw 66.111.130L170 BE.111.130L170 web-browsing HTTP OFTIONS Method
140.206.230.42 140.205.230.42 120.106.2158.85 r21686.m3.nhcue.edu.tw web-browsing Suspicicus uzer-agent srings
120.106.218.214 1218214 m3 nhcue. edu tw 622491103 =cZ-54-243-1-103. ap-norfieast-1.compuls amazonass.com web-browsing HTTP OFTIONS Method
116.231 216 26 116.231.216.25 120.906.213.62 r21562 md nhicues edu tw unkniown-tcp HTTP Mon RFC-Ceompliant Response Found
626823121 ec2 52-58-23-121.ap-norheast-1.compuis amazonaws.com 120.106.215.66 r21886.m3.nhcue edu.tw web-browsing Suspicious user-agent sings
116.231.216.24 11E.231.216.24 120.906.221.126 r221126 rf_rihcue mdu tw unkniown-tcp HTTP Mon RFC-Ceompliant Response Found
116.231.2116.24 11E.231.216.24 120.906.223 57 r22397. i nhcue edu.tw unknown-icp HTTP Mon RFC-Compliant Response Found
94 207.37.122 58207 37 122 120.106.2158.85 r21686.m3 nhcue edutw wieh-browsing Suspicicus user-sgent srings
120.106.219.268 121328 md.nhoue.=du.ba B4.261.137.104 ec2 Bd-261-137-108.2p-southeast-1.compute amamonaws .com web-browsing HTTP CRTIONS Method
183.110.166.122 183.110.166.122 120.906.218 86 r21B86.m3 nhcues edu tw web-browsing Suspicious user-agent sinngs
120.106.221 66 122185 mE.nhcue. =du.tw 5224234122 =c2 5224 224 122 us west-2 .compuis amazonaws.com twitch HTTP CRTIONS Method
106.39.204. 77 106.35.208.77 120.106.222 60 r22260.m7T nhcue edutw unknicwn-tcp HTTP Mon RFC-Compliant Response Found
134.158.210.112 urknown. b=l stragiobal.net 120.906.218.86 r21886.m3 nhcue adu.tw web-browszing Suspicious urer-agent srings
140.206.134.220 140.205.134 220 120.106.215 85 r21886.m3 nhcue edutw weh-browsing Suspicious ussr-agent siings
120.106.216.143 1216143 m1 .nhcue. sdunw BA248.1.103 =cd 542491103 ap-norheast- 1 compute amazonass.com web-browszing HTTP OFTIONS Wethod
116.231. 21626 116.231.216.26 120.906.216.143 r216143 1 _nhcue =du tw unkniown-tcp HTTP Mon RFC-Cempliant Response Found
116.231.216.24 11E.231.216.24 120.906.216.63 r21663.m 1 _nhcue adu.tw unkniown-tcp HTTP Mon RFC-Compliant Rezponse Found
120.106.220.179 r220179.mB nhcue. edu tw 6224224122 ecZ-B2.-24-224-122 us-west-2 Compute amazonaws .com bwitch HTTP CPTIONS Wethod
120.106.217.174 1217174 m2 nhcue. sdutw 146.14B8.53.27 27.53.148.146 be.googleussrcontent.com web-browszing HTTP OFTIONS Wethod
120.106_223.56 r22336. mb.nhcue edu tw 52,149 B5.130 ecZ-Bd.149-36-13 0. us-wesi- 2 compute amazonaws .com weh-browsing HTTP CPTIONS Wethod
120.106.220.173 r220173.mE nhcue. sdutw 52.26.206.34 =c2-52-26-206-34 s west-2 CompuUbs. ST Oraws. COmm raitch HTTP OPTIONS Wethod
120106217 220 1217220 m2 nhcue. edu bw B26E1.212 ecZ-5d.56-1-212 ap-northeasi- 1. compute. amazonaws. com web-browsing HTTP CFTIONS Wethod
116.231.216.24 11E.231.216.24 120.106.216.56 r21666.m 1 _nhcue edu.tw unknown-tcp HTTP Mon RFC-Compliant Response Found
104.13.63.62 104.168.63.62 120.906.222.14 rZZ214.mT.nhcuwe.edu.tw web-browsing JawaScript Obfuscation Detecied
120.106.216.62 r21662.m1.nhoue. =du.ra 542491103 =c2-54-243-1-103. ap-norheast- 1 compute amazonas.s.com web-browsing HTTP OPTIONS Wethod
120.106.223.61 r22361.mBunhcue. adu. 52.26.206.34 ec2-B2-26-206-34 us-wesi-2 compute. amazonaws.com bwitch HTTP CPTIONS Method
116.231 216 26 116,231 216,26 120.906.221.126 r221126 rb_rihcue mdu tw unkniown-tcp HTTP Mon RFC-Ceompliant Response Found
116.231.216.26 116.231.216.26 120.906.216.66 r21666.m 1 .nhcus.edu.tw unknown-icp HTTF Mon RFC-Compliant Response Found
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