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Certificate TW12/11622

Tre maragarert sysere of
Information Technology Service Center,
National Chiao Tung University

1001 University Road, Hainchu, Tatwan

ISO/IEC 27001:2013

For the Sodowng actvies
The cperation, maintenance and management of the IT server room

Technology Development

Group. The scope does not include the system research
and testing on Beta Site, ge and service of

campes natwork, of and

natwork,
management of servers owned by administrative and academic units,
and management of PC classrooms. The scope declared above is in
accordance with the Statement of Applicability version 2.0.

This certificale is vaid from 18 June 2015 until 18 June 2018 and
remais vald subject to satisfactory survellence

R cerffication audit due before 14 May 2018

lssue 3. Centified since 18 June 2012
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<< Previous Showing Rows 1 to 13 of 13 [1] Next >>
Actions Name Duration Repeat Warn Hi/Lo Alert Hi/Lo BL Hi/Lo Current Enabled
[AEA, EEERemARE-BR-CK - Traffic - 203.68.12.109 - Gi1/10 [traffic_in] 1 High/Low 1 Minute N/A Never 900/- -f0.001 N/A 11,7299 no Enabled
[AIEA B EEREEARE-BR-CoK - Traffic - 203.68.12.109 - Gi1/10 [traffic_out] 2 High/Low 1 Minute N/A Never 900/- -f0.001 N/A 106.7379 no Enabled
[AE 4, 4-BHB-CoK - Traffic - 203.68.12.81 - Gi1/4 [traffic_in] 3 High/Low 1 Minute N/A Never 900/- -f0.001 N/A 19,6029 no Enabled
[AI@04, B&-BHE-CoK - Traffic - 203.68.12.81 - Gi1/4 [traffic_out] 4 High/Low 1 Minute NJA Never 900/- -f0.001 N/A 229.8822 no Enabled
@JM} BR#fiv4--R48-COK - Traffic - 203.68.12.166 - VI300 [traffic_in] 5 High/Low 1 Minute N/A Never 990/~ -0.001 N/A 26.0841 no Enabled
@JM; i aE-BE-C6K - Traffic - 140.113.0.250 - V4 [traffic_in] 7 High/Low 1 Minute N/A Never 900/~ -0.001 N/A 0.0959 no Enabled
9@, B84 --EEB-COK - Traffic - 203.68.12.166 - V1300 [traffic_out] 6 High/Low 1 Minute N/A Never 990/- -/0.001 N/A 97.4804 no Enabled
[ @4, smm-BE-CoK - Traffic - 140.113.0.250 - V4 [traffic_out] 8 High/Low 1 Minute N/A Never 900/- -0.001 N/A 12105 no Enabled
[9)@ i, 2Mrh-TER-CoK - Traffic - 140.113.0.246 - VI3 [traffic_in] 9 High/Low 1 Minute N/A Never 900/- -/0.001 N/A 3.022 no Enabled
@i, Hec-BB-CoK - Traffic - 140.113.0.246 - VI3 [traffic_out] 10 High/Low 1 Minute N/A Never 900/- -{0.001 N/A 8.3892 no Enabled
[F)@i4, Hiechat ELR-CoK - Traffic - 140.113.0.254 - VI2 [traffic_out] 12 High/Low 1 Minute N/A Never 900/- -/0.001 N/A 16.141 no Enabled
[AI@ 4, ¥Ehs BR-CoK - Traffic - 140.113.0.254 - VI2 [traffic_in] 11 High/Low 1 Minute N/A Never 900/- -f0.001 N/A 4.0301 no Enabled
[9)(@)7i 4, TEERERXE-PASOE0 - Total Active Sessions [pan_ses_activ] 13 High/Low 1 Minute N/A Every 10 Minutes 1000000/- 300000/ N/A 356502 no Enabled
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& warning has been izsued that requires vour attention.

Host: [@&E-COK (192.192.0.113)
URL: http:#/163.28 64 84/cactiferaph.phplocal graph id=127%rra id=1
Message: WARNING: BHER v4--[REF-COK - Traffic - 203.68.12.166 - V1300 [traffic_out] [traffic_out] went above threshold of 990 with 1021.861

[E48-C6K - Traffic - VI300-BEEv4
10G
0.8G
068G

04G

bils per second

022G

0o
0600 0800 1000 1200

1400 1600 1800 2000 2200 0000 0200 0400
E Inbound  Current: 51.87M  Average: 47.22M  Maximum: 12596 M
® Cutbound  Current: 100G Average: BOEVEM  Maximum: 100G
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7~ 0600
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B2 H B R ATIR AR (Fa s

LH & p A4TOP 1002 § 8484

~—

esinavon saires reauConien name

2016/11/19 00-00-42 54 230 141 54 140126 189 web-browsing Winus/\Win32 WGeneric konuh(2777741)

2016/11/19 00:01:55 220.133.77.137 140.126.17.122 telnet Mirai.Gen Command And Control Traffic]13974) reset-both
201671119 00:02:09 115.159.67.114 140.126.130.229 smitp MAIL: User Login Brute Force Attempt(40007) reset-both
2016711419 00-02:12 115159 67 114 140126 130 229 smitp MaIL: Usar Login Brute Force Attempt(40007) resst-both
2016711419 00:02:16 115.159.67.114 140.126.130.229 smitp MaAIL: User Login Brute Force Attempt(40007) reset-both
2016/11/19 00:02:23 211.72.224 181 140.126.11.261 telnet Mirai.Gen Command And Control Traffic{13974) resst-both
2016/11/19 00-02-31 211.72 224 181 140,126 11 251 telnet Mirai Gen Command And Control Traffic]13974) resst-both
2016711419 00-02-356 B1.228 224 236 140126 12 254 ssh S55H User Authentication Brute Force Attempt{40015) reset-both
201671 1/19 00:02:38 211.72.224 181 140.126.11.2561 telnet ressi-both
201671 1/19 00-02:45 211.72 224 181 140,126 11 251 telnet resst-both
2016711419 00-02-52 211.72 224 181 140,126 11 251 telnet reset-both
2016/11/19 00:02:55 94 102.49.193 140.126.15.13 portmapper UNIX Portmapper Remote Infomation Retrieving Attemnpt(32796) reset-server
201671 1/19 00:02:59 211.72.224 181 140.126.11.251 telnet Mirai.Gen Command And Control Traffic{13974) reset-both
2016711419 00:03:01 220.133.159 .40 140,126 5 155 telnet Telnet Authentication Brute Force Attemipt(40009) resst-both
201671 1/19 00:03:07 220.133.159.40 140.126.5.1656 telnet Telnet Authentication Brute Force Attempt(40009) ressi-both
2016711419 00:03:07 211.72.224 181 140.126.11.261 telnet Mirai.Gen Command And Control Traffic{13974) resst-both
2016/11/19 00:03:10 220.133.159.40 140,126 5 155 telnet Telnet Authentication Brute Force Attemipt(40009) resst-both
2016711419 00:03:14 220.133.159.40 140.126.5.155 telnet Telnet Authentication Brute Force Attempt{40002) ressi-both
201671 1/19 00:03:14 211.72.224 181 140.126.11.2561 telnet Mirai.Gen Command And Control Traffic{13874) ressi-both
2016/11/19 00:03:20 115159 67 114 140,126 130 229 smitp MaIL: Usar Login Brute Force Attempt(40007) resst-both
2016711419 00:03:20 220.133.159.40 140.126.5.155 telnet Telnet Authentication Brute Force Attempt{40002) ressi-both
201671 1/19 00:03:29 115.1569.67.114 140.126.130.229 smitp MaAIL: User Login Brute Force Attempt(40007) ressi-both
201671 1/19 00:03:31 211.72.224 181 140.126.11.251 telnet Mirai.Gen Command And Control Traffic{13974) reset-both
2016/ 1/19 00:04:12 118.163.229 175 140.126.12.254 telnet Mirai.Gen Command And Control Traffic{13874) resst-both
201671 1/19 00:04:13 118.163.229. 175 140.126.12.264 telnet Mirai.Gen Command And Control Traffic{13874) ressi-both
2016711419 00:04:20 61.219.33.102 140.126.7.174 telnet Telnet Authentication Brute Force Attempt(40009) resst-both
2016/11/19 00:04:23 61.219 33 102 140126 7 174 telnet Telnet Authentication Brute Force Attemipt(40009) resst-both
2016711419 00:04:26 61.219.33.102 140.126.7.174 telnet Telnet Authentication Brute Force Attempt{40009) ressi-both
201671 1/19 00:04-30 61.219.33.102 140.126.7.174 telnet Telnet Authentication Brute Force Attempt(40009) ressi-both
2016/11/19 00:04:33 61.219.33 102 140126 7 174 telnet Telnet Authentication Brute Force Attemipt(40009) resst-both
201671 1/19 00:04:33 220.134.108.59 140.126.11.251 telnet Mirai.Gen Command And Control Traffic{13974) ressi-both
201671119 00:04:39 61.219.33.102 140.126.7.174 telnet Telnet Authentication Brute Force Attempt(40009) ressi-both
201671 1/19 00:04:40 220.134.108.59 140.126.11.251 telnet reset-both
2016/ 1/19 00:04:43 114.33.29.16 140.126.3.251 telnet Mirai.Gen Command And Control Traffic{12874) resst-both
201671 1/19 00:04:-44 218.236.230.113 140.126.147.70 unknown-udp Win32. Conficker.C p2p(12544) dirop-all-packets
2016711419 00:04:48 118.163.239.212 140.126.11.21 telnet M Gen Command And Control Traffic(13974) resst-both
2016711419 00:04:50 114.33.29.16 140.126.3.261 telnet Mirai.Gen Command And Control Traffic]13974) reset-both
2016711419 00:04.56 220.134.108.69 140.126.11.2861 telnet M Gen Command And Control Traffic(13974) ressi-both
201671 1/19 00:04-56 114.33.29.16 140.126.3.261 telnet Mirai.Gen Command And Control Traffic{13874) ressi-both
2016/11/19 00:05:03 114.33.29.16 140.126.3.261 telnet Mirai.Gen Command And Control Traffic]13974) reset-both
201671 1/19 00:05:03 220.134.108.59 140.126.11.251 telnet M Gen Command And Control Traffic{13974) ressi-both
201671 1/19 00:05:09 114.33.29.16 140.126.3.261 telnet Mirai.Gen Command And Control Traffic{13874) ressi-both

2016/1 1419 00-05:12 220 134 154 181 140 126 120 62 telnet Mirai. Gen Commeand And Control Traffic(13974) reset-both




t’;‘i e »}

FaE s 201654114168
HE R R 1 S-ASOC, N-ASOC,

F ik

016.

2016/11/12

§ #7TACERT# &2 = % & ¥
B ¥ %~ 850

‘i T
A7 !

A-TSAC

By Ak B = NS

FAEF HiEs x4t - RTANetMSE A SEHA

S—ASOC 190. 207. 71. 82 Venezuela
S-ASOC 2016-11/12 84. 204.111. 49 EH 2k i A Russian Federation
S—ASOC 2016/11/11 122.131.176.4 S 25 o Japan
S—-ASOC 2016-11/11 122. 131. 185. 249 EE 2 2l R Japan
S-ASOC 2016/11/11 190. 203. 242. 159 & 2 i B Venezuela
S—ASOC 2016-11-11 221. 215. 148. 30 5 2 i % China
S-ASOC 2016/11/11 T9.111.147. 32 & 2 i B Russian Federation
S—ASOC 2016-11-11 ST v R 5 2 i % Greece
S-ASOC 2016-11/10 24.31.21.2 sE b o A United States
S—ASOC 2016-11-10 121. 40. 58. 212 50 25 o A China
S-ASOC 2016-11/10 186. 92. 6. 141 sH i A Venezuela
S—ASOC 2016-11-10 186. 93. 200. 141 50 25 o A Venezuela
S-ASOC 2016-11/10 190. 207.91. 9 EH 2k i A Venezuela
S—ASOC 2016/11/10 190. 78. 59. 225 S 25 o Venezuela
S—-ASOC 2016-11/10 216. 239. 187. 166 EE 2 2l R United States
S—ASOC 2016/11/10 84. 204. 109. 205 S 25 o Russian Federation
S—-ASOC 2016-11/9 121. 231. 142, 221 EE 2 2l R China
S-ASOC 2016/11/9 122. 131. 168. 108 smEh i Japan
S—ASOC 2016-11/9 122.131.170. 22 5 2 i % Japan
S-ASOC 2016-11/9 175. 141. 251. 2086 sE b o A Malaysia
S—ASOC 2016-11/9 186. 88. 240. 55 5 2 i % Venezuela
S-ASOC 2016-11/9 190. 201. 186. 86 sE b o A Venezuela
S—ASOC 2016-11/9 190. 39. 85. 30 50 25 o A Venezuela
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| i rule &g TANET-Block-List-out-to-in")

. From P Destination To Session End

‘ ‘ Receive Time Type ‘ pmoes To Zone | Source ‘ Source Country ‘ Destination ‘ Grrro Port ‘ Application ﬁurwa ‘ - ‘ Bytes ‘

B 11/20 drop V-Wire- 93.174.93.136 sC 140.126.42.180 T™W 5050  not-applicabl deny T-Block- policy-deny 60
12:08:14 Uintrust ut-to-in

B 11/20 drop V-Wire- 04.102.49.174 sC 140.126.129.106 TW 8118 | not-applicabl| deny -Block- policy-deny 60
12:08:14 Uintrust it-to-in

B 11/20 drop V-Wire- 04.102.49.174 sC 140.126.128.255 T™W 8118  not-applicabl| deny -Block- policy-deny 60
12:08:14 Uintrust ut-to-in

B 11/20 drop V-Wire- 04.102.49.174 sC 140.126.128.233 TW 8118  not-applicabld deny TANET-Block- policy-deny 60
12:08:14 Untrust ut-to-in

B 11/20 drop 04.102.49.174 sC 140.126.134.64 T™W 8081  not-applicable ET-Block- policy-deny 60
12:08:14 Llntl ust st-out-to-in

B 11/20 drop Jire 04.102.49.174 sC 140.126.134.49 TW 8081 | not-applicable TANET-Block- policy-deny 60
12:08:14 Llntmst List-out-to-in

B 11/20 drop i 04.102.49.174 sC 140.126.218.226 T™W 8081  not-applicable deny TANET-Block- policy-deny 60
12:08:14 List-out-to-in

B 11/20 drop V-Wire- 106.184.1.178 P 140.126.73.96 TW 111 not-applicable deny TANET-Block- policy-deny 60
12:08:14 Uintrust List-out-to-in

B 11/20 drop V-Wire- 93.174.93.136 sC 140.126.133.12 T™W 8894 not-applicable deny TANET-Block- policy-deny 60
12:08:13 Uintrust List-out-to-in

B 11/20 drop V-Wire- 93.174.93.136 SC 140.126.135.102 TW 1028 | not-applicable deny TANET-Block- palicy-deny 60
12:08:13 untrust List-out-to-in

B 11/20 drop V-Wire- 93.174.93.136 SC 140.126.128.207 W 5555  not-applicable deny TANET-Block- palicy-deny 60
12:08:13 untrust List-out-to-in

B 11/20 drop V-Wire- 04.102.49.174 SC 140.126.219.6 TW 9797 | not-applicable deny TANET-Block- palicy-deny 60
12:08:13 untrust List-out-to-in

B Bﬂzg - drop \L‘IL‘Y‘:Hi‘t 93.174.93.136 SC 140.126.249.213 W 8892  not-applicable deny Efglt‘dETﬁ\D[k— palicy-deny 60
:08: ntru: Ist-out-to-in

B 11/20 drop V-Wire- 93.174.93.136 SC 140.126.102.120 TW 8889 | not-applicable deny TANET-Block- palicy-deny 60
12:08:13 untrust Trust List-out-to-in

B 11/20 drop V-Wire- 93.174.93.136 SC 140.126.98.183 W 8889  not-applicable deny TANET-Block- palicy-deny 60
12:08:13 untrust List-out-to-in

B 11/20 drop V-Wire- 93.174.93.136 SC 140.126.46.21 TW 9000 | not-applicable deny TANET-Block- palicy-deny 60
12:08:13 untrust List-out-to-in

B 11/20 drop 93.174.93.136 SC 140.126.67.70 W 8089  not-applicable deny TANET-Block- palicy-deny 60
12:08:13 Llntl ust List-out-to-in

B 11/20 drop 93.174.93.136 SC 140.126.13.181 TW 8889 | not-applicable deny TANET-Block- palicy-deny 60
12:08:13 List-out-to-in

B 11/20 drop V-Wire- 93.174.93.136 SC 140.126.14.105 W 8889  not-applicable deny TANET-Block- palicy-deny 60
12:08:13 untrust List-out-to-in

B BUZS - drop \L‘I‘.'::ui_t 04.102.49.174 SC 140.126.245.139 TW 8081 | not-applicable deny E,i_lt‘dET{Et\D[k— palicy-deny 60
:08: ntrut Ist-out-to-in
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