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Information Technology Service Center,
National Chiao Tung University
1001 Unhversity Road, Heinchu, Tatwen 8 0
- . “om_SGS
ISO/IEC 27001:2013

The cperation, maintenance and management of the IT server room

and Grading System. provided by the Network System Group, relsted
Technology Development Group,

Group. The scope does not include the system research
and testing on Beta Site, ge and service of

campes natwork, of and

natwork,
management of servers owned by administrative and academic units,
and management of PC classrooms. The scope declared above is in
accordance with the Statement of Applicability version 2.0.

This certificale is vaid from 18 June 2015 until 18 June 2018 and
remais vald subject to satisfactory survellence

R cerffication audit due before 14 May 2018

lssue 3. Centified since 18 June 2012

Fustvarimed by

%—f AT
MANACEMENT

SYSTEMS

000s

S0E U Himion Lid Systres & Sirwess Cortfiouton
Sonwrwes Bawwas Put Elnarvery Port Chwatww (1985 N UK
1444 [1]180 048 | o0 (0261 BOLLE wwwsgnoom
S8 IO 01 0

Mt B 10 by iy oy o ool
F3 iees S The wpmateh 9 @

—-m-un;:'n”.u
et bt et e

13



ool o, -l . ), .
{EEAP Y
TR DIRBER “vrerfinsiy

c BMMITTUSBIFER T CRBFRENFERZ BEFL O DINFH LSS RFR
B2%HL NE-mail > A FF -

« JpM 3y : http://ewavs. here. edu. tw/

TSR Y S SRR

c S HFRSFREE 6B

CE B GRS R
IS s AR E R ART AR PR
Fresd FREA S CRFETRLAE R B2

\J\%

> ALk REAE Y ELE L

. « £

TET E R
%

e

R FEP;:D\ o
> FTHEEEE o AR iAR YRy oo MBS SEEFT T 1 EHEE T R
Mps A ~ %3 o
> %t‘ﬁ%‘: c BKFY CFTHFI wERFY CATHBH KRBT O FAEY
LRhBY  FRFHRBY LR AR AT R F

14



inin e P T, 5 3
haEEHP > 3P
BE AP PRI “ v ep mimn TR T

c BRI TFTNAFER T o RBFRLNFRHZ BRSNS > I VNFR IS B RRFR
E%4FEL NE-mail3 N FF o

« #Fp M 21 : http://epdp. here. edu. tw

c CHPBMAHI60RE >

c L HRB P RicE H23B RN

c Ll E

CENPEAF ARPHAFT S REAF A RT A

THPERREAE LA DAL HEEE R

R F R EREE R Y KA B

Frriadts CRFEEREPTRET

AT E R B E RT3 WA REPE SRy EBY

" RRER RN AIZEYE T ERE KR F R F

ERFRHF 5 5 30T EARE RS R

> PrHECBM SR 1E¥FEFATT AR T ARAEFPC CRARGF A EFTHRE 1
1

Y

<l

e

—B
S

_.\‘\

AN

N <l
=

e

15



T EE B D5 )

:FF%%:; En #B F&ﬁa‘ PR ER A B3

RO A RE - 2§58
+ BAFTAL 2 ERRAFHE TS
s gﬁpgygw EARE R FAREATFTEL 2
® A
c KFlRERTEMAEEIL T H]
— =% & Jg, EF o Ry http://isipr.nctu.edu.tw/ ) 1A -t e T

‘E-L‘ ¥ ATw \¥FPE‘P‘;E
- EFEPHI OB A R E O RALENEMAERSE
- R EE Ry N ATM R 2
- #3gr (E3F) tn¥e 2FFEMAER §
« By RFIPRIFTEMAE T BE EF
— EWP B BAE \":M'P\—'”?/T,E.T AR 1 5
{5~ L RFELHZ



EEHP

4, HEFPRFART RE

Tanet & i A7 5 4 i

TR R AT R SE R
FECACTIE 47 % S X e pain
L Eh i A H i+ 3~ IPV6

© ERFTAE KA

v

7

T

< E
B

p—

N

NN

17



M@ﬂ ?%@J >_\>’

Bk B TR RE L F
— Tanet £ jis e B2 47 5, 4 i

> i& * PacketX 4 in B %2 iz v i £ 1:1 NetFlow# #

4]
i % in-line$ B3k & FF % G IPS H ik jmpr 5 et R AR P
FEEFEFIFREIPSRIZE X P JPFT LB LI =

18



EEPw
— Tanet® ez 5 A in %
LA i

.

T

Hun 0/1/0/0.1

llllll

Hun 0'1/0/0.2

+ TE 0/6/1/5 (S2N0)
* TE 0/7/1/5 (S2N1)

TE 0/6/1/4 (SINO) 4
TE 0/7/1/4 (SIN1) +

BYPASS

e — I 11 o
J— * S2M1

Rt ~ 2 7 . N 2p 7

P
xd
o
Pty

19



T EE B >y )

ErR o ERT IL}’%L’}* I% AR N
— Tanet & ji=! p;&x Jip i?f/a\ -

Kg—:_@‘%i_“é :

o &¥rory g A 1111 NetFlow > # 1% NetFlow 4 47 #ic 48
Fa~ R P FRETXER

o =% A E A= K % (Bypass switch) » ¥ 3 4IPS #5335 &
Y i o

c FLME ALY RRIZEHG  BEKRLGRE XTI ENT
ERE K ?%eé’ TEX A ATULE ¢ 7 YouTube ~

Google ~ Facebook = » gt " MEF XX HF 2 B4 o

20



9.

ﬁ%%ﬁﬁa@
—TanetH jriE i Ag F A in %

© Machine « / Gadget v % Help v | (% Logout
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Machine -> Interface

& Traffic Traffic
All Fields Refresh Interval : seconds O Change Concurrent sessiens: 392953 Last update: 10:28:31 2017-11-01
Port IN Errors IN Drops IN Packets IN Bytes IN Mbps OUT Drops OUT Packets QUT Bytes QUT Mb... Link Status
VO 0 0 3,769,546,724 288,114,172,303,049 414.42 0 i,808,912,040 1,182,552,248,748,703 2,923.06 Up
V1 0 0 1,749,043,086 1,178,145,593,506,147 2,913.98 0 3,806,434,571 290,864,825,426,818 419.56 Up
V2 0 0 0 0 0.00 0 0 0 0.00 Up
V3 0 0 0 0 0.00 0 0 0 0.00 Up
V4 0 0 1,690,226,507 1,400,855,608,449,649 3,633.77 0 1,125,205,750 267,500,089,492,475 442.66 Up
V5 0 0 1,168,010,971 264,346,217,097,582 435.81 0 1,630,606,665 1,405,803,853,049,190 3,645.69 Up
V6 0 0 4,109,525,006 1,397,754,978,632,960 3,618.89 0 41,969,267 266,193,418,445,073 409.80 Up
V7 0 0 78,741,663 263,181,132,846,811  403.68 0 4,067,674,664 1,402,687,207,417,214 3,630.14 Up
Ve 0 0 0 0 0.00 0 0 0 0.00 Up
Vo 0 0 o] 0 0.00 0 0 o] 0.00 Up
V10 0 0 0 0 0.00 0 0 0 0.00 Up
V11l 0 0 0 0 0.00 0 0 0 0.00 Up
V12 0 0 0 0 0.00 0 0 0 0.00 Up
Vi3 0 0 o] 0 0.00 0 0 o] 0.00 Up
Vig 0 0 0 0 0.00 0 0 0 0.00 Up
V15 0 0 0 0 0.00 0 0 0 0.00 Up

1.V4 ~ V5~ V6 ~ V75 $in-line 5 iE#g %A’\ o B (ASR-9000) ; VO,V1:g £IPS
2. ASR-9000 3 %‘fﬁfr Hx iz e g 5 5 8Ghps
3. i~ IPSee £ 5 5 3.3 Gbps (3. 3/8: 43%) =2 & 4.7 GBps 21
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CACTIE 47 % S %% f 5 L

XEENERR L GAE ff_'f'“r?" MR AL PLO0%FF i
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<< Previous Showing Rows 1 to 13 of 13 [1] Next >>
Actions Name Duration Repeat Warn Hi/Lo Alert Hi/Lo BL Hi/Lo Current Enabled
[AEA, EEERemARE-BR-CK - Traffic - 203.68.12.109 - Gi1/10 [traffic_in] 1 High/Low 1 Minute N/A Never 900/- -f0.001 N/A 11,7299 no Enabled
[AIEA B EEREEARE-BR-CoK - Traffic - 203.68.12.109 - Gi1/10 [traffic_out] 2 High/Low 1 Minute N/A Never 900/- -f0.001 N/A 106.7379 no Enabled
[AE 4, 4-BHB-CoK - Traffic - 203.68.12.81 - Gi1/4 [traffic_in] 3 High/Low 1 Minute N/A Never 900/- -f0.001 N/A 19,6029 no Enabled
[AI@04, B&-BHE-CoK - Traffic - 203.68.12.81 - Gi1/4 [traffic_out] 4 High/Low 1 Minute NJA Never 900/- -f0.001 N/A 229.8822 no Enabled
@JM} BR#fiv4--R48-COK - Traffic - 203.68.12.166 - VI300 [traffic_in] 5 High/Low 1 Minute N/A Never 990/~ -0.001 N/A 26.0841 no Enabled
@JM; i aE-BE-C6K - Traffic - 140.113.0.250 - V4 [traffic_in] 7 High/Low 1 Minute N/A Never 900/~ -0.001 N/A 0.0959 no Enabled
9@, B84 --EEB-COK - Traffic - 203.68.12.166 - V1300 [traffic_out] 6 High/Low 1 Minute N/A Never 990/- -/0.001 N/A 97.4804 no Enabled
[ @4, smm-BE-CoK - Traffic - 140.113.0.250 - V4 [traffic_out] 8 High/Low 1 Minute N/A Never 900/- -0.001 N/A 12105 no Enabled
[9)@ i, 2Mrh-TER-CoK - Traffic - 140.113.0.246 - VI3 [traffic_in] 9 High/Low 1 Minute N/A Never 900/- -/0.001 N/A 3.022 no Enabled
@i, Hec-BB-CoK - Traffic - 140.113.0.246 - VI3 [traffic_out] 10 High/Low 1 Minute N/A Never 900/- -{0.001 N/A 8.3892 no Enabled
[F)@i4, Hiechat ELR-CoK - Traffic - 140.113.0.254 - VI2 [traffic_out] 12 High/Low 1 Minute N/A Never 900/- -/0.001 N/A 16.141 no Enabled
[AI@ 4, ¥Ehs BR-CoK - Traffic - 140.113.0.254 - VI2 [traffic_in] 11 High/Low 1 Minute N/A Never 900/- -f0.001 N/A 4.0301 no Enabled
[9)(@)7i 4, TEERERXE-PASOE0 - Total Active Sessions [pan_ses_activ] 13 High/Low 1 Minute N/A Every 10 Minutes 1000000/- 300000/ N/A 356502 no Enabled
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CACTIE #7 % So—if 53 142 2
g o)A TR SR AR RO BN K 25 990Mbits > B R S
1021.881Mbits » s if #-¢ p X T FM L 1 H ey
A ﬁ o
& warning has been issued that requires vour attention.

Host: [B&E-COK (192.192.0.113)
URL: http:#163.28.64 Bdjcactiferaph.php Mocal graph id=127&ma id=]
Message: WARNING: HEER vd - [@EE-COK - Traffic - 203.68.12.166 - V1300 [traffic_out] [traffic_out] went above threshold of 990 with 1021881

E43-C6K - Traffic - VI300-BEEvd
0EG
DEG W

1400 100 1800 2000 2200 0000 0200 0400 0800 0200 1000 1200

@ Inbound  Current: 51.87 M  Average: 4722 M Maximum: 12995 M
m Outbound  Current: 100G  Average: S0B.78 M  Maximum: 100G 31

bils persecond
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Ei#F-CBK - Traffic - Gil/4-Bif&

a0 M

bils per second

1200 1200 FH 0000 FH 0600
From 20171102 08:30:10 To 201 7/11/03 08: 30:10

m Inkound Currant: 19.33 M Average: 5907 M Maximum: 347.53 M
m Cutbound Current: 185.41 M Average: 45780 M Maximum: 8&1.19 M

EiF-ASRIK -IPv4- HundredGigEQ0/1/0/0

800G
TOG
6.0G
50G
4.0 G
230G
20G
100G
0.0

bils per second

1200 12800 T 0000 F 0600
From 2017/11/02 08:30:10 To 2017/11/03 08: 30:10

@ Inbound Current: 448 G Average: 367G Maximum: &.81G
| Cutbound Current: 80397 M Avarage: 551.45 M Maximum: 1.80G

o
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